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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
195. 62. 53. 168 Russi an Federation 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 forward 2
0.0.0.0 147.237.77.216 dover.idf.il HITP Page H ood Attack forward 2
209. 126. 136. 2 Lhited Sates 147.237. 76. 200 eitan.aka.idf.il |Back List drop 1
209. 126. 136. 2 Lhited Sates 147.237.76. 202 e halag.idf.il B ack List drop 1
208. 64. 253. 242 Lhited Sates 147. 237. 76. 202 e halag.idf.il JLMPurple Con Linmt Htp drop 1
219. 159. 95. 222 Chi na 147.237.76. 197 e hinush.idf.il B ack List drop 1
209. 126. 136. 2 Lhited Sates 147.237.76. 44 e.refuah.idf.il B ack Li st drop 1
176. 31. 224. 98 France 147.237. 76. 202 e halag.idf.il B ack List dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Oount
51. 254. 141. 46 France 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per nit 3
46.4.32.75 Ger many 147.237.77. 216 dover.idf.il C1000074: HITP. maj estic bot Per nirt 2

51. 254. 141. 46 France 147.237.77. 74 lawidf.il C1000074: HTTP. naj estic bot Permt 2
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

46.120.122.219 |147.237.77. 216 (I srael dover.idf.il Xenu Link Seuth User Agent 24
146.200.148.0 [147.237.77.74 LKJ?i;:gom lawidf.il Tehila - Perl LW with fake user agent 2
46.120. 122. 219 (147.237.72. 166 |l srael akaidf.il Xenu Link Seuth User Agent 2
162. 248. 76. 109 [147.237.72.14 |thited Sates |dover.idf.il(old) |ET SCAN NMAP -sS wi ndow 4096 1
106. 187. 45. 144 |147.237.76. 34 [Japan yohal an. i df . il ET SCAN Potential SSH Scan 1
54. 82. 56. 247 147.237.76.39 |Wited Sates |nobile neitav.idf.i|ET SCAN NVAP -sS w ndow 1024 1
50. 19. 25. 51 147.237.76.30 [lhited Sates |hinush.idf.il ET SCAN NVAP -sS w ndow 1024 1
31.210. 186. 133 [147.237. 77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
180. 213.5.205 |147.237.8.27 |China e.nadimatal .idf.il |ET SCAN NMAP -sS wi ndow 1024 1
162. 248. 76. 109 [147.237.72.14 |thited Sates |dover.idf.il(old) |ET SCAN NMAP -sS wi ndow 3072 1
115, 234, 132, 173|147, 237. 76. 39 |chi na oobi | e i tav. i df i ET SDAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
54.147. 8. 50 147.237.76. 148 |United Sates |gqcenter.aka idf.il [ET SCAN NVAP -sS w ndow 1024 1
54.82. 56. 247 147.237.76.34 |Uhited Sates |yohalan.idf.il ET SCAN NVAP -sS w ndow 1024 1
38.140. 21. 46 147.237.0.35 |wnited Sates |akavs.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Signature

Country

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

77.127.12.244  |israel 147.237.0.19 |[nadimatal .idf.i > dro 72
Ret r ansm ssi on Packet  dr opped. P
85.100. 237.13  |Turkey 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout moni t or 38
108.251.80.98 |United Sates [147.237.76.30 |nimshidf.il |Bad TCP sequence i’;ﬁé:"smt Wth different alert 29
198.251.80.98 [lhited Sates [147.237.76.30 [himsh.idf.il |Bad TCP sequence Inval i d AGK nunber noni t or 28
85. 1. 19. 229 Sntzerland  [147.237.76.30 |himush.idf.il |SYN A tack SYN -> SYN-ACK -> Ti meout al ert 27
85. 1. 19. 229 Sntzerland  [147.237.76.30 |himush.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout monitor |27
198.251.80.98 |Wited Sates [147.237.76.30 |[nimshidf.il |Bad TCP sequence ?ggﬁgé:ﬂsmt wth different moni tor  [27
85.1.19.220  |Stzerland  |147.237.76.30 |nimshidf.il |Bad TOP sequence i’;ﬁé:"smt Wth different monitor |27
85.1.19.229  [Swtzerland  [147.237.76.30 |nimshidf.il |Bad TCP sequence i’:ureetné:nsmt wth different aert 26
178.198. 36. 8 Swtzerland  [147.237.76.30 |hinush.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 23
178.198.36.8  |Sntzerland  |147.237.76.30 [hinush.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout alert 22
85.1.19. 248 Sni t zerl and 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout alert 22
178.198.36.8  |itzerland  |147.237.76.30 |nimshidf.il |Bad TCP sequence i’;ﬁé:"smt Wth different monitor |22
85.1.19. 248 Sni t zerl and 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 21
66. 249. 65. 53 | srael 147.237.77. 216 |dover.idf.il drop SAMrul e drop 21
178.198.36.8  |Swtzerland  [147.237.76.30 |[himshidi.il |Bad TCP sequence ;’Z’;‘J:rtlcr:mmt Wth different dert 21
85.1.19.248  [Swtzerland  [147.237.76.30 |nimshidf.il |Bad TCP sequence i’;ﬁ:;é:nsmt wth different aert 21
85.1.19.248  [Swtzerland  [147.237.76.30 |nimshidf.il |Bad TCP sequence ;’Z’;‘J:rtlcr:mmt Wth different moni tor |20
185. 26. 180. 171 |Europe 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 19
85. 1. 19. 248 Swtzerland  [147.237.76.30 |hinush.icf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 19
178.198.36. 8 Sitzerland  [147.237.76.30 |hinush.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 19
Sreaming Engine: TCP Invalid i i ssi
46.19.85.225  |israel 147. 237. 76. 200 |ei tan. aka. i df . 9 =g nval i d segnent retransmssi on. drop 18
Ret r ansm ssi on Packet dr opped.
85. 1. 19. 229 Sntzerland  [147.237.76.30 [himsh.idf.il |Bad TCP sequence I'nvalid AGK nunber monitor |18
188.140. 171. 122|Oman 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 17
Sreaming Engine: TGP Invalid i i ssi
80.246.136.21 |Israel 147.237.0.19 |nadimatal .idf.i 9 =g Invalid segent retransmssion. drop 15
Ret r ansni ssi on Packet  dr opped.
83.78.208.181 |[Swtzerland |147.237.76.30 |himshidf.il [Bad TCP sequence ?:';'Jeetncr:nsmt Wth different aert 13
198.251.80.98 |lhited Sates [147.237.76.30 |himush.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout monitor |13
83.78.208.181 [Swtzerland  [147.237.76.30 |himush.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout monitor |12
83.78.208.181 [Swtzerland  |147.237.76.30 |himshidi.il [Bad TCP sequence iZIJeetnégnsmt wth different moni tor |12
83.78.208.181 |Swtzerland  [147.237.76.30 |hinush.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout aert 12
85.0.236.101  [Swtzerland  [147.237.76.30 |himush.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout monitor |11
85. 1. 254. 56 Sni t zerl and 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout alert 11
85. 1. 254. 56 Swtzerland  [147.237.76.30 |hinush.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 11
85.0.236.101  [Swtzerland  [147.237.76.30 |himush.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout alert 11
85.1.254.56  [Swtzerland  [147.237.76.30 |nimshidf.il |Bad TCP sequence ?J;‘J:;é:m"“t wth different monitor |10
85.0.236.101  [Swtzerland  [147.237.76.30 |nimshidf.il |Bad TCP sequence ;’Z’;‘J:rtlcr:mmt Wth different dert 10
85.0.236.101  |Stzerland  [147.237.76.30 |himshidf.il |Bad TCP sequence i’;‘ﬁé:’mt wth different moni tor |10
198.251.80.98 |lhited Sates |147.237.76.30 [hinush.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout al ert
85. 0. 236. 101 Swtzerland  [147.237.76.30 |hinush.idf.il |Bad TCP sequence Inval i d AGK nunber noni t or
85.1.254.56  |Stzerland  [147.237.76.30 |himshidf.il |Bad TCP sequence i’;l;eetnésnsmt wth different alert 9
85. 1. 254. 56 Sitzerland  [147.237.76.30 |hinush.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 8
83.78.208.181 [Swtzerland 147.237.76.30 |[hinush.idf.il Bad TCP sequence Invalid ACK nunber noni t or 8
46.219.214.78  [Wkraine 147.237.76.30 |himsh.idf.il [Bad TCP sequence I'nval i d ACK nunber noni t or 7
185. 65. 252. 27 |iraq 147.237.76.34 |yohdlan.idf.il |drop First packet isn't SWN drop 7
85.1.254.172  [Swtzerland  [147.237.76.30 |nimshidf.il |Bad TCP sequence i’;ﬁ:;é:nsmt wth different moni tor |6
176.13. 4. 212 I srael 147.237.77. 216 |dover. i df .il SYN Attack SYN -> SYN-ACK -> RST noni t or 6
Sreaming BEngine: TGP Invalid i i ssi
2.53.55. 47 I srael 147. 237. 77. 243 |nobi l e.i df .i 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet  dr opped.
Streaning Engine: TCP Invalid i i ssi
109. 253. 198. 181|i srael 147.237.77. 243 |robi | e. i of . i1 g =g I nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet  dr opped.
85. 1. 254. 172 Sni t zerl and 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or
46. 19. 86. 8 I srael 147.237.77. 176 |matpash.idf.il [Bad TCP sequence I'nval i d ACK nunber noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
77.127.12.244  |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 32
112. 111. 161. 177|Chi na 147.237.77. 216 |dover.i df .i | Ml tipl e Wnaut horized URL Access from112.111. 161. 177 B ock 17
2.53.55. 47 I srael 147.237.77.243|nobi [ e.i df . i | Ml tipl e Unauthorized URL Access from 2. 53. 55. 47 B ock 10
84. 95. 208. 20 | srael 147.237.77.216|dover. i df . i | Mil tipl e Unhaut horized URL Access from 84. 95. 208. 20 B ock
112. 111. 161. 177|Chi na 147.237.77. 216 |dover.i df .i | Dstributed PHP Attenpt B ock 6
. . Unaut hori zed Met hod PCBT for
77.139.136.16 |Fance 147.237.72. 166 |aka. i df . i | v aka, i df i |/ mai n/ r abanut / gener al . aspx B ock 5
2.53.55. 47 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
82.81.55. 44 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
84. 95. 208. 20 I srael 147.237.77. 216 |dover . i df . i | Dstributed PH> A tenpt Bl ock 3
46. 19. 85. 169 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 3
. . Unaut hori zed Met hod PCBT for
77.138.159.81 |France 147.237.72. 166 |aka. i df . i | v aka. i i 1/ mai rv smal i i snal | m aspx Bl ock 2
. . . Unaut hori zed URL Access to
2.53.55. 47 I srael 147.237.77. 243 nobi | e. i df . i | nobi | e.i df.il/categorytenpl ates/|istchil ddocunent s/ 1362 B ock !
195. 62. 53. 168 RJSIS;:Fi on 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to gnail . cond engi ne/ | og. t xt B ock 1
46. 19. 85. 215 I srael 147.237.77. 216 |dover. i df .i | Paraneter Type Mol ati on SearchText in wwyidf.il/1065-he/dover.aspx |B ock 1
112. 111. 161. 177|Chi na 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to www i df.il/index. asp B ock 1
. . . D stributed Unauthorized Method for Known URL on
80. 108. 183. 100 |Austria 147.237.72. 166 |aka. i df . i | v aka. i df i 1/ mai v hore/ def aul t . aspx B ock 1
66. 249. 64. 12 I 'srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
38.81.65.42 Lhited Sates 147.237.77. 216 |dover.i df . i | Unaut hori zed URL Access to 147.237.77. 216/ robot s. t xt B ock 1
87.70.50. 24 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to www aka. idf.il/mai n/sachar/undefined B ock 1
46.19. 85. 243 I srael 147.237.76.86 |navy.idf.il Mal formed URL Bl ock 1
141. 226.217.90 |l srael 147.237.77. 216 |dover.i df .i | Uhaut hori zed LRL Access to waw i df.il/aman/ sitel defaul t. asp B ock 1
80.246.136.21 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 1
66. 249. 64. 41 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized URL Access from 66. 249. 64. 41 Bl ock 1
45.56.111.226 |Lhited Sates 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod HEAD for wwwu aka.idf.il/eitan/pratinipirteyerua/ B ock 1
109. 253. 198. 181 |l sr ael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code Bl ock 1
. . Unaut hori zed Met hod PCBT for
77.139.8.153 France 147.237.72. 166 [aka. i df . i | wwn aka. i df . i |/ mai n/ gi yus/ yahash2017/ | obby. aspx B ock !
46.19. 85. 243 I srael 147.237.76.86 |navy.idf.il Unknown HTTP Request Method nzgun in URL B ock 1
. . Unaut hori zed URL Access to
176.13.232.24 |Israel 147.237.77.234|hal ag. i df . il 147.237. 77, 2341 i nages/ shar ed/ bul | et 1. g f B ock 1
- . Unaut hori zed URL Access to
66.249.65.58 |l srael 147.237.76.42 |refuah.idf. i1 |10 00 76" 45/ 904- 8804- hel r ef uah. aspx B ock 1
. . Unaut hori zed Met hod HEAD f or
46.4.74. 42 Ger many 147.237.72. 166 [aka. i df . i | ww aka i o i1/ turi maspl di spl ayonesol di er . asp Bl ock 1
62.219.153.22 [Israel 147.237.72. 166 [aka. i df . i | Unhaut hori zed URL Access to waw aka.idf.il/maint hani 1894 B ock 1
185.32.179.37 |Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
. . SS. Lhtraceabl e Gonnection - Protocol violation
66.249. 76. 118 |l srael 147.237.72. 166 |aka. i df . i | (SSL OONN LI ENT HELLO) None 1
79.183.64.173 |Israel 147.237.77.216|dover. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
66. 102. 6. 30 Lhited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCBT for waw aka. i df . il/sachar B ock 1
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