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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
84. 95. 208. 20 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 6
50. 87. 144. 145 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
8. 37.231. 152 Lhited Sates 147.237.77. 216 dover.idf.il JLM Under Attack GCon Htp drop 3
71.6.216. 42 Lhited Sates 147.237.76. 31 nakchal .idf.il |Back List drop 1




10-03-2016-20:04:06 to 10-03-2016-21:04:06

|Top Attackers In IPS|

Attacker Address

| Attacker Qountry

Target Address

|Site

|Sgnature

Devi ce Action

|Oount

51.254.32. 77 France 147.237.77. 170 naar achot . i df.il CL000074: HTTP. maj estic bot Per nit 2
195. 154. 187. 115 France 147.237.77. 216 dover.idf.il C1000074: HTTP. naj estic bot Per nirt 2
195. 154. 187. 115 France 147.237.77. 233 atal .idf.il C1000074: HTTP. maj estic bot Per mt 2
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|Top Attackers In |D|

‘ Target Address

At acker
Gountry

Signature

96.37.146.131 [147.237.8.14 |Wited Sates e orchot.idf.il ET SCAN NVAP -sS wi ndow 2048 1
78.129.171. 173 |147. 237. 76. 148 LKTi;;gom gqcenter. aka.idf.il [ET SCAN Potential SSH Scan 1
27.12.211.101 (147.237.0.15 |[China kosher-kravi .idf .il ET SCAN Behavi oral Lhusually fast inbound Telnet Connect i ons, 1
Potential Scan or Brute Force
14.152.59. 11  |147.237.77. 176 |Chi na nat pash. i df . i | ET SCAN NMVAP -sS w ndow 1024 1
2.53.59. 12 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
201. 114. 60. 162 |147. 237. 76. 38 |Mexi co eeneitav.idi.il [ET SCAN NMAP -sS wi ndow 1024 1
183.60.48.25 |147.237.0.35 |China akavs. i df . il ET SCAN Potential VNC Scan 5900- 5920 1
183.60.48.25 |147.237.0.15 [China kosher-kravi.idf.il |[ET SCAN Potential VNC Scan 5900- 5920 1
96.37.146.131 [147.237.8.14 |Wited Sates [e orchot.idf.il ET SCAN NVAP -sS wi ndow 4096 1
96.37.146. 131 [147.237.8.14 |Wnited Sates [e orchot.idf.il ET SCAN NVAP -f -sS 1
46.120. 122. 219 |147. 237. 77. 216 I srael dover.idf.il Xenu Link Seuth User Agent 1
14.152.59. 11  |147.237. 77. 216 |Chi na dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
2.53.147. 26 147.237. 72. 166 |I srael aka.idf.il portscan: TP D stributed Portscan 1
201. 114. 60. 162 [147. 237. 76. 38 |Mexi co eenitav.idf.il [ET SCAN NMAP -sS w ndow 3072 1
198.20.69.98 |147.237.76.39 |Uhited Sates |nobile neitav.idf.i|ET DROP Dshi el d B ock Listed Source 1
183.60.48.25 |147.237.0.34 |China tikshuv.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
177 154,52 42 |147 237 0.33  |mrami| il ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
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|Top Attackers In FW |

At acker

Devi ce

ount ry Target Address |Ste Signature Acti on ‘Count
8. 37.231.152 Lhited Sates |147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 141
8.37.231. 152 Lhited Sates |147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 49
207.46.13. 34 Lhited Sates |147.237. 77. 216 |dover.idf.il dr op SAMrul e drop 38
77.126.58.14 |Israel 147.237.77. 243 |nobil e, i df . i1 Streaning Engi ne: TCP Invalid |invalid segnent retransnission. Packet | 30
Ret r ansni ssi on dr opped.
66. 249. 65. 53 | srael 147.237.77. 216 |dover.idf.il drop SAMrul e drop 19
85.0.236.101 |Swtzerland |147.237.76.30 [|hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout moni t or 16
178.198.36.8 [Swtzerland [147.237.76.30 |hinush.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout nmoni t or 16
83.78.208.181 |Sntzerland |147.237.76.30 [hinush.idf.il Bad TCP sequence SYNretransmt wth different sequence |nonitor 15
85.0.236.101 [Swtzerland |[147.237.76.30 [hinush.idf.il Bad TCP sequence SYNretransmt wth different sequence |alert 15
83.78.208.181 |Swtzerland 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 15
85. 0. 236. 101 Sntzerland |147.237.76.30 |hinush.idf.il Bad TCP sequence SYNretransmt wth different sequence |nonitor 15
178.198. 36. 8 Sntzerland 147.237.76.30 |[hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout alert 15
85.0.236.101 |Swtzerland |147.237.76.30 |hinush.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout aert 15
83.78.208.181 |Swtzerland |147.237.76.30 [|hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout aert 14
178.198.36.8 |Swtzerland [147.237.76.30 [hinush.idf.il Bad TCP sequence SYNretransmt wth different sequence |nonitor 14
178.198.36.8 [Swtzerland |[147.237.76.30 [hinush.idf.il Bad TCP sequence SWretransnit wth different sequence |al ert 13
202. 83.120. 30 |l ndonesi a 147.237.76.30 [hinush.idf.il Bad TCP sequence Invalid ACK nunber noni t or 13
46.19.86.5 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 13
85.0.236.101 |Swtzerland |[147.237.76.30 [hinush.idf.il Bad TCP sequence Inval i d AGK nunber nonitor |13
83.78.208.181 |Sntzerland |147.237.76.30 [hinush.idf.il Bad TCP sequence SYNretransmt wth different sequence |alert 13
202. 83.120. 30 |l ndonesi a 147.237.76.30 |hinush.idf.il Bad TCP sequence SYNretransmt wth different sequence |nonitor 12
178.198.36.8 [Swtzerland [147.237.76.30 |hinush.idf.il Bad TCP sequence Invalid ACK nunber nmoni t or 12
202. 83.120. 30 |l ndonesi a 147.237.76.30 [hinush.idf.il Bad TCP sequence SYNretransmt wth different sequence |alert 12
83.78.208.181 |Swtzerland |147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval i d AGK nunber monitor |11
46.19. 86.5 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber aert 11
202. 83.120. 30 |l ndonesi a 147.237.76.30 [hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 9
80. 246. 138. 15 |lsrael 147. 237. 72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 7
85.1.19. 248 S tzerl and 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
202. 83.120. 30 |l ndonesi a 147.237.76.30 [hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout aert 6
147.236. 72. 197 | srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber aert 6
85.1.19.248 Shtzerland |147.237.76.30 |hinush.idf.il Bad TCP sequence SWretransnit wth different sequence [nonitor (6
147. 236. 72. 197 |l srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber nonitor |6
84. 95. 37. 89 I srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
85.1.19. 248 S tzerl and 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout aert 5
85.1.19. 248 Sntzerland |147.237.76.30 |hinush.idf.il Bad TCP sequence SYNretransmt wth different sequence |alert 5
193.5.216. 100 |Swtzerland [147.237.77.216|dover.idf.il drop First packet isn't SN drop 5
5.22.134.72 | srael 147.237.72. 166 |aka. i df . il Bad TCP sequence I'nval i d ACK nunber noni t or 5
85. 1. 19. 248 Swtzerland [147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |4
85. 64. 73. 89 I srael 147.237.72. 166 [aka. i df . i | Bad TCP sequence nonitor |4
212.143.142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SWN drop 4
46.121.120.89 |Israel 147. 237.72. 166 |aka. i f . i1 Bad TCP sequence mﬁsg ;ansmt wth different moni tor |4
37.46.41. 245 | srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or 4
46.19.85.175 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
109. 226. 40. 40 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
54.82.56.247 |Uited Sates |147. 237, 76.30 |mbil e neitav,idh.i || S ng Engi ne: S TCP segnent out of naxi mmalloved | 3
Segnent Limt Enforcenent sequence. Packet dropped.
185.3.147.75 |Israel 147.237.72. 166 [aka i df . i | Bad TCP sequence I'nval i d AGK nunber nonitor |3
84.95.208.20 |Israel 147237, 76. 200 |ei tan akaicr.i1 |2 €M NG Engine: TGP Invalid invalid segnent retransnission. Packet drop 3
Ret r ansni ssi on dr opped.
84.109. 102. 202 || sr ael 147.237.77. 216 |dover. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or
134. 35. 236. 233 |Lhited Sates [147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 3
84. 95. 208. 20 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
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|Top Attackers In V\AF|

At acker

Devi ce

Count ry ‘Target Address |Site Sgnature Action ‘Count
37.26.149.236 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 128
84.95.208.20 |Israel 147.237.77. 216 |dover . i df . i | Mil tipl e Unaut hori zed URL Access from 84. 95, 208. 20 B ock 71
2.53.179.222 |[Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized URL Access from2.53.179. 222 B ock 8
84.95.208.20 |lsrael 147.237.76.200|ei tan. aka. i df . i | Mil tipl e Unhaut horized URL Access from 84. 95. 208. 20 B ock 5
84.95.208.20 |Israel 147.237.77. 216 |dover . i df . i | Dstributed PHP Attenpt B ock 5
213.57.229. 42 |[Israel 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code B ock 2
84.95.208.20 |lsrael 147.237.77.233|atal .idf.il Mil tipl e Unhaut horized URL Access from 84. 95. 208. 20 B ock 2
2.53.141.104 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 2
84.95.208.20 |[Israel 147.237.72. 166 [aka. i df . i | PHP At t enpt B ock 2
79.183.39.16 |lsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 79.183. 39. 16 B ock 2
66.249.64.41 |Israel 147.237.72.166 |aka. i df . i | ﬂ?“;g;’r'?;ef&% Sf;e;sa;; Fi | oo/ & 69056, Bock |1
85.64.144.11 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ styl e/ shar ed/ reset . css B ock 1
82.81.251.28 |Israel 147.237.72. 166 |aka. i df . i | mﬁﬁ; :D(?fr i"f/tr?;i r?/OSiI;u;/nyahashZOl?/I obby. aspX None 1
79.36.199.120 |[italy 147.237.77. 216 |dover.idf .i | Mil ti pl e Redundant HITP Headers in header Referer B ock 1
66.249.69.20 |lsrael 147.237.77.74 [lawidf.il Unaut hori zed URL Access to ww mag. i df.il/398- Bl ock 1
46.117.112. 148 |l srael 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in atal .idf.il/1440-he/atal . aspx B ock 1
80. 246. 137. 149 [I srael 147.237.72. 166 [aka. i df . i | Abnormal |y Long Request net hod B ock 1
68. 180. 231. 57 g;:g 147.237.77. 216 |dover.idf . il Par anet er Type M ol ati on PageNumin waw i df . i |/1393-en/ dover . aspx B ock 1
66.249.64.43 |Israel 147.237.72.166 |aka. i df . i | ﬂ{;‘”tzg;’r'?gefsgf‘;l gf;e(ffa;; (i1 es/ 2171762, pel Bock |1
89. 237. 64. 126 |France 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method PCST for www aka. i df.il/mai n/hone/ defaul t.aspx |[B ock 1
84.95.208.20 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 84. 95, 208. 20 B ock 1
46.19. 86. 67 I srael 147.237.77.243|nobi | e.i df . i | Uhaut hori zed URL Access to nobi | e.idf.il/nekudot/i ndex B ock 1
79.36.199. 120 |litay 147.237.77.216|dover. i df .i | Redundant HTTP Headers Referer B ock 1
66.249. 73.133 |Israel 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237. 77. 216/ 894- he/ dover . aspx B ock 1
46.120. 122. 219 |I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod HEAD for wwwy aka.idf.il/patzar/klali/default.asp |B ock 1
80. 246. 137. 149 |l srael 147.237.72. 166 |aka. i df . i | Mal formed URL B ock 1
68.180.231.60 |3 147.237.77. 176 [nat pash. i df . i | ma:i;z pe M /Oigézia?;ef?gg:gsgx Bock |1
66.249.65.51  |Israel 147.237.77.216|dover . i df . i | Lhaut hori zed LRL Access to wawidf.il/tenpl ates/articl e/ watch B ock 1
Unknown Par arret er
109. 66. 60. 102 |l srael 147.237.72. 166 [aka. i df . i | ct100$ct | 00$cphMai n$TochenPl acetol der $enai | Updat e$r pt Emai | Subj ectsLi [None 1
in ww aka.idf.il/nain/giyus/userdetail s/ updat euserdetail s. aspx

46.19.86.151 |[lIsrael 147.237.77. 216 |dover . i df . i | Illegal HITP \Version B ock 1
79.36.199.120 |[italy 147.237.77. 216 |dover.idf .i | Redundant HTTP Headers from 79. 36. 199. 120 B ock 1
66.249.76.77 |Israel 147.237.72. 166 |aka. i df . i | f;?ugg;’r'?gefegi‘l gfsctejrsa;;/ i es Of 68400, p Bock |1
54.82.56.247 ("1 147.237.76.39 |nobi | e.neitav.idf.il |Distributed Ml formed LR Bock |1
84.95.208.20 |lsrael 147.237.77.233|atal .idf.il PHP Att enpt B ock 1
80. 246. 137. 149 |I srael 147.237.72. 166 |aka. i df . i | Unknown HTTP Request Method .1 in URL ww aka.idf.il B ock 1
68.180.231. 60 (o' 147. 237.77. 176 |nat pash. i df . i | ma:ﬁ;z pe M /Oi;";i?_ogefsgg;’f“;sgx Bock |1
109. 66. 60. 102 |l srael 147.237.72. 166 [aka. i df . i | Lht raceabl e SIS Sessi ons: (pen Mde None 1
66. 249. 66. 103 |l srael 147.237.77. 226 Z;;M\i/'l(:hanat z. aka. | Unaut hori zed URL Access to waw chanat z. aka. i df . i 1/404. aspx B ock 1
46.19.86.151 |[Israel 147.237.77.216|dover. i df . i | Mal formed URL he-il, he; g=0. 8, en-us; g=0. 6, en; g=0. 4 B ock 1
66.249.76.79 |Israel 147.237.72.166 |aka. i df . i | ﬂ?“;g;’r'?;ef&% Sf;e;sa;; Fi | esf 3/ 71763, p Bock |1
54. 82. 56. 247 g";lt:g 147.237.76.39 |nobi |l e.neitav.idf.il |NLL Character in Mthod B ock 1
84.95.208.20 |Israel 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to atal .idf.il/tenpl ates/ homepage/ pi wi k. php  [B ock 1
80.246.139.9 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
2.53.179.222 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to wawn aka. idf.il/main/giy B ock 1
77.138. 155. 132 |France 147.237.72. 156 |anan. i df . i | Lhaut hori zed URL Access to ww aman. i df .il/favicon.ico B ock 1
204. 79. 180. 180 g;:: 147.237.72. 166 |aka. i df . i | Lhaut hori zed Met hod PCST for ww aka. i df.il/ishurinmai n/ B ock 1
66.249.69.20 |lsrael 147.237.77.74 |law i df.il Mil tipl e Unhaut horized URL Access from 66. 249. 69. 20 B ock 1
46.19.86.151 |Israel 147.237.77. 216 |dover.idf .i | Uhknown HTTP Request Method pt-Language: in URL he-il, he B ock 1
79.183.39.16 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed Method HEAD for waw aka. i df . i|/mai n/ gi yus/ general . aspx |B ock 1
66. 249. 76. 108 |l srael 147.237.72. 166 [aka. i df . i | Unknown Paraneter docld in ww aka.idf.il/sites/skiraldefaul t.asp None 1
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