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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Oount |
88.198. 16. 12 Ger many 147.237.76.200 |eitan. aka.idf.il [C1000074: HITP. najestic bot Per mit 82
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Per it 34
88.198. 16. 12 Ger many 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Per nirt 31
88.198. 16. 12 Ger many 147.237.77. 74 lawidf.il C1000074: HITP. naj estic bot Per mit 6
88.198. 16. 12 Ger many 147.237.72.166 |aka.idf.il C1000074: HITP. maj estic bot Per nit 2
88.198. 16. 12 Ger many 147.237.77.176 |matpash.idf.il C1000074: HTTP. naj estic bot Per mit 2
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il CLl000071: HTTP: User Agent Sogou+web+spi der Per nit 1
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|Top Attackers In |D|

Attacker Address |Target Address Aotr;uiikre; Signature

46.120.122. 219 |147.237.72. 166 (I srael akaidf.il Xenu Link Seuth User Agent 2
46.120.122.219 |147.237.77.74 |Israel lawidf.il Xenu Link Seuth User Agent 2
162. 250. 190. 142(147. 237. 77. 216 |Canada dover.idf.il Xenu Link Seuth User Agent 2
212.179. 90. 106 |147.237.77.216|Israel dover.idf.il portscan: TCP O stributed Portscan 1
186, 208. 72. 234|147 237 77 61 |rasil e cogat. i f i1 ET SCN\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force
177 41 78,139 |147. 237 76. 44 |mrazi| o refuahidf il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force

91.201. 236. 158 [147.237.77.235|lkrai ne sviva.idf.il ET SCAN NVAP -sS w ndow 4096 1
91.201. 236. 158 |[147.237.0.33 |lkraine idf.il ET SCAN NMAP -sS wi ndow 2048 1
88. 150. 242. 119 |147.237.72. 166 E?i;;gom aka.idf.il ET SCAN NVAP -sA (2) 1
66. 102. 9. 145 147.237.77. 216 |Wited Sates |dover.idf.il ET SCAN NVAP -sA (2) 1
222.187. 220. 241|147. 237. 76. 197 |Chi na e. hinush. i df .il ET SCAN Potential SSH Scan 1
222.187.220. 241(147.237.0.35 [China akavs. i of . i | ET SCAN Potential SSH Scan 1
211.149.222.5 |[147.237.0.15 |[China kosher-kravi.idf.i[ET SCAN NVAP -sS wi ndow 1024 1
183. 129. 160. 229|147. 237. 76. 38 |Chi na eeneitav.id.il [ET SCAN Potential SSH Scan 1
91.201. 236. 158 |147.237. 77. 235 |krai ne svivaidf.il ET SCAN NVAP -sS wi ndow 1024 1
91.201. 236. 158 |[147.237.0.33 |lkraine idf.il ET SCAN NVAP -f -sS 1
66. 249. 88. 17 147.237.77.74 |Wited Sates |lawidf.il ET SCAN NVAP -sA (2) 1
50. 254. 111. 193 |147.237.77.121|Uhited Sates |e navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
222.187.220. 241|147. 237. 76. 44 |China e.refuah.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address ‘Ste ‘Signature Action ‘Count
2.90. 244. 30 Saudi Arabi a 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 505
185.3.147.193 |Israel 147.237.77.233|atal .idf.il |[Bad TCP sequence Inval i d ACK nunber moni tor (154
207. 46. 13. 34 Whited Sates 147.237.77. 216 [dover.idf.il  [dr op SAMrul e drop 61
Sreaning Engine: TCP Invalid i i SSi
77.126. 4. 39 I'srael 147. 237.77. 243 |nobi l e. i f . i 9 =g Invalid segnent retransmssion. drop 36
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.181. 202. 166 |Israel 147. 237. 77. 243 |robi 1 e, i of . i | 9 =g Invalid segnent retransmssion drop 30
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
176.13.230.92 [israel 147, 237. 77. 243 |nobi | e. i of . i | g =g Invalid segnent retransmssion. drop 30
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
2.53.189.188  |Israel 147. 237. 77. 243 |robi 1 e, i of . i | 9 =g Invalid segnent retransmssion drop 30
Ret r ansni ssi on Packet dr opped.
66. 249. 65. 53 I srael 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 29
Sreanming Engine: TP Invalid i i ssi
46.19.85.156  |Israel 147.237.76.42 |refuah.idt.il 9 =9 Invalid segnent retransmssion drop 28
Ret r ansni ssi on Packet dropped.
Sreaning BEngine: TQP Invalid i i ssi
2.53.55. 47 I'sr ael 147.237.77. 243 |robi | e. i of . i1 g =g Invalid segnent retransmssion. drop 15
Ret ransm ssi on Packet dropped.
5.199.133.249 |Ger many 147.237.76.30 |[hinush.idf.il |SYN Attack SYN -> SYN-ACK -> RST monitor |14
176. 13. 240. 183 | srael 147.237.72. 166 [aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST nonitor |13
83.222.97.147 |[Russian Federation [147.237.76.30 |himsh.idf.il [Bad TCP sequence i’:l;eeécrsnsn“ wWth dfferent dert 10
46. 19. 85. 26 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber monitor |9
83.222.97.147 |Russian Federation |147.237.76.30 |nimsh.idf.il |Bad TCP sequence z’:l;ee;cr:”sm‘ wth different moni tor |9
83.222.97.147 |Russian Federation |147.237.76.30 |[himush.idf.il |Bad TCP sequence I'nval i d ACK nunber monitor 9
Sreaning Engine: TCP Invalid i i ssi
185.32.179.29 |Israel 147.237.77. 243 |nobil e.i df . 9 =9 Invalid segnent retransmssion. drop 9
Ret r ansmi ssi on Packet dropped.
109. 253. 202. 76 | srael 147.237.77. 216 [dover.idf.il |SYN Attack SYN - > SYN-ACK -> RST nonitor |8
83.222.97.147 |Russian Federation [147.237.76.30 |hinush.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 8
46.174.52.3 Russian Federation [147.237.76.30 |[hinush.idf.il |Bad TCP sequence Invalid ACK nunber monitor (6
87.70.19. 153 I sr ael 147.237. 72. 166 [aka. i df .i SYN Att ack SYN - > SYN-ACK -> RST monitor |6
75.146.254.30 [lLnited Sates 147.237.77. 227 |e.hanaz.i df . i1 |Geo- | ocat i on enf or cenent Geo-| ocat i on i nbound enf or cenent drop 6
46. 19. 85. 26 I srael 147.237.76.86 |navy.idf.il |Bad TCP sequence Invalid ACK nunber alert 6
46.174.52.3  |Russian Federation [147.237.76.30 |himsh.idf.il |Bad TCP sequence f:’;l;eeécr:mn“ vith different aert 6
77.125.47. 36 | srael 147.237.72. 166 |aka. i df . il drop Frst packet isn't SYN drop 5
46.174.52.3  |Russian Federation [147.237.76.30 |himsh.idf.il |[Bad TCP sequence i’:l:eeécrsnsn“ wWth dfferent moni tor |5
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop
2.90. 244. 30 Saudi Arabia 147.237.77. 216 |dover.icf.il |Bad TCP sequence I'nvalid ACK nunber noni t or
64.94.101.82  |wnited Sates 147.237.76.30 |nimsh.icf.il [Bad TCP sequence f:’;l;eeécr:mn“ with different alert 5
_ _ .. .. |Streamng Engi ne: TCP TOP segnent out of maxi mum
2.90. 244. 30 Saudi Arabia 147.237.77. 216 |dover.idf.il Segnent Limit Enforcenent al | oned sequence. Packet dr opped. drop 5
77.125.47. 36 I sr ael 147.237.72. 166 [aka. i df .i Bad TCP sequence monitor |5
64.94.101.82  |nited Sates 147.237.76.30 |nimsh.idf.il [Bad TCP sequence f:';l;eeéésnsn“ wth different monitor |5
109. 253. 157. 252I srael 147.237.77. 216 |dover.idf.i1  [Bad TOP sequence SINAK retransmt with different  Jooyiior s
w ndow scal e
Sreaming Engine: TCP Invalid i i ssi
199.30.25.67  |Wited Sates 147. 237. 76. 200 |ei tan. aka. i df . i 9 =g Invalid segnent retransmssion drop 4
Ret r ansni ssi on Packet dr opped.
64.94.101. 82 Lhited Sates 147.237.76.30 |[hinush.idf.il [SYN Attack SYN -> SYN-ACK -> Ti neout alert 4
46.19. 86. 177 I srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence I'nval i d ACK nunber monitor |4
64.94.101. 82 Whited Sates 147.237.76.30 |[hinush.idf.il [SYN Attack SYN -> SYN-ACK -> Ti meout nonitor |4
46.174.52.3 Russi an Federation |147.237.76.30 |himush.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout alert 4
188.53.194. 168 [Saudi Arabia 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 4
83.222.97.147 |Russian Federation [147.237.76.30 |hinush.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout alert 4
64.94. 101. 82 Lhited Sates 147.237.76.30 [himsh.icf.il |Bad TCP sequence Inval i d ACK nunber noni t or 4
Pal estinian Territory s L
46.18. 19. 133 Qccupi ed 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 4
37.26.149.161 |[Israel 147. 237. 72. 156 |aman. i df . i | SYN Attack SYN -> SYN-ACK -> RST monitor |4
79.180. 250. 83 [l srael 147.237.72. 156 [anen.icf.il  |SYN At t ack SYN -> SYN-ACK -> RST noni t or
81.218.203.37 |lsrael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop
177.23.177.146 |Brazil 147.237.72.166 |akaidf.il  |Header Rejection ?ﬁ:;trej ection pattern found in moni tor |3
185.3.147.193 |Israel 147.237.77.233|atal .idf.il |[Bad TCP sequence Inval i d ACK nunber aert 3
79.176.97.6 I 'srael 147.237.72. 166 |aka.i df . il Bad TCP sequence monitor |3
79.176.97.6 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout monitor |3
46.19. 86. 227 | srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> RST noni t or 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
85.65.190. 124 |Israel 147.237.72. 156 |anan. i df . i | Suspi ci ous Response Code Bl ock 31
185.32.179.29 |lIsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 19
46.19. 86. 143 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 6
82.80.249. 143 |Israel 147.237.72. 156 |anan. i df . i | Mil tiple UWnaut hori zed URL Access from 82. 80. 249. 143 Bl ock 5
79.181. 202. 166 |l srael 147.237.77.243|nobi l e. i df . i | Distributed Suspicious Response Code B ock 5
2.53.55. 47 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 4
www. chanat z. aka. i d _ .
84. 95. 208. 20 | srael 147.237.77. 226 fil Ml ti pl e Unaut hori zed URL Access from 84.95. 208. 20 B ock 4
77.138.151. 228 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCST for waw aka. i df.il/mai n/smalinifag. aspx B ock 4
84.109. 105. 46 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Mil tipl e Uhaut horized URL Access from 84.95. 208. 20 B ock 2
46.117.107.135 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to www aka. i df.il/main/sachar/t B ock 2
89.237.71.85 France 147.237.72. 166 |aka. i df . i | Unaut hor i zed Met hod POST for www aka. i df.il/main/kapat z/ Bl ock 1
52.1.11. 160 Lhited Sates |147.237.77. 170 |naar achot . i df . i | D stributed Suspici ous Response Code B ock 1
www. chamat z. aka. i d
84. 95. 208. 20 | srael 147.237.77. 226 £l PHP Att enpt B ock 1
www. chanat z. aka. i d _ _
82. 80. 230. 228 | srael 147.237.77. 226 £l Mil tipl e Whaut hori zed URL Access from 82. 80. 230. 228 B ock 1
- . Unaut hori zed URL Access to
66.249. 76. 109 |l srael 147.237.72. 166 |aka. i df . i | v aka. i of i 1/5i p storage/fi| es/ 8 57978, pof . 2005 B ock 1
. . D stributed Uhauthorized URL Access on
85. 65. 6. 20 I srael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234/ nages/ shar ed/ bul | et 1. g f Bl ock 1
84. 95. 208. 20 I srael 147.237.77.216|dover. i df . il Distributed PHP Attenpt B ock 1
77.139.201.66 |France 147.237.72. 156 |anan. i df . i | Lhaut hori zed URL Access to www anan. idf.il/favicon.ico B ock 1
148. 251. 192. 100|Ger many 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method HEAD for aka.idf.il/main/home/ defaul t.aspx  |B ock 1
52.5.98.73 Uhited Sates |147.237.77. 170 |naar achot . i df . i | Distributed Suspici ous Response Code B ock 1
www. ch z. aka. i i
84.95.208.20  |Israel 147, 237, 77, 206| WU Chamat 2. aka. T d Junaut hori zed URL Access to o B ock 1
foil wan chamat z. aka. i df . i1/t enpl at es/ honepage/ di v.item
68.180.231.57 |lhited Sates |147.237.77.216|dover.idf .il Paraneter Type Mol ation aspxerrorpath in waidf.il/error.htm B ock 1
207.46.13.123 |Wited Sates |147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ robot s. t xt B ock 1
84. 95. 208. 20 | srael 147.237.77.216|dover. i df . i | Mil ti pl e Unhaut horized URL Access from 84. 95. 208. 20 Bl ock 1
79.178.184.88 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
. . . Unaut hori zed URL Access to
180. 76. 15. 19 Chi na 147.237.76.42 |refuah.idf.il 147, 237. 76, 42/ shar edl ¢l | ent scri pts/ si debar/ si debar | s B ock 1
Unhaut hori zed URL Access to
66.249. 69. 243  [Israel 147.237.77. 176 [mat pash. i df . i | WA cogat . i df . i |/ civi | adnini strati on/ gover ment / pages/ par ks2. aspx. |Bl ock 1
54
- - Unhaut hori zed URL Access to
82.80.249. 143 | srael 147.237.72. 156 [anan. i df . i | wan aman. i df . i |/ nodi i n/ resour ces/ i nages/ nast er/ gr adi ant header . gi f Bl ock !
68.180.231.57 |lnited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df .il/1283-13885-en/ dover. aspx |B ock
207.46.13.164 |Uhited Sates [147.237.77.234|hal ag. i df . il Unaut hori zed URL Access to 147.237.77.234/ robots. t xt B ock
89.237.71.85  |France 147.237.72. 166 |aka. i df . i | Illegal Byte Qode Character in URL /mai n/kapatz//resi012 Bl ock 1
our ces/ i nages/ i nner page/ goback. gi f
84.95.208.20 | srael 147. 237.77. 216 |dover . i df . i | thauthorized R Access to Bl ock 1
ww i df . i |/t enpl at es/ honepage/ pi wi k. php
180. 76. 15. 135  |Chi na 147.237.76. 42 |refuah.idf.il D stributed Uhaut hori zed URL Access on 147.237.76.42/robots. txt  |B ock 1
66. 249. 76. 77 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
84.108.88.175 |[lsrael 147.237.72. 166 |aka. i df . i | D stributed Waut hori zed LRL Access on waw aka. i df . i|/mai n/ B ock 1
84. 95. 208. 20 I srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 1
77.138.93. 27 France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCBT for v aka. idf.il/main/smalin B ock 1
; . . O stributed Uhaut hori zed URL Access on
207.46.13.175 |lhited Sates [147.237.77.234|hal ag.i df . i 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 1
] . . Paranet er Type M ol ation ct| 00$Cont ent A acetbl der 1t xt Brai | in
47.209.71.114 |Uited Sates |147.237.77. 216 (dover. i df . il v i df i 1/ 1038- en/ dover . aspx B ock 1
89. 237.71. 85 France 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized Method for Known URL from89.237.71.85 |B ock 1
. - . Unaut hori zed URL Access to
82.80.230.228 |l srael 147.237.76.200(ei tan. aka. i df .i | v ei tan. aka. i df . i |/ enpl at es/ honepage/ homepage. aspx Bl ock 1
. . D stributed Uhauthorized URL Access on
185.3.147.193  (Israel 147.237.77.233atal .idf .il 147, 237.77. 233/ 1134- hel at al . aspx Bl ock 1
66.249.76.106 [Israel 147.237.72. 166 |aka. i df . i | Unknown Paraneter c... in ww aka. idf.il/mluintenpl ates/inner.asp [None 1
84. 95. 208. 20 I srael 147.237.72. 166 |aka. i df . i | PHP Att enpt B ock 1
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