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10-03-2016-18:04:04 to 10-03-2016-19:04:04

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count]|
2.90. 244. 30 Saudi Arabi a 147.237.77. 216 dover.idf.il DOS- LA C- TCP- 80- cat dest - r eset 19

2.90. 244. 30 Saudi Arabia 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 5
222.187.220. 241 Chi na 147.237.0. 33 idf.il JLMPurple Gon Linit Tcp drop 1
71.6.216. 43 Lhited Sates 147.237. 76. 200 eitan aka. idf.il B ack List drop 1

182. 92. 223. 10 Chi na 147.237.76. 198 e.yohal an.idf.il B ack List drop 1
14.189. 201. 41 M et nam 147.237.76. 148 ggcenter. aka. i df.il|B ack List drop 1

204. 155. 30. 109 Lhited Sates 147.237. 76. 86 navy.idf.il B ack List drop 1
71.6.216. 42 Lhited Sates 147.237. 76. 199 e.nakchal .idf.il B ack List drop 1




10-03-2016-18:04:04 to 10-03-2016-19:04:04

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnalure Devi ce Action |Oount
37.113.61.0 Russi an Federation 147.237.77. 216 dover.idf.il |[ClL000016: HITP. adninistrator in LR Per mit 1
52.1.90. 117 Lhited Sates 147.237.77. 216 dover.idf.il |13840: TLS QenSSL Heartbeat Packet Bl ock 1




10-03-2016-18:04:04 to 10-03-2016-19:04:04

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature
ET DC5 Large amount of TCP ZeroWndow - Possi bl e Nil | er2 DDos

80.246.130. 47  |147.237. 77. 233l srael atal.idf.il 5
attack
46.120.122. 219 |147.237.77. 216 (I srael dover.idf.il Xenu Link S euth Wser Agent 3
151. 80. 41. 96 147.237.77. 216 |France dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 2
219. 146. 251. 139|147. 237. 76. 201 |Chi na e.atal.idf.il ET SCAN Potential SSH Scan 1
91.201. 236. 158 [147.237.0.19 |Wkraine nadi matal .idf.il |ET SCAN NVAP -f -sS 1
208. 100. 26. 228 |[147.237.76.199|lnited Sates e.nakchal .idf.il |ET SCAN NVAP -sS wi ndow 1024 1
58. 218. 200. 137 |147.237. 77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
176.47.3. 45 147.237.77. 176 |Saudi Arabia nat pash. i df . ET DRCP Spamhaus DRCP Listed Traffic | nbound 1
58. 218. 200. 137 [147.237.76.31 [China nakchal .idf.il ET SCAN Potential SSH Scan 1
52.36.106.136 [147.237.72. 167 |Lhited Sates ishurimaka.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
119. 29. 54, 234  |147. 237. 72. 166 |Chi na aka.idf.il ET SCAN NMVAP -sS w ndow 1024 1
14.152.59. 11 147. 237.77. 227 |Chi na e. hanaz. i df .i | ET SCAN NMVAP -sS wi ndow 1024 1
108. 168. 178. 253|147. 237. 76. 200 [Lhited Sates eitan.aka idf.il |ET SCAN Potential SSH Scan 1
108. 168. 178. 253|147.237.0.35 |Lhited Sates akavs. i df . il ET SCAN Potential SSH Scan 1
108. 168. 178. 253|147.237.0.19 [Lhited Sates nadimatal .idf.il |ET SCAN Potential SSH Scan 1
91.201. 236. 158 |[147.237.0.19 |lkraine madi matal .idf.il [ET SCAN NVAP -sS wi ndow 1024 1
219. 146. 251. 139(147. 237. 76. 44 |Chi na e.refuah.idf.il ET SCAN Potential SSH Scan 1
183. 129. 160. 229|147. 237. 77. 178 |Chi na ematpash.idf.il |ET SCAN Potential SSH Scan 1
58.218. 200. 137 [147.237. 76. 148 |Chi na gacenter.aka.idf.i|ET SCAN Potential SSH Scan 1
163. 172. 238. 45 |147.237.77.178|Uni ted Ki ngdom|e.matpash.idf.il |ET SCAN NMAP -sS w ndow 1024 1
52.36.106.136 [147.237.72.167|Wited Sates ishurimaka.idf.il |JET SCAN NVAP -sS wi ndow 4096 1
125. 65. 82. 44 147.237.8.46 |China e.chinuch.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
108. 168. 178. 253|147. 237. 76. 201 |Lhited Sates e.ata.idf.il ET SCAN Potential SSH Scan 1
14.152.59. 11 147.237.77. 178 |Chi na e.natpash.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
108. 168. 178. 253|147. 237. 76. 197 [Lhited Sates e. hinush. i df .i | ET SCAN Potential SSH Scan 1
108. 168. 178. 253|147. 237.0.33 |Lhited Sates idf.il ET SCAN Potential SSH Scan 1
91.201. 236. 158 [147.237.0.19 |Wkraine nadimatal .idf.il |ET SCAN NVAP -sS wi ndow 2048 1




10-03-2016-18:04:04 to 10-03-2016-19:04:04

|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address ‘Ste ‘Signature
2.90. 244. 30 Saudi Arabi a 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 3776
207.46.13. 34 Lhited Sates 147.237.77. 216 |dover.idf.i| |drop SAMrul e drop 71
Sreaning Engine: TGP Invalid i i ssi
79.180.252.29 |israel 147.237.77. 243 |nobil e.i df . 9 =g Invalid segnent retransmssion. drop 60
Ret r ansmi ssi on Packet dropped.
161.53. 142. 165 |Coatia 147.237.77. 216 |dover.idf.il |drop First packet isn't SWN drop 31
178.198. 36. 8 Swit zerl and 147.237.76.30 |himnush.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout alert 28
178.198. 36. 8 Swi t zerl and 147.237.76.30 |himush.idf.il |SYN At ack SYN -> SYN-ACK -> Ti meout monitor |27
2.90. 244. 30 Saudi Arabia 147.237.77. 216 |dover.idf.il |SYN Att ack SYN -> SYN-ACK -> Ti neout monitor |27
178.194. 137. 11 |Swtzerland 147.237.76.30 |himnush.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout alert 26
178. 199. 205. 188|Sni t zer| and 147.237.76.30 |himush.idf.il |SYN At ack SYN -> SYN-ACK -> Ti meout alert 26
178.198.36.8  |Switzerland 147.237.76.30 |nimshid.il [Bad TOP sequence f:’;l;eeécr:mn“ vith different aert 26
178. 199. 205. 188 |3 t zer| and 147.237.76.30 |nimsh.idf.il [Bad TOP sequence i’;ljee;crgnsmt wth different alert 26
2.90. 244. 30 Saudi Arabia 147.237.77. 216 |dover.idf.il |drop drop 26
178.194.137. 11 |Swtzerland 147.237.76.30 |himnush.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 25
178. 199. 205. 188|Sni t zer| and 147.237.76.30 |himush.idf.il |SYN At ack SYN -> SYN-ACK -> Ti meout monitor |25
178.198.36.8  |Switzerland 147.237.76.30 |nimshid.il [Bad TOP sequence f:’;l;eeécr:mn“ vith different moni tor  [25
178. 199. 205. 188 |3 t zer| and 147.237.76.30 |nimsh.idf.il [Bad TOP sequence i’;ljee;crgnsmt wth different moni tor |25
178.194.137.11 |Suitzerland 147.237.76.30 |nimshidf.il [Bad TOP sequence f:’;l;eeécr:mn“ vith different moni tor (24
178.198. 36. 8 Swi t zerl and 147.237.76.30 [himush.icf.il |Bad TCP sequence Inval i d ACK nunber monitor |24
178. 199. 205. 188|Si t zer| and 147.237.76.30 [himsh.idf.il |[Bad TCP sequence Inval i d ACK nunber monitor |23
178.194.137.11 |Svitzerland 147.237.76.30 |nimshidf.il [Bad TOP sequence i’;l:eeégsnsm't wth different aert 23
66. 249. 65. 53 | srael 147.237.77. 216 |dover.idf.il |dr op SAMrul e drop 22
178.194.137.11 |Saitzerland 147.237.76.30 [himsh.idf.il |Bad TCP sequence Inval i d ACK nunber monitor |21
107. 167. 105. 168|Lhited Sates 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST monitor |19
212.106. 86. 3 glcis;ilgéan Territory 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 16
37.46.41.243 I srael 147.237.77.234|halag.idf.il |Bad TCP sequence Inval i d ACK nunber monitor |16
46.32. 215. 207 ga:lcisgi':éa” Territory 1 47, 237. 77. 216 [dover.if.i1  |drop First packet isn't SN drop 12
89.139. 112. 138 |Israel 147.237. 72. 156 |anan. i df . i | Bad TCP sequence monitor |9
94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 9
2.90. 244. 30 Saudi Arabia 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber monitor |9
37.217.119.192 [Saudi Arabia 147.237.77. 216 |dover.idf.il |drop First packet isn't SWN drop 7
Sreanming Engine: TGP Invalid i i ssi
2.53.21.104 I srael 147. 237. 77. 243 |robi 1 e, i of . i | 9 =9 Invalid segnent retransmssion drop 6
Ret r ansmi ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
185.32.179.29  |Israel 147. 237.77. 243 |nobi l e. i f . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
) . Lo Sreamng Engi ne: TCP TCP segnment out of maxi num
2.90. 244. 30 Saudi Arabia 147.237.77. 216 |dover.idf.il Segnent Linit Enforcenent al | oned sequence. Packet dr opped. drop 5
46. 19. 86. 246 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber alert 5
89.139.112. 138 |lsrael 147.237.72. 156 |anan.idf . i | SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 5
46. 19. 86. 246 I srael 147.237.77.216|dover.idf.il |Bad TCP sequence Invalid ACK nunber monitor (5
46. 19. 85. 102 I srael 147.237.76.42 |refuah.idf.il |[Bad TCP sequence Invalid ACK nunber alert 5
89.139.112.138 |lsrael 147.237.72. 156 |anan.idf . il drop First packet isn't SYN drop 5
79. 180. 189. 245 |l srael 147.237.77. 216 |dover.idf.il |SYN Att ack SYN -> SYN-ACK -> RST mnitor |5
46. 19. 85. 102 I srael 147.237.76.42 |refuah.idi.il |Bad TCP sequence Invalid ACK nunber monitor |5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 5
89.139. 112. 138 |l srael 147.237. 72. 156 |anman. i df .| Bad TCP sequence Inval i d ACK nunber monitor |5
87.69.221.164 |lsrael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout monitor |4
Sreaning BEngine: TGP Invalid i i ssi
79.180.139.70 | srael 147.237.76. 200 |6 tan. aka i df . i 9 =g Invalid segnent retransmssion drop 4
Ret r ansni ssi on Packet dropped.
37.230.210.70 |Russian Federation |147.237.76.30 |himush.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout monitor |4
46.121.91.133 |Israel 147.237.72. 166 |aka. i of .i | SYN At t ack SYN -> SYN-ACK -> Ti neout noni tor |4
141.8.132.78 Russi an Federation [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 4
77.139. 200. 123 |France 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout monitor |4
46.174.52.3  |Russian Federation [147.237.76.30 |himsh.idf.il |Bad TCP sequence f:’;l;eeécr:mn“ vith different moni tor (4
191. 82.183. 198 |Argentina 147.237.72. 166 |aka.i df . il dr op Frst packet isn't SYN drop 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
82.80.249. 158 |Israel 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 82. 80. 249. 158 B ock 5
185.32.179.29 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
82.80.249.158 [Israel 147.237.76.200(ei tan. aka. i df . il Ml tipl e Unaut hori zed URL Access from 82. 80. 249. 158 B ock 3
185.89.217.234 [Netherlands [147.237.0.19 |nadimatal.idf.il D stributed Suspici ous Response Code B ock 3
185.89.217.227 |Netherlands [147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
82.80.249.158 [Israel 147.237.77.216|dover.idf .il Ml tipl e Unaut hori zed URL Access from 82. 80. 249. 158 B ock 3
82.80.249. 158 |Israel 147.237.77.216|dover. i df . il Paraneter Type Mol ation aspxerrorpath in wwidf.il/error.htm B ock 3
87.69. 87. 20 I srael 147.237.72. 166 |aka. i df . i | Ml tipl e Wnaut horized Method for Known URL from 87. 69. 87. 20 B ock 2
46.116. 126. 246 |l srael 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock 2
46.120.122. 219 |Israel 147.237.72. 166 |aka. i df . i | Wnaut hori zed Method HEAD for Bock |1
virw aka. i df . i1/ ml ui nit enpl at es/ i nner. asp
109. 67. 189. 9 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
www. chamat z. aka. i ) )
82. 80. 249. 158 | srael 147.237.77. 226 df il Ml tipl e Unauthori zed URL Access from 82. 80. 249. 158 B ock 1
Russi an . - . .
37.113.61.0 r at i on 147.237.77. 216 |dover.i df . il Adm n Bl ocki ng Bl ock 1
82.80. 249, 158 I srael 147.237.0.15 |kosher-kravi.idf.i| |-hauthorized LR Access to Bock |1
waw. kosher - kravi . i df . i|/tenpl at es/ honepage/ honepage. aspx
213.8.204.75 I srael 147.237.77.216|dover . i df . il Uhaut hori zed URL Access to wawidf.il/https: /waidf.il/ B ock
66.249.73.133 |[Israel 147.237.77.216|dover.idf.il Ml tipl e Unaut hori zed URL Access from 66. 249. 73. 133 B ock
. . D stributed Unhauthorized URL Access on
46.116.121. 183 |Israel 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 1
. . . Unhaut hori zed URL Access to
2.53.55. 47 I srael 147.237.77.243|nobi | e. i df . i | nobi | e, i o i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1362 B ock 1
. . D stributed Waut hori zed Method for Known URL on
77.139.86.153 |France 147.237.72. 166 |aka. i df . i | v aka, i df i |/ i 1/ gi yus/ yahash2017/ | obby. aspx Bl ock 1
185. 89.217.233 |Netherlands [147.237.0.19 |nadi matal .idf.il D stributed Suspici ous Response Code B ock 1
66.249. 64. 124 [Israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter docld in v aka. idf.il/shalishut/sitelfaq. aspx None 1
109. 253. 218. 186|l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to www aka. i df .il/mai n/ gi yus/ bookl et. aspx  |B ock 1
82.80.249. 158 |[Israel 147.237.77.233|atal .idf.il Ml tipl e Unaut horized URL Access from 82. 80. 249. 158 B ock 1
Russi an . .
37.113.61.0 erati on 147.237.77. 216 |dover . i df . i | PHP Attenpt B ock 1
217.132.9.188 |[Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to wwu aka. i df.il/main/ B ock 1
82.80.249. 158 |Israel 147.237.72. 156 |aman. i df . i | Ml tipl e Unaut horized URL Access from 82. 80.249. 158 B ock 1
185.89.217.225 [Netherlands [147.237.0.19 |nadimatal.idf.il D stributed Suspici ous Response Code B ock 1
71.231.59.157 |Lhited Sates [147.237.77.216|dover.idf.il Abnormal |y Long Request et hod B ock 1
46.116. 126. 246 |l srael 147.237.76.31 |nakchal .idf.il Mil ti pl e Unhaut horized URL Access from 46. 116. 126. 246 B ock 1
87.69.87.20 [israel 147.237.72. 166 |aka. i df . i | thaut hori zed Met hod HEAD f or Bock |1
wwe aka. i df . i |/ nmai n/ gi yus/ nai | box. aspx
2.90. 244. 30 Sudi Arabia  |147.237.77.216|dover.idf . il Post Request - Mssing Content Type B ock
82. 80.249. 158 |l srael 147.237.77. 176 [mat pash. i df . i | Mil tiple Unaut horized URL Access from 82.80. 249. 158 B ock 1
. P Unaut hori zed Met hod PCST for
77.139.223. 105 - [France 147.237.72.166 [aka. i df . i | wwn aka. i df . i |/ mai n/ gi yus/ yahash2017/ | obby. aspx Bl ock !
_ ny- kosher-kravi . id _ o
173.231. 185. 150|lhited Sates |147.237.0. 16 il Unaut hori zed URL Access to 147.237.0. 16/ adm n/i 18n/ r eadne. t xt B ock 1
66.249. 64.124 |Israel 147.237.72.166|aka. i df . i | Unhknown Paranet er doci d in waw aka. i df . il/giyus/forundefaul t.asp None 1
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il |Uauthorized URL Access to vww kosher-kravi.idf.il/defaul t.aspx B ock 1
37.113.61.0 RJSIS:;ni on 147.237.77.216|dover . i df . il Uhaut hori zed URL Access to ww i df.il/admn. php B ock 1
Ill1egal Byte Gde Character in Mthod
- ; ; i [[#0]]1[[#0]][[#0]]BOYAUA [#18] ] "Roe=0f[#19] ] [[#15]]i [[#27]]1 S A [
71.231.59.157 |Uhited Sates |147.237.77.216|dover.idf.il 431 14511 [[#6] ] TA [ #11]] M | "4 [ #20] ] TA . 2L [ [#5]] B *ko M >0 &[ [ #26] ] Bl ock 1
aUg 6; hver PE[ [ #20] 1Y, uEodl 408 ¥HRe. br vf [ #4] ] Onag{ H +} ()
. P Unaut hori zed Met hod PCST for
94.187. 88. 57 Lebanon 147.237.72. 166 |aka. i df . i | ww aka, i df .i 1/ brot her s/ ski raf def aul t . asp B ock 1
2.90.244. 30 Saudi Arabia  |147.237.77.216|dover. i df . il Unaut hori zed Met hod PCBT for 147.237.77. 216/ B ock 1
www. chamat z. aka. i
77.237.138. 202 |28N 147.237.77.226| . . Unaut hori zed URL Access to / Bock |1
Republ i ¢ of il
187.253.122.9 |Mexico 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: Cpen Mde None 1
173. 231. 185. 150|Uhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ admn/i 18n/readne.txt |B ock 1
66. 249. 65. 58 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
84.109. 38. 47 I srael 147.237.72. 156 [aman. i df . i | Suspi ci ous Response Code B ock 1
. . Unaut hori zed Met hod HEAD f or
46.4.74. 42 Ger many 147.237.72. 166 |aka. i df . i | ww aka i o i1/ turi riaspl di spl ayonesol di er . asp B ock 1
82.80.249.158 |Israel 147.237.76.86 |[navy.idf.il Mil tiple Wnauthorized URL Access from 82. 80. 249. 158 B ock
185.89.217.230 |Netherlands [147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 1
NULL Character in Method
- TP i [[#0]][[#0]][[#0] ] BOYADA] [ #18] ] ™R%o=cp[#19] ] [ [#15]]1[[#27]] S A [
71.231.59.157 |Uhited Sates |147.237.77.216|dover.idf.il 3] [[#5]] [[#6]] TA [ #11] ] Ml | "4 [ #20] ] TAL . ZL1 [ [#5]] B *k» M >3] [ #26] ] B ock 1
aUg 6; hvsr PE[ [ #20] 1Y, B0l 408 ¥HRw. br vf [ #4] ] QUlag{ H *} ()
46.116. 126. 246 |l srael 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to waw nakhal .idf.il/sip_storagelfiles/ 4/ B ock 1
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