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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site |Signature |Device Action |Count|
62. 201. 219. 90 Iragq 147.237.77. 216 dover.idf.il TP Scan (vertical) drop 8
46. 19. 86. 6 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
89.248.174. 4 Net her | ands 147.237. 76. 147 chinuch. aka.idf.il |B ack List drop 1
115.47.12. 162 Chi na 147.237.72. 156 anan. i df.il JLMPurple Gon Linit _Tcp drop 1
62. 201. 219. 90 Iraq 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
185.94. 111. 1 Russi an Federati on 147.237.76. 197 e. hinush.idf.il B ack List drop 1
78.129.171.175 United Ki ngdom 147.237.76. 147 chi nuch. aka.idf.il |B ack List drop 1




10-03-2016-17:04:04 to 10-03-2016-18:04:04

|Top Attackers In IPS|

Attacker Address |Attacker Qountry  [Target Address |Site |Sgnature Devi ce Action |Oount |
106. 38.241.106  |Chi na 147.237.77.233 |atal .idf.il Cl000071: HTTP. User Agent Sogou+web+spi der Per nit 15
106. 38.241.106  |China 147.237.72.166 |aka.idf.il CL000071: HTTP: User Agent Sogou+web+spi der Per mit 11
106. 38. 241. 106 Chi na 147.237.77.170 |maarachot.idf.il [Cl000071: HTTP: User Agent Sogou+web+spi der Per it 11
108. 59. 8. 80 Lhited Sates 147.237.77.216 |dover.idf.il CL000074: HTTP. maj estic bot Per mit 5
106. 38.241.106  |China 147.237.77. 74 lawidf.il CL000071: HTTP: User Agent Sogou+web+spi der Per mit 5
106. 38. 241. 106 Chi na 147.237.76. 86 navy.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Per it 2




10-03-2016-17:04:04 to 10-03-2016-18:04:04

|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Qountry

Signature

146. 200. 148. 0 147.237.77. 74 Uhi ted Ki ngdom lawidf.il Tehila - Perl LW with fake user agent 2
208. 100. 26. 228 147.237.76. 177 Lhited Sates ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
183. 129. 160. 229 147.237.77. 121 Chi na e.navy.idf.il ET SCAN Potential SSH Scan 1
91. 201. 236. 155 147.237.77.19 Ukrai ne | awforumidf.il ET SCAN NMAP -sS wi ndow 3072 1
213. 42.28.185 147.237.0. 33 Lhited Arab Enirates idf.il ET SCAN NMAP -sS wi ndow 2048 1
208. 100. 26. 228 147. 237.77. 226 Lhited Sates wwwy chanat z. aka. i df . i | ET SCAN NVAP -sS w ndow 1024 1
183. 129. 160. 229 147. 237.77. 226 Chi na ww chamat z. aka. i df . i | ET SCAN Potential SSH Scan 1
180. 150. 177. 188 147.237. 8. 46 Chi na e.chinuch.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91. 201. 236. 155 147.237.77.19 krai ne | awforumidf.il ET SCAN NVAP -sS w ndow 4096 1
14.152.59. 11 147. 237.72. 167 Chi na i shurimaka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
213. 42.28.185 147.237.0. 33 Lhited Arab Enirates idf.il ET SCAN NMAP -sS wi ndow 4096 1
213. 42. 28. 185 147.237.0. 33 Lhited Arab Enirates idf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

Devi ce

Attacker Address [Attacker Gountry |Target Address ([Ste Signature Action ‘Count
207.46.13. 34 Lhited Sates 147.237.77. 216 [dover.idf . i drop SAMrul e drop 57
St ream ng Engi ne: TCP i i ssi
77.126. 4. 39 I'sr ael 147.237.77. 243 |nobi l e.i df .i1 mng tngine. Invalid segnent retransmssion. f 36
Inval i d Retransm ssion Packet dropped.
5.28.179.75 | srael 147.237.72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> Timeout |nonitor 28
66. 249. 65. 53 | srael 147.237.77. 216 |dover.idf.il drop SAMrul e drop 17
109. 75.78. 10 Lebanon 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 14
141. 226. 162. 233|l srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Inval i d ACK nunber alert 12
141. 226. 162. 233|l srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Invalid ACK nunber monitor |12
46. 19. 85. 160 I srael 147.237.77. 216 |dover. i of .i| Bad TCP sequence Invalid ACK nunber alert
46. 19. 85. 160 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or
213. 8. 204. 57 | srael 147.237.72. 166 |aka.i df i SYN Attack SYN -> SYN-ACK -> Tinmeout [nonitor
St ream ng Engi ne: TCP i i ssi
109. 65.84. 151 | srael 147.237.77. 243 |robi L e. i df .i | mng Engine: 1 Invalid segnent retransmssion. |, 6
Inval i d Retransnission Packet dropped.
178.198.36. 8 Sii tzerl and 147.237.76.30 |himsh.idf.il SYN Attack SYN -> SYN-ACK -> Timeout |nonitor 5
62.203.41.202 |Switzerl and 147.237.76.30 |himush.idf.il Bad TCP sequence i’;l;ee;g:”s““ weh different 1) et 5
. . SYNtAXK retransmt with .
80. 246. 136. 127 |l srael 147.237.72. 166 |aka.idf .il Bad TCP sequence di fferent w ndow scal e noni t or 5
62.114.217.99 |Eypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
178.198.36.8  |Swtzerland 147.237.76.30 |hi nush.idf il Bad TCP sequence i’:l;eer:é:”sn“ wehdfferent | onitor |5
196. 207.93. 186 |India 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
185. 3.147. 181 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 5
178.198.36. 8 Shitzerl and 147.237.76.30 |hinush.idf.il Bad TCP sequence Invalid ACK nunber monitor |5
2.53.166. 30 | srael 147.237.72. 166 |aka.i df .|| SYN Att ack SYN -> SYN-ACK -> RST noni t or 5
62.203.41.202 |Satzerland 147.237.76.30 |himush.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |alert 5
. . SYNtAXK retransmt with .
213.8.204.57 | srael 147.237.72. 166 |aka.idf .il Bad TCP sequence di fferent w ndow scal e noni t or 5
. . SYNWAXK retransmit with .
84.108. 227. 208 |l srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence different vindow scal & monitor |4
87.70. 38. 253 | srael 147.237.72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 4
178.198.36.8  |Swtzer|and 147.237.76.30 |hi nush.i df il Bad TCP sequence S:';J:;g:”sn“ weh different 1) et 4
S ream ng Engi ne: TCP i i ssi
85.64.21.155  |Israel 147. 237. 76. 200 |6 tan. aka.i of . i mng tngine: 1 Invalid segnent retransmssion. |, 4
Inval i d Retransnission Packet dropped.
46. 19. 85. 248 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
146. 185. 56. 162 |l srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Timeout |nonitor 4
62.203.41.202  [Swtzerl and 147.237.76.30 |himsh.idf.il Bad TCP sequence f:’;:eer:cr:”s"“ wehdfferent | onitor |
62.203.41.202 |[Swtzerland 147.237.76.30 |himush.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |4
128.179.184.22 [Satzerland 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Timeout |nonitor 4
178.198.36. 8 Swi tzerl and 147.237.76.30 |himsh.idf.il SYN Attack SYN -> SYN-ACK -> Timeout |alert 4
84.108. 227. 208 |l srael 147. 237. 77. 216 |dover. i df . il SYN At t ack SYN -> SYN-ACK -> Timeout |nmonitor |4
62.203.41.202 |Satzerland 147.237.76.30 |himush.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout |nonitor 4
141.226.217. 71 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni tor |4
S ream ng Engi ne: TCP i i ssi
109. 253. 223. 65 |Israel 147. 237. 77. 243 |nobi | e. i of . | mng gl e Invalid segnent retransmssion. | . 3
Inval i d Retransnission Packet dropped.
46.32.123.251  |Jordan 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
5. 29. 202. 249 I srael 147.237.77. 216 [dover.i df . il Bad TCP sequence I'nvalid ACK nunber aert 3
185.3.147.181 |l srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |3
46.117.75. 13 | srael 147.237.72. 166 |aka.i df i SYN Attack SYN -> SYN-ACK -> RST moni t or 3
Pal esti ni an . . .
85. 114. 119. 3 Territory, Gecupi ed 147.237.77. 216 |dover.idf.il Bad TCP sequence noni t or 3
5.29. 202. 249 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber noni t or
187.253.122.9 |Mexico 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop
187.253.122.9 |Mexico 147.237.72. 166 |aka.i df .i| SYN Attack SYN -> SYN-ACK -> Tineout [nonitor
i Vé¢b Server Enforcenent HITP Deni
2.53.15.194 I srael 147. 237. 7. 226 | "W chanat z. aka. i df , Ve Servers S ow Denial et 2
Ll Viol ation of Service
195.142.92.32  [Turkey 147.237.76.30 |ni mush.idf.il Bad TOP sequence f:’;:eer:cr:”s"“ wthdfferent | o |2
37.26.148.178 |lIsrael 147.237.76.86 [navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or
185. 24. 184. 193 |France 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Timeout |nonitor
178. 199. 205. 188|Sn t zer| and 147.237.76.30 |himsh.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [nonitor
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Site Sgnature Acti on ‘Count
109. 253. 209. 59 |l srael 147.237.0.19 |nmadimatal .idf.il|DOstributed Suspicious Response Code B ock 78
46.116. 8. 90 I srael 147.237.0.19 |nadimatal .idf.il[Dstributed Suspicious Response Code B ock 18
185. 89. 217. 229 |Net herl ands 147.237.0.19 |[nmadimatal .idf.il|Ostributed Suspicious Response Code B ock 17
185. 89. 217. 225 |Net her| ands 147.237.0.19 |madimatal .idf.il|Ostributed Suspicious Response Code B ock 17
185. 89. 217. 232 |Net her| ands 147.237.0.19 |nadimatal .idf.il[Dstributed Suspicious Response Code B ock 14
185. 89. 217. 228 |Net herl ands 147.237.0.19 |[nmadimatal .idf.il|Ostributed Suspicious Response Code B ock 13
185. 89. 217. 230 |Net herl ands 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code B ock 13
185. 89. 217. 234 |Net her| ands 147.237.0.19 |nadimatal .idf.il[Dstributed Suspicious Response Code B ock 12
185. 89. 217. 227 |Net herl ands 147.237.0.19 |[nmadimatal .idf.il|Ostributed Suspicious Response Code B ock 11
185. 89. 217. 226 |Net her| ands 147.237.0.19 |nmadimatal .idf.il|DOstributed Suspicious Response Code B ock 10
185. 89. 217. 235 |Net herl ands 147.237.0.19 |nadimatal .idf.il[Dstributed Suspicious Response Code B ock 9
80. 246. 136. 200 |[lIsrael 147.237.0.19 |[nmadimatal .idf.il|Ostributed Suspicious Response Code B ock 6
185. 89. 217. 233 |Net her| ands 147.237.0.19 |nadimatal .idf.il|Ostributed Suspicious Response Code B ock 6
84.108. 5. 188 I srael 147.237.0.19 |nadimatal .idf.il[Dstributed Suspicious Response Code B ock 6
116.24.250.26 [China 147.237.77. 176 [mat pash. idf .il  [Miltiple Wauthorized URL Access from 116. 24. 250. 26 B ock 6
2.53.2.121 I srael 147.237.77.243|mobi l e. i df . i | Lhaut hori zed URL Access to nobile.idf.il/authentication/index Bl ock 5
185. 89. 217. 231 |Net her| ands 147.237.0.19 |nadimatal .idf.il[Dstributed Suspicious Response Code B ock 4
82.80.249.158 [Israel 147.237.77.216|dover.idf .l Ml tipl e Unaut hori zed URL Access from 82. 80. 249. 158 B ock 4
79.178.13.18 | srael 147.237.0.19 |nadimatal .idf.il|Ostributed Suspicious Response Code B ock 4
95. 35. 169. 252 |Israel 147.237.0.19 |nadimatal .idf.il[Dstributed Suspicious Response Code B ock 3
82.80.249.158 [Israel 147.237.77.216|dover.idf .il Paraneter Type M ol ation aspxerrorpath in wwidf.il/error.htm  [B ock 3
116. 24. 250. 26  |China 147.237.77. 176 |mat pash. i df . i | Dstributed PHP At enpt B ock 2
. . Unaut hori zed URL Access to
85. 64. 16. 23 I srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ styl ef shared/ reset . css B ock 1
79.182.118.43 |[Israel 147.237.77.216|dover . i df . il Unaut hori zed URL Access to wawidf.il/wp-1ogin. php Bl ock 1
66.249.64.182 |lsrael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/ 1246-he/ at al . aspx |B ock 1
116. 24.250. 26  |Chi na 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to ww cogat.idf.il/index. asp B ock 1
. . DO stributed Unaut hori zed URL Access on
31.13.113.81  [ireland 147.237.77. 216 (dover. i df . il v i df . i 17894 hel dover . aspx(I Bl ock 1
82.80.249.211 |[Israel 147.237.77.216|dover . i df . il Unaut hori zed URL Access to waw i df . il/navy/ B ock
192. 52. 250. 229 |[lnited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for waw aka. i df.il/ishurindmain/ B ock
66.249.76.112 |lsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to ww aka. i df .il/nai n/gi yus/ general Bl ock 1
- - Unaut hori zed URL Access to
46.121.83.124 |Israel 147.237.72. 166 |aka. i df . i | o aka, i of i1/ i v sachar/ undefi ned B ock 1
. . . Unaut hori zed URL Access to
66.249.65.10  [Israel 147.237.77.243|nobi | e. i df . i | nobi | .1 df i 1/ vel | -known asset | i nks. j son Bl ock 1
. . Unaut hori zed Met hod HEAD for
136. 243. 67. 234 |Ger many 147.237.72. 166 [aka. i df . i | v aka. i o i |/ brot her s/ ski ra/ def aul t . asp B ock 1
40.77.167.66  |lhited Sates 147.237.0.34 |tikshuv.idf.j| |Sauthorized UL Access to Bl ock 1
ti kshuv. i df.il/nodul es/ shared/ user control s/ navnenu/
Pal estinian Territory, . . D stributed Unaut hori zed URL Access on
82. 205. 30. 61 Qecup ed 147.237.77.216|dover . i df . i v i df i 17894 hel dover . aspx(Il B ock 1
207. 161. 164. 179|Canada 147. 237.72. 166 |aka. i df . i | thknown Par ameter __V EASTATEENRYPTED i n None 1
wwn aka. i df . i | / mai n/ sachar/ mar ki veysachar . aspx
] . . Paranet er Type M ol ati on PageNumin
68. 180. 230. 216 |[Lhited Sates 147.237.76.31 |nakchal .idf.il v nakhal i df i 1/ 1117- he/ nakhal . aspx B ock 1
51.174.220.1  |Noruway 147.237.72. 156 |[anan. i df . i | Distributed Lhaut hori zed LR. Access on Bl ock 1
wwv anan. i df . i | /favi con.ico
. . . Unaut hori zed URL Access to
66. 249. 65. 12 I srael 147.237.77.243|nobi | e.i df . i | mobi | e, i i1/ vl | - known appl e- app-si t e associ at i on B ock 1
157. 55. 39. 92 Lhited Sates 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/g/yus B ock 1
46.19.85.215  |israel 147.237.72. 166 |aka. i df . i | ,\'\géé)pl e Wntraceabl e SS. Sessions from 46. 19. 85. 215 (Cpen None 1
84. 95. 208. 20 I srael 147.237.72. 167 |i shuri maka. i df . i|PHP Attenpt B ock 1
207. 161. 164. 179[Canada 147.237.72. 166 |aka. i df . i | thknoun Paranet er V| EATATEENCRYPTED i n None 1
wan aka. i df . i |/ mai n/ sachar/ nas. aspx
66.249. 64. 100 [Israel 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/robot s. t xt B ock 1
. . Unaut hori zed URL Access to
66.249.73.133  [Israel 147.237.77. 216 (dover. i df . il 147, 237. 77. 216/ 1133- 22488- he/ dover . aspx Bl ock 1
46. 19. 85. 215 I srael 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
79.182.118.43 [Israel 147.237.77.216|dover.idf .l Ostributed PHP At tenpt B ock
66.249.64.180 |[lIsrael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1247-he/ at al . aspx |B ock
. - Unaut hori zed URL Access to
82.80.249. 158 |l srael 147.237.77.216|dover . i df . i vw i i |/t enpl at es/ shar ed/ user cont ol s/ header upper / B ock 1
66.249.76.77  |Israel 147.237.72.166 |aka. i df . i | thaut hori zed LR. Access to B ock 1

147.237.72. 166/ si p_storage/ fi | es/ 4/ 71004. pdf
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