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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count]|
178. 78. 253. 146 Sweden 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
78.129.171. 175 Uni ted Ki ngdom 147.237.76. 86 navy.idf.il B ack List drop 1
78.129.171. 175 Uni ted Ki ngdom 147. 237. 76. 202 e halag.idf.il B ack List drop 1
120. 68. 232. 186 Chi na 147, 237.76. 199 e. nakchal .idf.il B ack List drop 1
71.6.146. 185 Lhited Sates 147.237.76. 148 ggcenter.aka. i df .il|B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count |
106. 38. 241. 106 Chi na 147.237.76. 42 refuah.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der Per nit 7
106. 38. 241. 106 Chi na 147.237.77.176  |matpash.idf.il |ClL000071: HTTP: User Agent Sogou+web+spi der Per it 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

183. 129. 160. 229|147. 237. 0. 200 |Chi na mdu. i df il ET SCAN Potential SSH Scan 1
66.240.213.93 |147.237.77.233|thited Sates |atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
163.172. 11. 244 |147.237.0. 34 E?';;gom tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
. L ET SCAN Behavi oral Uhusual |y fast inbound Tel net CGonnecti ons,
61.132.63.102 |147.237.72.14 |China dover.idf.il (ol d) ) 1
Potential Scan or Brute Force
162. 248.76. 109 |147.237.77.235|lnited Sates |svivaidf.il ET SCAN NVAP -sS wi ndow 2048 1
106. 187. 45. 144 |147.237.76. 42 |Japan refuah. idf.il ET SCAN Potential SSH Scan 1
105. 107. 99. 2 147.237.77. 216 |A geria dover.idf.il portscan: TCP D stributed Portscan 1
91.224.161.69 |147.237.76.38 |Netherlands eeneitav.id.il |ET SCAN Potential SSH Scan 1
91.224.161.69 |147.237.0.34 |Netherlands tikshuv.idf.il ET SCAN Potential SSH Scan 1
91.201.236.50 [147.237.72.217 |Wraine eidf.il ET SCAN Potential SSH Scan 1
_ , . |ET SCAN Behavi oral lhusual |y fast inbound Tel net Gonnecti ons,
185.129. 38. 2 147. 237. 8. 50 Romani a e.tikshuv.idf.il . 1
Potential Scan or Brute Force
91.201.236.50 [147.237.72.217 |lkrai ne eidf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
163.172. 11. 244 |147.237.0. 34 LK?';gegom tikshuv. idf. il ET SCAN NVAP -sS wi ndow 3072 1
66.240.213.93 |147.237.76.31 |lhited Sates |nakchal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
162. 248.76. 109 |147.237.77.235|thited Sates |[svivaidf.il ET SCAN NVAP -sS w ndow 4096 1
, . |ET SCAN Behavi oral lhusual |y fast inbound Tel net Gonnecti ons,
14. 149. 102. 146 |147.237.0.15 Chi na kosher-kravi .idf.il . 1
Potential Scan or Brute Force
162. 248.76. 109 |147.237.77.235|lhited Sates |svivaidf.il ET SCAN NVAP -f -sS 1
, L SERVER APACHE Apache nmod_ssl non-SSL connection to SSL port
106. 38. 241. 106 |147.237.76.86 |[China navy. i df . il . . - 1
deni al of service attenpt
91.224.161.69 |147.237.76.44 |Netherlands e.refuah.idf.il ET SCAN Potential SSH Scan 1
91.224.161.69 |147.237.76.31 [Netherlands nakchal .idf.il ET SCAN Potential SSH Scan 1
91.224.161.69 |147.237.0.19 |Netherlands nmadimatal .idf.il [ET SCAN Potential SSH Scan 1
91.201.236.50 |147.237.72.217 |krai ne eidf.il ET SCAN NVAP -sS wi ndow 3072 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |Ste Signature Action ‘Count
106. 66. 178. 140 |India 147.237.77. 176 |matpash.idf.il  [SYN Att ack SYN -> SYN-ACK -> Ti nmeout noni t or 27
207.46.13. 34 Lhited Sates 147.237.77. 216 |dover.idf.il drop SAMrul e drop 27
185. 26. 180. 151 |Europe 147.237. 77. 216 |dover.i df . i | SYN At t ack SYN -> SYN-ACK -> RST moni tor |25
178.198. 36. 8 Swi t zerl and 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 24
66. 249. 65. 53 I srael 147.237.77. 216 |dover.idf.il drop SAMrul e drop 24
213. 6. 74. 138 ga:lcisgi':éa” Territory147. 237. 77. 176 |nat pash. icf. il |dr op First packet isn't SN drop 24
62.203.41.202  [Swtzerl and 147.237.76.30 |nimsh.idf.il  |Bad TCP sequence ?:Z'Jeetncr:nsmt wthdifferent — oonitor |22
178.198.36.8  |Switzer| and 147.237.76.30 |himshidf.il  [Bad TOP sequence :’:’;Jeetnésm"“t wehdfferent ) ot 21
62.203.41.202 |Satzerland 147.237.76.30 |hinush.idf.il SYN Att ack SYN -> SYN-ACK -> Timeout [monitor |21
178.198.36.8  |Swtzerland 147.237.76.30 |nimsh.idf.il  |Bad TOP sequence ?J;‘J:;é:m"“t wthdifferent fonitor |21
62.203.41.202  |Swtzerl and 147.237.76.30 |nimsh.idf.il  |Bad TOP sequence ;’Z’;‘J:rtlcr:mmt Wth different ) ert 21
s SYNretransmt wth different .
79.180.14.173  |[Israel 147.237.77. 234 |hal ag.idf . il Bad TCP sequence vi ndow scal e moni tor |21
178.198. 36. 8 S t zerl and 147.237.76.30 |hinush.idf.il SYN Att ack SYN -> SYN-ACK -> Ti nmeout alert 21
178.198. 36. 8 Swit zerl and 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 21
62.203.41.202 |[Swtzerland 147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |20
62.203.41.202 |Satzerland 147.237.76.30 |hinush.idf.il SYN Att ack SYN -> SYN-ACK -> Ti nmeout alert 20
79.180. 185. 141 [lIsrael 147.237.72. 156 |anan.i df .il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 18
84.108. 27. 15 | srael 147.237. 77. 216 |dover.i df . i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 16
109. 64. 98. 170 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 15
Sreamng Engine: TCP Invalid i i ssi
79.178.10.80 | srael 147. 237. 77. 243 |nobi l e. i df . i | 9 =g Inval i d segnent retransmssion. |, ., 12
Ret r ansni ssi on Packet dr opped.
79.180. 185. 141 |l srael 147.237. 72. 156 |anan.i df . i drop Frst packet isn't SN drop 12
109. 64.98. 170 |l srael 147.237.76.42 |refuah.idf.il drop Frst packet isn't SN drop 11
115.28.218.121 |China 147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |10
115. 28.218. 121 |China 147.237.76.30 |himshidf.il  [Bad TOP sequence i’;ﬁé:"smt wehdfferent ) ert 9
115.28.218. 121 |China 147.237.76.30 |nimshid.il  |Bad TCP sequence iZIJeetm::nsmt wehdfferent —foonitor o
reamng BEngine: TCP Invali i i sSi
46.120.181.48 |israel 147.237.72. 167 [i shurimaka i i || ST NG Engine: TP Invalid invalid segnent retransmission. |, 8
Ret ransm ssi on Packet dr opped.
115. 28.218. 121 |Chi na 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or
37.142.197.14 |lsrael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or
106. 66. 178. 140 |India 147.237.77. 176 |matpash.idf.il  [SYN Att ack SYN -> SYN-ACK -> RST noni t or
) . . SYNtFACXK retransmt wth .
106. 66. 178. 140 [India 147.237.77. 176 [matpash.idf.il  |Bad TCP sequence different vi ndow scal e monitor |7
109. 253. 144. 233|l srael 147.237.72. 166 |aka. i df .i | drop Frst packet isn't SN drop 6
212.115. 202. 57 |Netherl ands 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
2.53.190. 194 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 6
176. 13. 244. 188 |l srael 147.237.72. 166 |aka.idf.il dr op Frst packet isn't SN drop 6
66.249.83.221 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
46. 19. 85. 216 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
66.102. 6. 21 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
176.13.20.219 |[Israel 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 5
79.180. 185. 141 [lIsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
79.177.103.99 |[Israel 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Tinmeout [monitor |5
Sreanming Engine: TCP Invalid i i ssi
85. 250. 67. 204  |Israel 147. 237. 77. 243 |nobi | e. i of . i 9 =g Inval id segnent retransmssion. |, 4
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
185. 110. 108. 165|I srael 147. 237.77. 243 |nobi l e. i f . | 9 =g Inval id segnent retransmssion. |, . 4
Ret r ansmi ssi on Packet dr opped.
46. 19. 86. 221 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |4
106. 66. 178. 140 |India 147.237.77. 176 |matpash.idf.il  [SYN Att ack noni t or 4
115. 28.218. 121 [China 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [alert 4
46. 31. 103. 69 | srael 147.237. 72. 156 |anan. i df .i | drop First packet isn't SYN drop 4
79.180. 185. 141 I srael 147.237. 72. 156 |anan. i of . i Bad TCP sequence SYNACK retransmt with monitor (3
different wndow scal e
79.176.129. 136 |[lIsrael 147.237.72. 156 |anan.i df .il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 3
109. 67. 53. 40 | srael 147.237.72. 166 |aka. i df . i | SYN At tack SYN -> SYN-ACK -> Tinmeout [nonitor
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|Top Attackers In V\AF|

Devi ce

‘Attacker Qount ry ‘Target Address |Site Sgnature Action ‘Count
109. 66. 36. 196 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 122
2.53.149.214 |Israel 147.237.0.19 |nadimatal.idf.i|Dstributed Suspicious Response Code B ock 119
176. 13. 234. 67 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 117
120. 84. 128. 82 |Chi na 147.237.77.216|dover.i df .i | Mil tipl e Unaut hori zed URL Access from 120. 84. 128. 82 B ock 18
120. 84. 128.82 |Chi na 147.237.77. 176 [mat pash. i df .il  |Miltiple Wauthorized URL Access from 120.84. 128. 82 B ock 15
120. 84.128.82 |Chi na 147.237.77. 176 [mat pash. i df . il |PHP Attenpt Bl ock
120. 84.128.82 |China 147.237.77.216|dover. i df . i | PHP At t enpt B ock
109.67.61.22  |Israel 147.237.77. 243 |nobi l e. i df . i | fbﬁ”zt o T?'r’fszcﬁ'ﬁ Lﬁ;gﬁ‘é‘:ﬁi‘;‘%d n Bl ock 5
95. 35. 169. 252 |l srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Gode B ock 3
80. 246. 139. 138 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
79.178.10.80 |Israel 147.237.77.243|nobi | e.i df . i | D stributed Suspici ous Response Code B ock 2
151.37.74.228 |italy 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
79. 180. 185. 141 [l srael 147.237.72. 156 |anan. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 2
66.249.73.133 |Israel 147.237.77. 216 |dover.idf .i | Unaut hori zed URL Access to 147.237.77. 216/ 894- he/ dover . aspx B ock 1
130. 193. 51. 51 Eég;:tnl on 147.237.72. 156 |anan. i df . i | Uhaut hori zed LRL Access to list.ips.gov.il/robots. txt B ock 1
109.66. 9. 49 I srael 147.237.77.74 [law i df. il mur Zsurii éf.di ILﬂ:—or:gIe:/Scct)roe/ doc_ngr/ doc_ngr. asp Bl ock !
178. 78. 253. 146 |Sweden 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wnidf.il/ english B ock 1
40.77.167.92 |lhited Sates 147.237.77. 216 |dover.i df . i | Unaut hori zed URL Access to 147.237.77. 216/ robots. t xt B ock 1
84.108.137.89 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66.249.76. 109 |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to www aka. i df . i|/894-he/ chi nuch. aspx Bl ock 1
136.243.11.18 |Germany 147.237.72. 166 |aka. i df . i | w;u;k*:ir;fzﬁc: /ﬁgthﬁec: Si’;?;%ref it ssp B ock 1
79.180. 14.173 | srael 147.237.77. 234 |hal ag. i df . i | ﬂ?_“tzgg_r;fg?’ﬁ‘napggssssh;oe &bl et 1. gi Bl ock 1
192. 52. 250. 229 [Lhited Sates 147.237.72. 156 |anan. i df . i | Uhaut hori zed URL Access to waw anan. i df.il/favi con.ico B ock 1
62.117.59.30 |Egypt 147.237.76.86 |navy.idf.i | Uhaut hori zed URL Access to v navy.idf.il/size220x0/si p_storage  |B ock 1
120. 84.128.82 [Chi na 147.237.77. 176 |mat pash. i df . i|  |Unhauthorized URL Access to www cogat.idf.il/index.asp Bl ock 1
85. 64.131. 192 |l srael 147.237.77.216|dover.i df .i | Uhaut hori zed URL Access to waw i df.il/navy/htm/profs. asp B ock 1
68. 180. 229. 234 |Lhited Sates 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka. i df . i |/ pat zar B ock 1
66. 102. 6. 4 Lhited Sates 147.237.72. 166 |aka. i df .i | Unaut hori zed Method PCST for waw aka. i df.il/sachar B ock 1
68.180.231.57 |lLited Sates 147.237.77.216|dover.i df .i | Paranet er Type M ol ation PageNumin vww i df.il/1384-he/ dover.aspx |B ock 1
157.55.39.98 |Lhited Sates 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
109. 67.227. 41 |Israel 147.237.77.216|dover . i df . i | Uhaut hori zed LRL Access to wawidf.il/https:/wanidf.il/ B ock 1
80.178.99.200 |lsrael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Gode Character in URL from80. 178. 99. 200 B ock 1
66.249. 64. 124 |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka. i df .il/1150- he/ chi nuch. aspx B ock 1
109. 65. 184. 191 [l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
77.138.206. 92 |France 147.237.72. 156 |anan. i df . i | Untraceabl e SSL Sessi ons: (pen Mode None 1
37.142.197.14 |Israel 147.237.77. 216 |dover.idf .i | SSL Untraceabl e Connection - Qpen Mde None 1
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