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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
46. 19. 85. 49 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 8
123.151. 149. 222 Chi na 147.237.76. 198 e.yohal an.idf.il|JLM Under Attack_Con_Tcp drop 2
209. 126. 136. 2 Lhited Sates 147.237.76. 201 e atal.idf.il B ack List drop 1
185.94.111. 1 Russi an Federation 147.237.76. 34 yohal an.idf.il |Back List drop 1
192. 249. 66. 247 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |S gnature Devi ce Action |Oount

106. 38. 241. 106 Chi na 147.237.0. 34 tikshuv.idf.il |Clo00071: HTTP: User Agent Sogou+web+spi der Per nirt 2




10-03-2016-15:04:08 to 10-03-2016-16:04:08

|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker CGountry |Ste Signature

121. 46. 101. 201 147. 237. 76. 34 India yohal an.idf il ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
111.23.12.94 147.237.76.177 |hina ncore.idf.il ET SCAN Potential SSH Scan 1
111. 23.12. 94 147.237.76. 147 |China chi nuch. aka. i df il ET SCAN Potential SSH Scan 1
111.23.12. 94 147.237.0. 17 Chi na mny- kosher -kravi . i df.il ET SCAN Potential SSH Scan 1
14.152.59. 11 147.237.77.234 |hina hal ag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
196. 47.173. 21 147.237.77.176 |Gte Dlvoire nat pash. i df . ET SCAN NVAP -sS wi ndow 3072 1
183. 60. 48. 25 147. 237. 76. 39 Chi na nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147.237.0. 15 Chi na kosher-kravi .i df .i | ET SCAN Potential SSH Scan 1
111. 23.12. 94 147.237.76.196 |China e.svivaidf.il ET SCAN Potential SSH Scan 1
111.23.12.94 147.237.76.176 |China test.ncore.idf.il ET SCAN Potential SSH Scan 1
111.23.12.94 147.237.76.30 |hina hi nush. i df .i | ET SCAN Potential SSH Scan 1
14.152.59. 11 147.237.77.235 |China svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
2.55. 141, 217 147.237.77.216 |[lIsrael dover. i df.il portscan: TCP D stributed Portscan 1
183.129. 160. 229 |147.237.76.200 |China eitan aka idf.il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147.237.0. 33 Chi na idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
207. 46.13. 34 Lhited Sates [147.237.77. 216 |dover.idf.il drop SAMrule drop 43
Sreamng Engine: TP Invalid i i ssi
77.126. 4. 39 I srael 147. 237. 77. 243 |nobi l e.i df .i | g =g Inval id segnent retransmssion. |, 36
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i SSi
176.13.230.92 [ srael 147.237.77. 243 |robi | e. i of . i1 g =g Invalid segnent retransmssion. |y 30
Ret ransmi ssi on Packet dropped.
66. 249. 65. 53 | srael 147.237.77. 216 |dover.idf.il drop SAMrul e drop 22
141.226.218. 10 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber monitor  [15
115. 28. 218. 121 |China 147.237.76.30 |hinush.idf.il Bad TCP sequence Invalid ACK nunber nonitor |10
115.28.218. 121 |China 147.237.76.30 |himush.idf. il Bad TCP sequence izll;eetncrgnsn“ Wth different alert 9
115. 28.218. 121 |China 147.237.76.30 |hi msh. i df.il Bad TCP sequence i’c\:l;:r:é:mt wth different moni tor |9
2.55.31.0 I srael 147.237. 77. 216 [dover. i df . il SYN Att ack SYN -> SYN-ACK -> RST noni t or
115. 28.218. 121 |China 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or
115. 28.218. 121 |Chi na 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout aert
Sreamng Engine: TP Invalid i i ssi
2.53.14. 170 I srael 147. 237. 77. 243 |nobi l e.i df .i | g =g Inval id segnent retransmssion. | 6
Ret r ansmi ssi on Packet dropped.
46.19.86.147  |israel 147. 237. 77. 216 |dover i of . i Bad TCP sequence SYINFACK retransmt with monitor |6
different wndow scal e
46. 19. 86. 35 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber aert 6
Sreaning Engine: TGP Invalid i i sSi
109. 253. 198. 255|1 srael 147.237.77. 243 |nobil e.i df . 9 =g Invalid segnent retransmssion. |, 6
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid ' i ssi
66.249.65.12  |nited Sates |147. 237.77. 243 |mobil e.icf .i| 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
46. 19. 86. 35 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or
37.26.149.224 |lsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or
S SYNretransmt wth different :
176. 228. 218. 124l srael 147.237.72. 166 |aka. i df .i Bad TCP sequence wi ndow scal e nonitor |6
85.5.111.245  |[Swtzerland  |147.237.76.30 |hinush.idf.il Bad TCP sequence i’c\:ur:r:é:”smt wth different dert 5
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
79.177.219. 145 |israel 147.237.77. 226 [} chamatz. aka. 1df | At ack SYN -> SYNACK -> Tineout  [nonitor |5
188.62.231.58 |[Swtzerland |147.237.76.30 |hinush.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout alert
85. 5. 111. 245 Sntzerland  |147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout alert
178.198.36.8  |Snitzerland  |147.237.76.30 |hirush.idf.il Bad TCP sequence i’c\:l;:r:é:mt wthdifferent 1) et 5
188.62.231.58 |Sntzerland |147.237.76.30 [hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or
46. 19. 85. 39 I srael 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or
188.62.231.58 |Swtzerland |147.237.76.30 |himsh.idf.il Bad TCP sequence izlur:rﬁcr:mt wth dfferent dert 5
178.198.36. 8 Sntzerland  |147.237.76.30 |hinush.idf.il Bad TCP sequence Inval i d ACK nunber moni t or
176. 13. 244. 188 |l srael 147.237. 72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> RST alert
188.62.231.58 |Siitzerland [147.237.76.30 |himush.idf.il Bad TCP sequence izlur:tncrgnsm't Wth different moni tor 4
85.5.111.245  |[Swtzerland  |147.237.76.30 |hinush.idf.il Bad TCP sequence i’;}'lﬁéj‘sm wth different moni tor |4
178.198. 36. 8 Sitzerland  [147.237.76.30 |hinush.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout alert 4
188.62.231.58 |Swtzerland |147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |4
46. 19. 85. 216 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
85. 5. 111. 245 Sai t zerl and 147.237.76.30 |hinush.idf.il Bad TCP sequence Invali d ACK nunber noni t or 4
176. 13. 244, 188 |l srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 4
192.185.6.43  |Wnited Sates |147.237.76.30 |hinush.idf.il Bad TCP sequence i’c\:l;:r:é:mt wthdifferent 1) et 4
176. 13. 244. 188 |l srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d AGK nunber aert 4
176.13. 244.188 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or
85.5.111. 245 Sntzerland  [147.237.76.30 |hinush.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or
178.198.36.8  |itzerland  [147.237.76.30 |hinmush.idf.il Bad TCP sequence izll;eetncrgnsn“ wth different moni tor 4
176. 13. 244. 188 |Israel 147.237.72. 166 |aka.idf il Bad TCP sequence Inval i d sequence nunber noni t or
46.19. 85. 75 I srael 147.237.77. 233 |atal .idf.il SYN At ack SYN -> SYN-ACK -> Ti neout alert
80. 246. 137. 110 [lIsrael 147, 237. 72. 156 |anan. i df . i SYN At ack SYN -> SYN-ACK -> RST noni t or
194.218.27.162 |Sweden 147.237.72. 166 |aka. i of .| Bad TCP sequence SN retransmt wih different monitor |3
w ndow scal e
46.19.85.75 I 'srael 147.237.77.233|atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 3
Sreaning Engine: TGP Invalid i i sSi
46.19.86.123  |Israel 147.237.77. 243 |nobil e.i df . 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dropped.
46.19. 85. 75 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber alert
2.53.23.155 I 'srael 147.237.72. 166 |aka. i df .i | SYN At ack SYN -> SYN-ACK -> RST noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
84. 95. 208. 20 | srael 147.237.77.216|dover. i df . i | Mil tiple Unaut hori zed URL Access from 84. 95. 208. 20 Bl ock 91
2.53.149. 214 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 82
176. 13. 224. 208 |l srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 54
84. 95. 208. 20 | srael 147.237.77.216|dover. i df . i | PHP At t enpt B ock
46.19. 86. 123 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode B ock
. - . Distributed Lhaut hori zed URL Access on
217.193.98.170 [Swtzerland  |147.237.77.216 |dover.idf.il vow i of i 1/ 894- en/ i dff gdover . aspx B ock 2
77.124.9. 213 I srael 147.237.0.19 |madimatal .idf.il Ml tiple Unaut horized URL Access from 77.124.9.213 Bl ock 2
. . Paraneter Type Mol ation ctl 00$Cont ent A aceHbl der 1$txt Enai | in
197. 180. 172. 235|Kenya 147.237.77.216|dover.i df .i | v i df i 1/ 1038- en/ dover . aspx Bl ock 2
2.53.14.170 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 2
] - . Paraneter Type Mol ati on PageNumin
68.180.231.57 |lhited Sates (147.237.77.216|dover.idf.il v i df i 1/ 1395- en/ dover . aspx Bl ock 1
66.102. 9.5 Wited Qates |147.237.72. 166 |aka, i df . i | thauthori zed Mt hod PCST for - Bock |1
waw aka. i df . i |/ mai n/ smal i nd snal i m aspx
. wawy, chamat z. aka. i df , o
157. 55. 39. 30 Lhited Sates |[147.237.77.226 i Unaut hori zed URL Access to vww chamat z. aka. i df . i |/404. aspx B ock 1
77.125.13. 82 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
66.249. 66. 146 [l srael 147.237.72. 156 [aman. i df . i | Lhaut hori zed URL Access to waw aman. i df.il/robots. txt Bl ock
] . . D stributed Unaut hori zed Method for Known URL on
71.231.180.212 |lhited Sates |[147.237.72.166|aka.idf.il vow aka i df . i 1/ mai n/ home/ def aul t . aspx B ock 1
66. 249. 64. 12 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72.166/tiznoret/gal | ery/ B ock 1
157.55.39. 195 |lhited Sates [147.237.76. 147 |chi nuch. aka. i df .i | Unaut hori zed URL Access to wwu chi nuch. aka. i df .i|/404. htm B ock 1
79.180. 241. 238 |[Israel 147.237.72. 156 [aman. i df . i | Suspi ci ous Response Code B ock 1
66. 249. 75. 53 I srael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to www nmag. i df .il/510- he/ pat zar. asph |B ock 1
. . . SS. Lhtraceabl e Gnnection - Protocol violation
106. 38. 241. 106 |Chi na 147.237.76.86 |navy.idf.il (SSL OONN LI ENT FELLO) None 1
66. 249. 64. 41 I srael 147.237.72. 166 [aka. i df . i | Ml tiple Unaut horized URL Access from 66.249. 64. 41 B ock
80.246.136.73 |[Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to vww aka. i df.il/mai n/gi yus/ nul | Bl ock 1
m ny- kosher - kravi . id j i
66.249.76.53  |israel 147.237.0.17 y llegal Paraneter Encoding rnd in . None 1
flil mny-kosher-kravi . i df.il/aj ax/ creat ecapt chai nage. aspx
66.102. 6. 4 Lhited Sates |147.237.72.166|aka.idf.il Lhaut hori zed Method PCST for ww aka. i df . il/sachar B ock 1
109. 253. 198. 255|1 sr ael 147.237.77.243|nobi | e.i df . i | D stributed Suspici ous Response Qode B ock 1
. . . Unaut hori zed URL Access to
77.124.9.213 I srael 147.237.0.19 |[madimatal .idf.il nadi matal i df.i1/https:/nadi matal i f.il/ B ock 1
66. 249. 65. 12 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 1
192.52.250. 229 |Uhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to wawi i df . il/894-en/idf gdover. aspx B ock 1
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | PHP At t enpt B ock 1
. . Unaut hori zed URL Access to
66. 249. 76. 77 I srael 147.237.72. 166 |aka. i df . i | 147, 237.72. 166/ edi r yonan/ enl ar ge. asp B ock 1
] . . Unaut hori zed Met hod PCBT for
66.102. 9. 2 Wited Sates [147.237.72.166|aka.idf.il vow aka. i df i 1/ mai n/ home/ def aul t . aspx B ock 1
. . Unaut hori zed URL Access to
141. 226.218.10 |l srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ appl e-t ouch- i con- pr econposed. png B ock 1
77.124.9. 213 I srael 147.237.77. 216 |dover.i df .i | Ml tiple Unauthorized URL Access from 77.124.9. 213 B ock
66. 249. 66. 146 |l srael 147.237.72. 156 [aman. i df . i | Mil tipl e Unauthorized LRL Access from 66.249. 66. 146 B ock
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