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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action |Count
105. 107.99. 2 Ageria 147.237.77. 216 dover.idf.il Frk_Under Attack Con Htp drop 2
78.129.171. 175 Uni ted Ki ngdom 147.237.76. 42 refuah.idf.il B ack List drop 1
78.129.171. 175 Uni ted Ki ngdom 147.237. 76. 197 e hinush.idf.il B ack List drop 1
110. 190. 28. 241 Chi na 147.237.76. 176 test.ncore.idf.il |Back List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site Sgnature Devi ce Action |Oount
105. 107. 99. 2 Ageria 147.237.77. 216 dover.idf.il 12132: HITP. BA C DoS Tool B ock 6
93.174. 95. 106 Net her | ands 147.237.0. 19 nadi matal .idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

A tacker

Target Address country Signature
188. 225. 38. 173 |147. 237. 77. 205 :Z:::{‘ion prishaidf.il ET SCAN NVAP -sS wi ndow 1024 1
66.249.93.87  |147.237.77. 216 |Eur ope dover.idf il ET SCAN NVAP -sA (2) 1
58.220.2.5 147.237.0.16 |China ny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 1024 1
58. 218. 200. 137 [147. 237. 76. 200 |Chi na eitan aka. idf.il ET SCAN Potential SSH Scan 1
58. 218. 200. 137 |147.237.0.16 |China ny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
208. 100. 26. 228 [147. 237. 76. 177 |Lnited Sates ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
207.179.59.28 |147.237.76.38 |Lhited Sates eengitav.idf.il ET SCAN Behavi oral Lhusual | y fast inbound Tel net Connecti ons, 1
Potential Scan or Brute Force

89.42.169. 77  |147.237.77. 121 |Net her| ands e navy.idf.il ET SCAN NMAP -sS w ndow 1024 1
58.220.2.5 147.237.0.33 |China idf.il ET SCAN NVAP -sS wi ndow 1024 1
58. 218. 200. 137 |147. 237. 77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
58. 218. 200. 137 [147. 237. 76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
14.152.59.11  [147.237.8.50 |China e tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
220.242.82. 176 |147. 237. 77. 234 |Chi na hal ag.idf . il ET SCAN NVAP -sS w ndow 1024 1

1

208. 100. 26. 228 [147.237.0.19 |Wnited Sates madi matal .idf.il ET SCAN NVAP -sS wi ndow 1024
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address ‘S’te ‘Signature Acti on ‘Count
207.46.13.34  |Wited Sates 147.237.77. 216 [dover.idf.il |drop SAMrul e drop 112
105. 107.99. 2 Ageria 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 52
192. 185. 6. 43 Lhited Sates 147.237.76.30 |[himush.icf.il |Bad TCP sequence Invalid ACK nunber noni t or 26
105. 107. 99. 2 Ageria 147.237.77.216|dover.idf.il |SYN At ack SYN -> SYN-ACK -> Ti neout noni t or 24
178.198. 36. 8 Saitzerl and 147.237.76.30 |himush.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout alert 23
188.62.231.58 [Swtzerland 147.237.76.30 |himsh.idf.il |SYN Attack SYN - > SYN-ACK -> Ti meout nonitor |23
178.198. 36. 8 Sntzerl and 147.237.76.30 |himush.idf.il |SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 23
85.5.111. 245 Saitzerl and 147.237.76.30 |himush.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 23
188.62.231.58 [Swtzerland 147.237.76.30 |himsh.idf.il |SYN Attack SYN - > SYN-ACK -> Ti meout alert 22
85. 5. 111. 245 Sntzerl and 147.237.76.30 |himush.idf.il |SYN At tack SYN -> SYN-ACK -> Ti neout aert 22
178.198.36.8  |itzerland 147.237.76.30 |nimshidf.il [Bad TOP sequence i:‘ur:rgcr:nsn"t Wth different moni tor |22
85.5.111.245  |Snitzerl and 147.237.76.30 |himsh.idcf.il |Bad TOP sequence i’:ur:r:ggnsm wth different moni tor |22
178.198.36.8  |itzerland 147.237.76.30 |nimshidf.il [Bad TOP sequence i:‘ur:rgcr:nsn"t Wth different alert 21
Sreaning BEngine: TQP Invalid i i ssi
2.55. 157. 57 I srael 147. 237. 77. 243 |nobi l e. i df . i1 9 =g Invalid segnent retransmssion. | 21
Ret ransni ssi on Packet dropped.
85.5.111.245  [Swtzerland 147.237.76.30 |nimshidf.il [Bad TOP sequence i:‘ur:rgcr:nsn"t Wth different alert 21
178.198. 36. 8 S tzerl and 147.237.76.30 |hinush.idf.il |[Bad TCP sequence Invalid ACK nunber monitor |21
85. 5. 111. 245 St zerl and 147.237.76.30 |[himush.icdf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 21
188.62.231.58  |Swtzerland 147.237.76.30 |nimsh.idf.il |Bad TCP sequence i’:ur:rt]gsnsmt wth different moni tor |20
192.185.6.43  |Wited Sates 147.237.76.30 |nimsh.idf.il [Bad TCP sequence i’:ur:rﬁcr:nsmt wth different dert 19
192.185.6.43  |Uited Sates 147.237.76.30 |nimsh.idf.il |Bad TCP sequence i’:ur:rt]gsnsmt wth different moni tor |19
46. 19. 85. 30 I srael 147.237.77. 176 [matpash.idf .i| |Bad TCP sequence Inval i d ACK nunber nmoni t or 19
188.62.231.58 |itzerland 147.237.76.30 |nimshidf.il [Bad TOP sequence i:‘ur:rgcr:nsn"t Wth different alert 18
188. 62.231.58 |Saitzerl and 147.237.76.30 |[himush.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 18
66. 249. 65. 53 | srael 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 14
46. 19. 85. 30 I 'srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Invalid ACK nunber noni t or 13
46. 19. 85. 30 I srael 147.237.77. 176 |natpash.idf.i| [Bad TCP sequence Invalid ACK nunber aert 11
192.185.6.43  |Wnited Sates 147.237.76.30 |himush.idf.il |SYN Attack SYN - > SYN-ACK -> Ti meout monitor |10
Sreanming Engine: TCP Invalid i
62. 90. 23. 46 I srael 147. 237. 77. 176 |mat pash. i df . i | 9 =9 Invalid checksum Packet drop 8
Checksum dr opped.
82.80.157. 118 [lIsrael 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST noni t or 7
62. 203. 161. 179 [Sw tzerl and 147.237.76.30 |nimshid.il [Bad TOP sequence i:‘ur:rgcr:nsn"t Wth different alert 7
188. 161. 105. 36 g";'cis;i'géa” Territory. 1147, 237. 77. 216 |dover.if.il  |drop First packet ism't SWN drop 7
62.203. 161. 179 |Swtzerland 147.237.76.30 |himush.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout alert
85.64.198.22  |Israel 147.237.72. 166 |aka i df .i | SYN At t ack SYN - > SYN-ACK -> Ti meout noni t or
62. 203.161. 179 [Switzer| and 147.237.76.30 |nimsh.idf.il [Bad TCP sequence i’:ur:rﬁcr:nsmt wWth different moni tor |6
Sreanming Engine: TCP Invalid i i ssi
109. 253. 219. 131 | srael 147. 237. 77. 243 |robi 1 e. i of . i | 9 =g Invalid segnent retransmssion. g 6
Ret r ansmi ssi on Packet dr opped.
46. 19. 85. 30 I srael 147.237.77.216|dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 6
46.19.85.8 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 6
62.203.161. 179 |Swtzerland 147.237.76.30 |himsh.idf.il |SYN Attack SYN - > SYN-ACK -> Ti meout nonitor |6
46.19.85.8 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 6
2.53.7.167 | srael 147.237.77. 216 |dover.idf.il |SYN Att ack SYN -> SYN-ACK -> RST noni t or 5
107.196. 184. 156|thited Sates 147.237.72. 166 |aka i of .i | SYN At t ack SYN -> SYN-ACK -> RST monitor |5
62.203. 161. 179 |Switzerland 147.237.76.30 |himsh.idf.il |Bad TCP sequence I'nvalid ACK nunber mnitor |5
112. 124. 124. 227|chi na 147.237.76.30 |nimshidf.il [Bad TOP sequence i:‘ur:rgcr:nsn"t Wth different moni tor 5
Sreaning Engine: TQP Invalid i
62. 90. 23. 46 I srael 147. 237. 77. 216 |dover . i df .1 9 =9 nvalid checksum Packet drop 4
Checksum dr opped.
37.142.207.16 |Israel 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d ACGK nunber aert 4
112. 124. 124. 227|Chi na 147.237.76.30 |nimsh.idf.il |Bad TCP sequence i’:u':rt‘g:m”"t wth different dert 4
37.26.149.242 |Israel 147.237.72. 156 |aman.idf.il  |Bad TCP sequence monitor |4
37.142.207.16 |lIsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |4
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 4
i ni i Sreaming Engine: TCP Invalid i i ssi
176. 106. 40. 68 Pal estinian Territory, 147. 237. 76. 200 lei tan. aka i df . i g g Inval i d segnent retransnission. drop 4

Qceupi ed

Ret r ansm ssi on

Packet dropped.
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Site Sgnature Acti on ‘Count
2.53.173.9 | srael 147.237.0.19 |madimatal .idf.il |[Ostributed Suspicious Response Code B ock 62
84. 95. 208. 20 I srael 147.237.77.216|dover.idf . il Mil tiple Unhaut hori zed LRL Access from 84. 95, 208. 20 B ock 60
84. 95. 208. 20 I srael 147.237.77.216|dover.idf .l PHP At t enpt B ock 9
84.109.235.17 | srael 147. 237.72. 166 |aka. i df . i | thaut hori zed LR Access to B ock 6
viwy aka. i df . i |/ nai n/ scri pts/ css3pie. htc
84. 95. 208. 20 I srael 147.237.76.200(ei tan. aka. i df . il Mil tipl e Unaut horized URL Access from 84. 95. 208. 20 B ock 5
2.55.157. 57 I srael 147.237.77.243|nobi l e.i df . i | Distributed Suspicious Response Qode B ock 4
79.176.29.160 |[lIsrael 147.237.0.19 |nadimatal .idf.il |Ostributed Suspicious Response Code B ock 3
213.57.251.102 [Israel 147.237.0.19 |[madimatal .idf.il [Distributed Suspicious Response Code B ock 3
5.102. 242.249  |Israel 147.237.0.19 |madimatal .idf.il |[Dstributed Suspicious Response Code B ock 3
31.154.45.114 |lIsrael 147.237.0.19 |nadimatal .idf.il |Ostributed Suspicious Response Code B ock 2
2.53. 141. 104 I srael 147.237.0.19 |[madimatal .idf.il [Distributed Suspicious Response Code B ock 2
85.64.198.22  |Israel 147.237.72. 166 |aka. i df . i | Paraneter Read Oy Molation in . None 2
waw aka. i df . i |/ nai n/ sachar/ popups/ nar ki vsachar . aspx
185. 120. 125. 114/l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka. i df.il/maun/ gi yus B ock 2
Pal estinian Territory, . . Unaut hori zed URL Access to
213.244.105.5 | ieg 147.237.77. 176 |nat pash. i df . i | v cogat i df i1/ p storagel il es/ 6/ 4616, ] pg B ock 2
. . Unaut hori zed URL Access to
66. 249. 76. 77 I srael 147.237.72. 166 |aka. i df . i | 147.237.72. 166/ si p st orage/ i | es/ 9/ 69059, pf Bl ock 1
. . Unaut hori zed URL Access to
217.132.138.39 |[lsrael 147.237.72. 166 |aka. i df . i | v aka, i of i1/ i 1V gi yus/ ww navy. i df i | B ock 1
77.138.12.153 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for wwu aka. i df il /mai n/ sachar B ock 1
] . . Unaut hori zed Met hod PCBT for
66.102.9.2 Lhited Sates 147.237.72. 166 [aka. i df . i | vow aka. i df i 1/ mai n/ home/ def aul t . aspx Bl ock 1
109. 253. 219. 131 |l srael 147.237.77.243|nobi l e. i df . i | Distributed Suspici ous Response Code B ock 1
. - Unaut hori zed URL Access to
66.249. 76. 79 I srael 147.237.72. 166 [aka. i df . i | 147.237. 72. 166/ si p, st or agel fi | es/ 9/ 69939,  pg Bl ock 1
36.88.60.160  |Indonesia 147. 237.77. 216 |dover . i df . i | Paraneter Type Mol ation Searchfext in B ock 1
waw i df . i |/ 1065- he/ dover . aspx
] . . Unaut hori zed Met hod PCBT for
66.102. 9. 26 Lhited Sates 147.237.72. 166 [aka. i df . i | aka. i o . i 1/ nai v hoe/ def aul t. aspx Bl ock 1
] . . Paraneter Type Mol ati on PageNumin
68.180. 230. 216 [Uhited Sates 147.237.76.31 [nakchal .idf.il vaw nakhal i df . i 1/ 1073- he/ nakhal . aspx Bl ock 1
46.116.55.219 |Israel 147.237.77.216|dover.idf . il SSL Wntraceabl e Connection - Qpen Mde None 1
. . Unaut hori zed URL Access to
89.139.218.44 |l srael 147.237.72. 156 |aman. i df . i | e Cidf. i1/t tps: /vaw anan. i df i1/ B ock 1
. ] ] Unaut hori zed URL Access to
79.176.29. 160 I srael 147.237.77. 243 nobi | e. i df . i | nobi | e.idf.il/categorytenpl ates/|istchil ddocunent s/ 1302 Bl ock !
. . Unaut hori zed URL Access to
66. 249. 64. 41 I srael 147.237.72. 166 |aka. i df . i | 147, 237.72. 166/ si p st orage/ i | es/ 6/ 69076. pdf B ock 1
. . Unaut hori zed URL Access to
84. 108. 32. 65 I srael 147.237.77.234|hal ag. i df . i | 147.237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
71. 6. 167. 142 Lhited Sates 147.237.77.233|atal .i df . il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
nobi | e. nei tav. i df . i|uhaut hori zed LRL Access to
54.169. 187. 228 |S ngapore 147. 237. 76. 39 | 147. 237. 76. 39/ web- consol e/ serveri nfo. j sp Bl ock 1
105. 107. 99. 2 Ageria 147.237.77. 216 |dover.idf .il Unaut hori zed Met hod POST for 147.237.77.216/ B ock
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | Distributed PHP Attenpt B ock
. . Unaut hori zed URL Access to
66.249.65.58  |Israel 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 9739- he/ r ef uah. aspx Bl ock 1
. . Paraneter Read Qnly Molation in
84. 109. 68. 99 I srael 147.237.72. 166 |aka. i df . i | v aka i o i |/ nai 1V sachar / egi strati onvi zar d regi st er. aspx None 1
; ] D stributed Unaut hori zed Method for Known URL on
77.138.5. 239 Fance 147.237.72. 166 |aka. i df . i | wiw aka. i df . i |/ nai n/ sachar/ vi ewpaysl i p. aspx Bl ock 1
66. 102. 6. 30 Lhited Sates 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for www aka. i df . i |/ sachar B ock 1
109. 64. 136.10 | srael 147.237.72. 156 |aman. i df . i | Distributed thaut hori zed LR Access on B ock 1
v anan. i df . il /https: /v anan.idf.il/
2.53.53.11 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. idf.il/main/ B ock 1

10-03-2016-14:04:07 to 10-03-2016-15:04:07




