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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country Target Address Signature Device Action Count
209. 126. 136. 2 Lhited Sates 147.237.76. 199 e.nakchal .idf.il B ack List drop 1
89.248.174. 4 Net her | ands 147.237.76. 201 e atal.idf.il B ack List drop 1
94, 177. 164. 99 Romani a 147.237.76.176 test.ncore.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |SgnaI ure Devi ce Action |Oount
199. 58. 86. 211 Lhited Sates 147.237.77. 216 dover.idf.il CL000074: HTTP. maj estic bot Per nit 3
144.76. 4. 148 Ger many 147.237.77. 176 nat pash. i df.il C1000074: HTTP. naj estic bot Per nirt 2
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|Top Attackers In |D|

Target Address

At acker
Count ry

‘Ste

‘Signature

91.121.184.8 |147.237.72. 166 |France aka.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 4
920, 121. 93. 217 |147. 237, 76, 177 |KOr€a Republic | . o ET SI‘ﬁN Behavi oral Uwsual |y fast inbound Tel net Connecti ons, 5
of Potential Scan or Brute Force
24.37.68.226 |147.237.77. 227 |Canada ehanaz.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
14.152.59.11  [147.237. 76. 199 |Chi na e.nakchal .idf.i[ET SCAN NVAP -sS wi ndow 1024 1
212.34.20.97  [147.237.77. 216 [Jordan dover.idf.il |portscan: TCP D stributed Portscan 1
99.196.46.95 [147.237.8.14 |wited Sates [e.orchot.idf.il|ET SCAN Potential SSH Scan 1
24.37.68.226 |147.237.77.179|Canada enazi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
106. 187. 45. 144 |147.237.8.14  |Japan e.orchot.idf.il|ET SCAN Potential SSH Scan 1
94.102. 48. 194 |147. 237.77. 121 |Net her| ands enavy.idf.il |ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
213.140.59. 130 |Ageria 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 81
192, 225. 253. 33 [lhited Sates |147.237.76.30 |hinush.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout noni tor |77
207. 46. 13. 34 Lhited Sates |147.237.77. 216 |dover.idf.il drop SAMrul e drop 62
213.140.59. 130 |Ageria 147.237.77. 216 |dover. i df .il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 47
213.140.59.130 |Ageria 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber nonitor |19
213.140.59.130 |Ageria 147.237.77. 216 |dover. i df .i Bad TCP sequence Invalid sequence nunber noni t or 19
213.140.59. 130 |Ageria 147. 237. 77. 216 |dover . i df .i | Bad TCP sequence I'nval i d ACK nunber aert 19
79.178.129.68 |lsrael 147.237.72. 166 |aka. i df . il drop First packet isn't SN drop 18
45. 64. 98. 118 | ndonesi a 147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval i d ACK nunber monitor |12
115. 28. 218. 121 [China 147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval i d ACK nunber monitor |10
66. 249. 93. 83 Eur ope 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10
45.64.98.118  |indonesia  |147.237.76.30 |nimush.idf.il Bad TCP sequence i’;‘ﬁéj"s"“ wth dfferent moni tor |9
176. 13. 228. 61 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
115.28. 218. 121 |China 147.237.76.30 |hi mush.i df .i Bad TOP sequence i’;ur;t]é:ns"“ Wth different aert 9
115.28.218. 121 |China 147.237.76.30 |hi nush. i cf .i Bad TCP sequence izlur:rﬁcr:mt wth dfferent moni tor |8
45.64.98.118  |[indonesia  [147.237.76.30 |hinush.idf.il Bad TCP sequence i’;ur;t]é:ns"“ wth different aert 8
85. 0. 237. 122 Swtzerland  |147.237.76.30 |hinush.idf.il SYN At tack SYN -> SYN-ACK -> Ti meout noni t or
85.0.237. 122 Sitzerland  [147.237.76.30 |hinush.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout aert
178.198. 36. 8 Sii t zer| and 147.237.76.30 |[hinush.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or
85.0.237.122  [Swtzerland [147.237.76.30 |hinmush.idf.il Bad TCP sequence izlur:rﬁcr:mt wth dfferent moni tor |7
141. 226. 162. 119|l srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber nonitor (6
178.198.36.8  |Snitzerland  |147.237.76.30 |hirush.idf.il Bad TCP sequence i’c\:l;:r:é:mt wth different monitor |6
45. 64.98. 118 I ndonesi a 147.237.76.30 [hinush.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout nonitor (6
46. 19. 85. 136 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber alert 6
79.179.128. 184 |l srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 6
79.178.129.68 |Israel 147.237.72. 166 [aka.i df .i | SYN At tack SYN -> SYN-ACK -> Ti neout nonitor (6
46. 19. 85. 136 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber monitor (6
178.198. 36. 8 Sntzerland  [147.237.76.30 |hinush.idf.il SYN At ack SYN -> SYN-ACK -> Ti neout alert 6
85.0.237.122  [Swtzerland [147.237.76.30 |hinush.idf.il Bad TCP sequence izll;eetncrgnsn“ Wth different alert 6
70.178.120.68 |Israel 147.237. 72. 166 [aka i f .i Bad TCP sequence SINRACK retransmt wi th monitor |6
di fferent w ndow scal e
178.198.36.8  |Swtzerland |147.237.76.30 |himsh.idf.il Bad TCP sequence izll;eetncrgnsn“ wth dfferent aert 5
85. 0. 237. 122 Swtzerland  [147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or
178.198. 36. 8 Sntzerland  [147.237.76.30 |hinush.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
115. 28. 218. 121 [China 147.237.76.30 [hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or
106.51. 117. 216 |india 147.237.8.27 |e.madimatal.idf.il |Geo-1ocation enf or cement Geo-1 ocati on i nbound drop 4
enf or cenent
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
46.19.85.231  |israel 147.237.77. 226 " chanatz. aka. 1df 1paq TOP sequence Inval i d ACK nunber moni tor |4
Sreaning Engine: TCP Invalid i i ssi
185. 110. 108. 1651 sr ael 147. 237.77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. |, 4
Ret r ansm ssi on Packet dropped.
46. 19. 85. 55 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber alert 4
46. 19. 85. 55 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d AGK nunber nonitor |4
45. 64.98. 118 I ndonesi a 147.237.76.30 [hinush.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout aert 3
2.53.63.228 I srael 147.237.72. 166 [aka. i df .i | SYN At ack SYN -> SYN-ACK -> RST nonitor 3
46. 19. 86. 146 I srael 147. 237. 76. 147 [chi nuch. aka. i of .i | Bad TCP sequence I'nval i d ACK nunber nonitor 3
Sreaning Engine: TCP Invalid i i ssi
66.249.65.12  |lnited Sates |147.237.77. 243 |nobile.idf il g =g Inval id segnent retransmssion. |, 3
Ret r ansm ssi on Packet dropped.
79.176. 106. 21 | srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SN drop 3
115. 28. 218. 121 [China 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout aert 3
109. 253. 192. 111l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
46. 19. 85. 123 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
79.176.12. 26 | srael 147.237.72. 166 [aka i df .i | Bad TCP sequence I'nval i d ACK nunier nonitor |2
46.19. 85. 94 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |2
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|Top Attackers In V\AF|

A tacker

Devi ce

Country Target Address |Site S gnature Action ‘Count
2.53.35. 150 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 169
194. 242. 165. 42 |France 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 63
176.13.9.1 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 45
46.117.128. 137 |l srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut horized Method for Known URL from 46.117.128. 137 Bl ock 24
46.117.30.117 |Israel 147.237.77.74 |lawidf.il Mil ti pl e Unaut hori zed URL Access from46. 117. 30. 117 B ock
46.117.30. 117 |Israel 147.237.77.74 |lawidf.il Unaut hori zed HTTP Met hod B ock
37.46.41.131 |Israel 147.237.72. 166 |aka. i df . i | Mitiple Il11egal Byte Qode Character in LRL from37.46.41. 131 B ock
77.138. 126. 252 |France 147.237.72. 166 |aka. i df . i | m;&:‘?tdeff’iwi;.t :/Oéelmzr?:r /"\fteuggy;ﬂrpjs%‘i“ R on Bl ock 2
37.142.71.189 |[lsrael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Gode B ock 2
84.111.171. 47 |Israel 147.237.72. 166 |aka. i df . i | PHP Attenpt B ock
66.249. 73. 133 [l srael 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to 147.237.77. 216/ robots. t xt Bl ock 1
37.46.41.131 |Israel 147. 237.72. 166 |aka. i df . i | L'u'rig"sl/ i?’;geg?ing;a;;g;/eéo&ﬁi/ fmj W kapat 2] [ 1 es#012 B ock 1
79.178.22.235 |Israel 147.237.77. 234 |hal ag. i df .i | o ;;l;ugidzgﬁftngggﬁiaﬁ osess lc.’;i . Bl ock 1
84.111.171. 47 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to aka.idf.il/wp-Iogin. php B ock 1
77.138.89. 114 |France 147. 237.72. 166 |aka. i df . i | mu;::;rii gﬁdi I'\ﬁtr;"r?/ g'?cﬁs /fyoarhash2017/ | obby. ssx B ock 1
84.95.208.20 |Israel 147.237.77.233|atal .idf.il Ml tipl e Unauthorized URL Access from 84. 95, 208. 20 B ock
46.117.128. 137 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method HEAD for waw aka. i df .il/mai n/ sachar/ Bl ock
2.53.130. 46 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None
110. 78. 146. 118 |Thai | and 147. 237.72. 166 |aka. i df . i | m;&:‘:‘ defdlw‘;ft :;’;;ff; /'\”lfterv‘\ggy;ﬂrp_'z‘s‘;‘f(” R on Bl ock 1
84.108. 214. 219 |I srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 84.108. 214. 219 Bl ock 1
46.120.5.130 |lIsrael 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to waw i df. i/ nof et B ock 1
31.28.244.146 |kraine 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for v aka. i df . il/mai n/ hone/ def aul t. aspx Bl ock 1
157.55.39.195 |lLhited Sates |147.237.72.166|aka.idf.il Lhaut hori zed URL Access to v aka.idf.il/... B ock 1
77.139.93.177 |France 147.237.72. 166 |aka. i df . i | Unaut hor i zed Met hod POST for www aka. i df.il/nain/snalimismal i maspx B ock 1
84.108. 214. 219 |I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for ww aka. i df . il/giyus/ main/ Bl ock 1
66. 249. 66. 146 |l srael 147.237.72. 156 |anan. i df . i | m“;rﬁgg' izzfd. ﬁcgﬁgglezgre/ doc. gt undef i ned Bl ock 1
37.26.147.166 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock
157.55.39. 196 |[Lhited Sates |147.237.72.166|aka.idf.il Uhknown Paraneter KEY in aka.idf.il/ishurimcityofficers/ None 1
79.178.13.18  [Israel 147.237.77. 234 |hal ag. i df .i | Paranet er Type Mol ation Searchfext in Bl ock 1

ww | ogi stics.atal.idf.il/938-hel hal ag. aspx
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