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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country

|Target Address  |Site |Signature  |Device Action  |Count |
93.174. 93. 218 Net her | ands 147.237.0. 15 kosher-kravi .idf.il bl ock-sp-trafl forward 2
185.94.111. 1 Russi an Federation 147.237.76.176 test.ncore.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnal ure Devi ce Action |Oount
91.194. 84. 106 Ger many 147.237.77. 216 dover.idf.il |CL000074: HTTP. majestic bot Per nit 90
162. 210. 196. 97 Lhited Sates 147.237.77. 216 dover.idf.il |[C1000074: HITP. najestic bot Per nirt 2

50. 87. 144. 52 Lhited Sates 147.237.77. 74 lawidf.il 3630: HITP. SQ Injection (Bool ean | dentity) Bl ock 1




10-03-2016-10:04:08 to 10-03-2016-11:04:08

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

66.249. 64. 103  [147.237.77.170|lhited States  [namarachot.idf.il ET SCAN NVAP -sA (2) 901
62.210. 124. 129 |147.237.77. 216 |France dover.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 2
14.152.59. 11 147. 237. 76. 197 |Chi na e. hinush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
139. 162. 168. 200|147. 237. 76. 202 [Lhited Sates e halag.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
113.23.54. 240 [147.237.76. 196 |M et nam e.svivaidf.il ET SCAN NVAP -sS wi ndow 4096 1
106. 187. 45. 144 |147. 237. 76. 198 [Japan e.yohal an.idf.il ET SCAN Potential SSH Scan 1
85. 143. 216. 168 |147. 237. 76. 201 gj::;”ion eata.idf.il ET SCAN NVAP -sS wi ndow 1024 1
58. 218. 200. 137 |147.237. 76. 197 |Chi na e. hinush.idf.il ET SCAN Potential SSH Scan 1
58.218.200. 137 [147.237.0.16 |thina ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
211.149.222.5 |147.237.72. 167 |China i shuri maka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
38.108.35.137 [147.237.76.86 |Lhited Sates navy. i df.il ET SCAN Potential SSH Scan 1
198. 52. 97. 92 147.237.77.216|hited Sates  |dover.idf.il ET WEB SERVER Fake (Gpbogl ebot UA 1 | nbound 1
139. 162. 13. 205 [147.237.76. 42 |S ngapore refuah.idf.il SEF\.VER_ APAO—E_Apache mod_ssl non-SS. connection to SS. port 1
deni al of service attenpt
113. 23.54. 240 |147.237. 76. 196 |M et nam esvivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
91.232.105. 190 [147.237.0.34 [Netherlands tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
59.127. 0. 203 147. 237. 77. 234 [Tai wan hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
58.218. 200. 137 [147.237.0.33 [China idf.il ET SCAN Potential SSH Scan 1
211.149.222.5 |147.237.72.217 |China eidf.il ET SCAN NMAP -sS wi ndow 1024 1
46. 19. 86. 65 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
209. 95. 50. 84 147.237.8.27 |wited Sates e madimatal .idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
207.46.13. 34 Lhited Sates |147.237.77.216|dover.idf.il dr op SAMrule drop 108
Sreaning Engine: TGP Invalid i i ssi
89. 139. 129. 156 |I srael 147. 237. 76. 200 |ei tan. aka.i of . i 9 =9 nval i d segnent retransmssi on. drop 34
Ret r ansmi ssi on Packet dr opped.
107.154. 247.56 |lhited States [147.237.76.30 |himshidf.il |Bad TOP sequence i’:l;:;é:’mt Wth different aert 22
178. 63.55.202  |Ger many 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 20
107. 154. 247.56 |Lnited Sates [147.237.76.30 |hinush.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 19
107.154. 247.56 |Wited Sates [147.237.76.30 |[himshidf.il |Bad TCP sequence i’:}ﬁ:ﬁé:nsmt Wth different monitor |19
107. 154.247.56 |Uhited Sates |147.237.76.30 |hinush.idf.il [SYN Attack SYN -> SYN-ACK -> Ti neout noni t or
46. 19. 85. 155 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or
115.28.218.121 |China 147.237.76.30 |nimsh.idf.il |Bad TCP sequence ?:Z'Jeetncr:nsmt Wth different mnitor |7
46. 19. 85. 155 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber alert 7
115. 28.218. 121 |China 147.237.76.30 [himsh.idi.il |Bad TCP sequence I'nval i d ACK nunber noni t or 7
107. 154. 247.56 |Wnited Sates [147.237.76.30 |himush.idf.il |Bad TCP sequence Invalid sequence nunber noni t or 7
84.95. 208. 198 | srael 147.237. 72. 156 |anan. i df . il dr op Frst packet isn't SYN drop 6
115.28.218. 121 |China 147.237.76.30 |nimsh.idf.il |[Bad TCP sequence i’:}ﬁ:ﬁé:nsmt Wth different alert 6
107. 154. 247.56 |tnited Sates |147.237.76.30 |himsh.idi.il |Bad TCP sequence noni t or
115. 28.218. 121 |China 147.237.76.30 |himsh.idf.il [SYN Attack SYN -> SYN-ACK -> Ti neout noni t or
112. 124. 124. 227|chi na 147.237.76.30 |nimsh.idf.il |Bad TCP sequence ?:Z'Jeetncr:nsmt Wth different alert 5
112. 124. 124. 227|Chi na 147.237.76.30 |nimshidf.il [Bad TOP sequence :’Z’;J:;ésnsmt wth different moni tor |5
. . SNretransnit wth different .
79.177.112. 156 |lsrael 147.237.77.234 |halag.idf .il Bad TCP sequence wi ndow scal e noni t or 5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 5
Sreaning Engine: TCP Invalid i i SSi
79.183.26.234 |Israel 147.237.76. 200 |ei tan. aka.i df . i 9 =g Inval i d segnent retransmssi on. drop 4
Ret r ansni ssi on Packet dr opped.
112. 124. 124, 227|Chi na 147.237.76.30 |[himsh.idf.il |Bad TCP sequence Invalid ACK nunber noni t or
87.68.27. 136 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
107. 154. 247.56 |Wited Sates [147.237.76.30 [himsh.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t o
s SYNWtAK retransmit with different .
176. 13. 20. 25 I srael 147.237. 77. 170 [mear achot . i of . i 1|Bad TCP sequence wi ndow scal noni t or 3
46. 210. 199. 40 | srael 147.237.72. 166 |aka.idf. il dr op Frst packet isn't SN drop
46. 19. 85. 155 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid AGK nunber noni t or
Sreanming Engine: TCP Invalid i i ssi
176. 13. 239, 148 |Israel 147.237.77. 243 |nobil e.i of i 9 =g Invalid segent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
112. 124. 124. 227 |chi na 147.237.76.30 |himsh.idf.il [SYN Attack SYN -> SYN-ACK -> Ti neout aert 3
87.68.27. 136 | srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 3
115. 28.218. 121 |China 147.237.76.30 |himsh.idf.il [SYN Attack SYN -> SYN-ACK -> Ti neout alert 3
192. 168. 173. 102 147. 237. 77. 216 |dover . i df i | drop drop 3
112, 124. 124. 227|Chi na 147.237.76.30 |hinush.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 3
176. 13. 20. 25 | srael 147.237.77. 170 |naarachot . i df . i 1|SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 3
46. 19. 85. 155 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Invalid ACK nunber aert 3
37.46.41. 151 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or 2
66.160. 101. 147 |United Sates |147.237.76.30 |nimshidf.il |Bad TCP sequence i’:l;:;(;:’mt Wth different monitor |2
R SWNretransnit wth different
79.177.112.156 |Israel 147.237.77. 234 |hal ag.i df .il Bad TCP sequence “i ndow scal alert 2
59. 90. 255. 4 I ndi a 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 2
. . SYNHAK retransnit with different .
84.229.70.148 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence wi ndow scal e noni t or 2
80. 246. 136.51 |l srael 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 2
5.22.134. 95 | srael 147.237.72. 166 |aka.idf il Bad TCP sequence Invali d ACK nunber noni t or 2
176.13.232. 14  |[Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 2
84.95. 208. 198 | srael 147.237.72. 166 |aka.idf. il dr op Frst packet isn't SYN drop 2
66.169. 101. 147 |Lhited Sates [147.237.76.30 |himush.idf.il |SYN Attack SYN - > SYN-ACK -> Ti neout alert 2
C e SYNHAK retransnit with different )
80.246.136.51 |l srael 147. 237. 72. 166 |aka.i df .i Bad TCP sequence “i ndow scal 6 noni t or 2
187.61.127. 159 |Bazil 147.237.77.212|e.dover.idf.il |Geo-1 ocati on enf or cenent Geo-1 ocation inbound enforcenent |drop 2
46.210.199. 40 [Israel 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 2
212.34.20.97 Jordan 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
79.180. 130. 121 |l srael 147.237.0.34 |tikshuwv.idf.il |drop Frst packet isn't SN drop 2




10-03-2016-10:04:08 to 10-03-2016-11:04:08

|Top Attackers In V\AF|

At acker

Devi ce

count ry ‘Target Address |Site S gnature Acti on ‘Count
2.53.63.234 | srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 82
wwv. chamat z. aka. i d . .
84. 95. 208. 20 | srael 147.237.77. 226 £l Mil ti pl e Unhaut horized URL Access from 84. 95. 208. 20 B ock 10
79.177. 185. 242 |I srael 147.237.77. 243 |nobi | e. i df . i | Paraneter Type \iol ation Newassvord in B ock 9
nobi | e. i df . il/sachar/changepasswor d
84.95.208.20 |[lIsrael 147.237.77. 216 |dover . i df . i | Mil ti pl e Unaut horized URL Access from 84. 95. 208. 20 Bl ock
93.174.93.218 |Netherlands |147.237.0.15 |kosher-kravi.idf.il |[Mitiple NLLL Character in Mthod from 93.174. 93. 218 B ock
77.138. 144. 217 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for ww aka. i df .il/ishurim B ock
77.139.135. 45 |France 147.237.72. 166 |aka. i df . i | Wnaut hori zed Method PCST for N Bl ock 2
wan aka. i df . i1/ mai n/ gi yus/ mi yun/ mi yunper sonal quest i onnai r e. aspx
84.95.208.20 |Israel 147.237.76.86 [navy.idf.il Ml tipl e Unaut hori zed URL Access from 84.95. 208. 20 Bl ock 2
] . . Paraneter Type Molation FleNane in
50.87.144.52 |thited Sates [147.237.77.74 |lawidf.il vw nag, i o i |/t enpl at es/ get f i | ef getfi | e. aspx B ock 2
: . . Paraneter Type Mol ation InfoGenterltemin
50.87.144.52 |wited Sates [147.237.77.74 |lawidf.il vw nag i o |/t enpl at es/ getfil ef getfi | e, aspx B ock 2
198.20.87.98 |lLnited Sates [147.237.76.39 |nobile.neitav.idf.il |Uauthorized URL Access to 147.237.76.39/robots. t xt B ock 1
46. 19. 86. 75 I srael 147.237.76.86 [navy.idf.il Mal formed URL Bl ock 1
. . O stributed Whaut hori zed URL Access on
87.69. 205. 186 |l srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234] i nages/ shar ed/ bul | et 1. gi f Bl ock 1
84.95.208.20 |[lIsrael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 84. 95. 208. 20 Bl ock 1
. . Uhaut hori zed URL Access to
66.249.65.58 I srael 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 994- 8803- he/ r ef uah. aspx B ock 1
2.53. 40. 154 I srael 147.237.72. 166 [aka. i df . i | Mil tiple Wntraceabl e SS. Sessions from2.53.40. 154 ((pen Mde) None 1
109. 67. 190. 117 |l srael 147.237.77. 216 |dover.idf .i | Unt raceabl e SSL Sessi ons: (pen Mbde None
84.95.208.20 |lIsrael 147.237.77. 216 |dover . i df . i | PHP At t enpt Bl ock
. . Mil tiple Lhtraceabl e S Sessions from212. 143. 164. 58 (Pr ot ocol
212.143. 164. 58 |I srael 147.237.77.216|dover. i df . i | viol ation (SSL OONN APPLI CATI ON DATA EXCHANGE)) None 1
46. 19. 86. 75 I srael 147.237.76.86 [navy.idf.il Unknown HTTP Request Method te in URL Bl ock 1
89. 139. 129. 156 |I srael 147.237.76.200|ei tan. aka. i df . i | tnknown Peranet er Sear chext in None 1
vy ei tan. aka. i df . i1/938-he/ ei t an. aspx
. . Uhaut hori zed URL Access to
66.249. 75. 167 |Israel 147.237.77.74 [lawidf.il wwe | aw i o i |/si p st or agel i1 es/ O/ 300. pef . B ock 1
2.53.40. 154 I srael 147.237.72. 166 [aka. i df . i | SSL Wntraceabl e Connection - Cpen Mde None 1
. . Unaut hori zed Met hod HEAD f or
136. 243. 67. 234 |Ger many 147.237.72. 166 [aka. i df . i | v aka. i o i |/ brot her s/ ski ral def aul t . asp B ock 1
. . Unhaut hori zed Met hod PCST for
77.139. 223. 105 |France 147.237.72. 166 |aka. i df . i | vaww aka, i df i |/ i n/ gi yus/ yahash2017/ | obby. asp B ock 1
. . S Untraceabl e Gonnection - Protocol violation
212.143. 164. 58 |l srael 147.237.77.216|dover . i df .i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
46.120.98.93 |Israel 147.237.77. 216 |dover . i df .i | SSL Untraceabl e Connection - Qpen Mde None 1
93.174.93.218 |[Netherlands [147.237.0.15 |kosher-kravi.idf.il |Mitiple Il1legal Byte Qode Character in Mthod from93.174.93.218  |B ock 1
84.95.208.20 |Israel 147.237.76.86 [navy.idf.il PHP Attenpt Bl ock 1
66.249.79.21 |Israel 147.237.76.31 |nakchal .idf.il tnaut hor | zed URL Access to Bt ock 1
nakhal . i df.il/consol e/ core/ doc_ngr/doc ngr. asp
: . . Ostributed Paraneter Type Mol ation on
192.185.2.191 |lhited Sates [|147.237.77.74 [lawidf.il v nag, i of i | /tenpl at s/ getfi | ef getfile. aspx paraneter Fil el B ock 1
84.95.208.20 |Israel 147.237.77.233|atal .idf .il Ml tiple Unaut horized URL Access from 84. 95, 208. 20 Bl ock 1
. . Uhaut hori zed URL Access to
79.177. 112. 156 |l srael 147.237.77.234|hal ag. i df . il 147.237. 77. 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 1
212. 235. 34. 231 |I srael 147.237.76.86 |navy.idf.il Cooki e Tanpering on cookie _ atrfs: Expected ab/ None
84.95.208.20 |[Israel 147.237.76.200|ei tan. aka. i df . i | Mil ti pl e Unauthorized URL Access from 84. 95. 208. 20 B ock
: . . Ostributed Paraneter Type Mol ation on
192.185.2.191 |Whited Sates [147.237.77.74 (lawidf.il ww nag. i df.il/tenpl ates/ getfil e/ getfile. aspx paranet er InfoOenterItemB'OCk !
40.77.167.54 |Uited Sates [147.237.72.166|aka.idf.il D stributed Uhaut hori zed URL Access on 147.237.72. 166/ robots. txt |B ock
84.95.208.20 |[lIsrael 147.237.77.233|atal .idf.il PHP At t enpt Bl ock
93.174.93.218 |[Netherlands [147.237.0.15 |kosher-kravi.idf.il [NULL Character in Method B ock 1
. . D stributed Whaut hori zed Method for Known URL on
77.139.90.81 |France 147.237.72. 166 |aka. i df . i | vaww aka, i df . |/ mai n/ gi yus/ yahash2017/ | obby. aspx B ock 1
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