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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
66. 102. 6. 19 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 15
66. 102. 6. 17 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 12
84. 95. 208. 20 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 8
0.0.0.0 147.237.77.216 dover.idf.il SYN H ood out of context drop 4
52.16.5.197 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
66. 249. 65. 51 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
66. 249. 85. 179 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
68. 180. 231. 57 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 2
77.139.192. 75 France 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
66. 249. 85. 181 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 2
38.108. 35. 137 Lhited Sates 147.237. 76. 196 e.svivaidf.il JLM Under Attack_Con_Tcp drop 2
200. 76. 129. 251 Mexi co 147.237. 76. 147 chi nuch. aka.idf.il L4 Source or Dest Port Zero drop 1
93. 174. 94. 235 Net her | ands 147.237.76. 202 e halag.idf.il B ack List drop 1
71.6.167.142 Lhited Sates 147.237.76. 31 nakchal .idf.il B ack Li st dr op 1
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 1
185.94.111.1 Russi an Federation 147.237.76. 197 e. hinush.idf.il B ack List drop 1
185.94.111.1 Russi an Federation 147.237.76. 202 e halag.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount
106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il [CL000071: HTTP: User Agent Sogou+web+spi der Per nit 13
220.181. 125. 23 Chi na 147.237.77. 233 atal .idf.il |CL000071: HTTP: User Agent Sogou+web+spi der Per it 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

port denial of service attenpt

Gountry
_ L ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
120.33.120. 66 |147.237.72. 217 |Chi na eidf.il ) 2
Potential Scan or Brute Force
o ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
42.115. 126. 16 147. 237. 77. 235 |M et nam sviva.idf.il . 2
Potential Scan or Brute Force
124.8.223.198 |147.237.76.38 |Tai wan eeneitav.idf.il ET SCAN Potential SSH Scan 1
. . S ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
122.230. 216. 69 |147.237.76. 197 |Chi na e hinush.idf.il . 1
Potential Scan or Brute Force
101 24,189 34 |147. 237 0.34 |cni na Cikshuv.idf il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
I T Y Potential Scan or Brute Force
85. 143, 216. 168 |147. 237. 72. 167 ?ég;;m i shuri maka. i df . ET SCAN NVAP -sS wi ndow 1024 1
58,63, 69. 176 147 237 76. 148 |chi na center. akaidf i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
IR T o ' ’ Potential Scan or Brute Force
183. 129. 160. 229|147. 237. 77. 74 |Chi na lawidf.il ET SCAN Potential SSH Scan 1
46.120. 122. 219 (147.237.77. 216 |l srael dover.idf.il Xenu Link Seuth User Agent 1
139. 162. 160. 132[147.237.0.16 |Uhited Sates ny-kosher-kravi.idf.il |ET SCAN Potential VWNC Scan 5900- 5920 1
14.152.59. 11 147.237.76.39 |China nobi | e. nei tav.idf.il ET SCAN NVAP -sS w ndow 1024 1
124.8.223.198 |147. 237. 76. 201 |Tai wan eatal.idf.il ET SCAN Potential SSH Scan 1
124.8.223.198 |147.237.0.19 |Tai wan nadi matal .idf.il ET SCAN Potential SSH Scan 1
122.72.53.188 |147.237.0.19 |China nadi matal .idf.il ET SCAN Potential SSH Scan 1
, L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
116.28.77.156  |147.237.0.33 |[China idf.il . 1
Potential Scan or Brute Force
94.102.48.194 |147.237. 76. 200 [Net her | ands eitan aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
61.221.69.222 |147.237.72. 217 |Tai van eidf.il ET SCAN NVAP -sS wi ndow 1024 1
46.121.112.167 |(147.237.0.15 |[lIsrael kosher -kravi .idf.il ET SCAN NVAP -sA (2) 1
176.58.124.35 |147.237.8.24 |Wnited Kingdom|e.lifestyle.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
. |SERVER APACHE Apache nmod_ssl non- SSL connection to SSL
139. 162. 13. 205 |147.237.77. 226 |S ngapor e wan chanat z. aka. i df . i | - 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Addr ess ‘Ste ‘Signature

207.46.13. 34 Lhited Sates 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 32
Sreamng Engine: TCP Invalid i i ssi

77.126.58.14  |israel 147. 237.77. 243 |nubi l e.i df .i 9 =g Inval id segnent retransmssion. |y, 30
Ret r ansni ssi on Packet dr opped.

45.64.98.118  [indonesia 147.237.76.30 |nimsh.idf.il |Bad TCP sequence i’:ur:;égnsm with different aert 25

45.64.98.118  [Indonesia 147.237.76.30 |nimsh.idi.il [Bad TOP sequence iZ'Jeetncr:nsmt wth different moni tor |24

45.64.98.118 | ndonesi a 147.237.76.30 |[himush.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 24

45. 64.98. 118 I ndonesi a 147.237.76.30 |himush.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 19

84.94.199.169 |lsrael 147.237.77. 176 |nat pash.i df . il |dr op First packet isn't SYN drop 15

45. 64.98. 118 | ndonesi a 147.237.76.30 |himsh.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout aert 14

46.19. 86. 135 I srael 147.237.77. 176 |nat pash.i of .i | [SYN At t ack SYN -> SYN-ACK -> RST noni t or

66. 102. 6. 19 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop

reanming BEngine: TCP Invali i i sSi

79.177.205. 135 |israel 147, 237.77. 243 |rvi e i o1 |/ €AM NG Engine: TCP Invalid - finvalid segnent retransmission drop 6
Ret ransm ssi on Packet dr opped.

66. 102. 6. 19 Lhited Sates 147.237.77. 216 |dover.idf.il |SYN At ack SYN -> SYN-ACK -> Ti neout noni t or

46.19. 85. 131 I srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence I nval i d ACK nunber alert
Sreanming Engine: TGP Invalid i i ssi

84.95.208.20  |Israel 147. 237.76. 200 |ei tan. aka. i df . | 9 =g Invalid segnent retransmssion. |, 6
Ret r ansn ssi on Packet dr opped.

46.19. 85. 131 I srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence Inval i d ACK nunber moni t or 6

46.19. 85. 131 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber alert 5

46. 19. 85. 156 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 5

46. 19. 85. 131 I srael 147.237.77.216|dover.idf.il |Bad TCP sequence I'nval i d ACK nunber monitor |5

115. 28.218. 121 |Chi na 147.237.76.30 |[himush.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 5

66.102. 6. 19 Lhited Sates 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 5

84. 95. 208. 20 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 4

reanming BEngine: TCP Invali i i sSi

185. 110. 108. 165|I srael 147, 237.77. 243 |rvi e i o1 | €AM NG Engine: TCP Inval id - finvalid segnent retransmission drop 4
Ret ransnm ssi on Packet dr opped.

46. 19. 85. 156 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d AGK nunber aert 4

115.28.218.121 |China 147.237.76.30 |nimsh.idi.il |Bad TCP sequence i’;l;:;ésnsmt wth different dert 4

66.102. 6. 17 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SWN drop

66. 102. 6. 19 Lhited Sates 147.237.77.216|dover.idf.il |Bad TCP sequence I'nval i d ACK nunber alert

115.28.218.121 |China 147.237.76.30 |nimsh.idi.il |Bad TCP sequence i’:ur:;égnsm with different moni tor |4

84.94.199.169 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop

176.13.19. 74 I srael 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> RST noni t or

164.132.202.49 |italy 147.237.76.30 |himsh.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi

212.179. 42. 227 | srael 147.237.76. 200 |ei tan. aka. i of . | 9 =g Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dr opped.

66.102.6. 17 Lhited Sates 147.237.77.216|dover.idf.il |SYN At tack SYN -> SYN-ACK -> Ti meout noni t or

2.53.190.9 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop

164.132. 204. 198|Italy 147.237.76.30 |nimsh.idf.il |Bad TOP sequence i’;ureetné:nsmt wth different aert 3

164.132.202. 49 [italy 147.237.76.30 |nimsh.idf.il |Bad TOP sequence SSZZ'J:;Cr:mmt Wth different dert 3

164. 132. 204. 198|italy 147.237.76.30 |nimsh.idf.il |Bad TOP sequence i’;ureetné:nsmt With different monitor |3

46. 19. 86. 99 | srael 147.237.77. 176 |mtpash.idf .il |Bad TCP sequence Invalid ACK nunber alert

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop

31.168. 166. 178 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop

46.19.85.204 |Israel 147.237.77. 216 |dover.if i1 [Bad TCP sequence SYMACK retransmt wth moni tor |3

different w ndow scal e

115. 28. 218. 121 |Chi na 147.237.76.30 |himush.idf.il |SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 3

37.26.146.244 |lsrael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or 2

79. 61. 203. 98 Italy 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 2

164.132.202. 49 |(italy 147.237.76.30 |hinush.idf.il |SYN At tack SYN -> SYN ACK -> Ti meout moni t or 2

202.136.81. 103 |India 147.237.77. 176 |t pash.i df . il |[dr op First packet isn't SN drop 2

5.22.134.221 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 2

82.102. 215. 21 glcisgi'géa” Territory.ly47. 237. 7. 216 |dover.icf.il  |drop First packet isnt SWN drop 2

141. 226. 217. 250! srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid AGK nunber noni t or

109. 64.159. 86 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop

79.61.203.98  |italy 147.237.77. 216 |dover.idf.il |Bad TOP sequence SYNFPACK retransmt wi th monitor |2

different wndow scal e
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|Top Attackers In V\AF|

At acker

Devi ce

Count ry ‘Target Address [Site Sgnature Action ‘Count
84.95.208.20 |[lIsrael 147.237.72. 166 |aka. i df . i | Mil tiple Unaut hori zed URL Access from 84. 95. 208. 20 Bl ock 134
84.95.208.20 |[lIsrael 147.237.77. 216 |dover.i df .i | Mil ti pl e Unaut horized URL Access from 84. 95. 208. 20 B ock 91
109. 65.77.29 |[Israel 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 109.65.77.29 |[B ock 18
84.95.208.20 |[Israel 147.237.77. 226 \fIW\:I\I' chamat z. aka. i d Ml tiple Unauthorized URL Access from 84.95. 208. 20 B ock 13
84.95.208.20 |Israel 147.237.77. 216 |dover.i df .i | PHP At t enpt B ock 12
84.95.208.20 |[Israel 147.237.77. 226 \fIW\:AI' chamat z. aka. i d PHP Att enpt B ock 9
84.95.208.20 |[lIsrael 147.237.77.233|atal .idf.il Mil ti pl e Unaut horized URL Access from 84. 95. 208. 20 B ock 8
84.95.208.20 |Israel 147.237.72. 166 [aka. i df . i | PHP At t enpt B ock 5
84.95.208.20 |[lIsrael 147.237.76.200|ei tan. aka. i df . i | Mil tiple Unaut hori zed URL Access from 84. 95. 208. 20 Bl ock 4
84.95.208.20 |Israel 147.237.77.234|hal ag.i df . il Ml tipl e Unaut horized URL Access from 84.95. 208. 20 B ock 4
84.95.208.20 |Israel 147.237.76.86 |[navy.idf.il Mil tiple Unaut hori zed URL Access from 84.95. 208. 20 Bl ock 3
85.132.77.12 |Azerbaijan 147.237.77.216|dover. i df .i | Unaut hori zed HTTP Met hod Bl ock 3
84.95.208.20 |[lIsrael 147.237.0.15 |kosher-kravi.idf.il [Miltiple Unauthorized URL Access from 84.95. 208. 20 B ock 3
85.132.77.12 |Azerbaijan 147.237.77. 216 |dover.i df .i | Uhaut hori zed LRL Access to waw i df.il/newsiteli nages/ B ock 3
84.95.208.20 |[lIsrael 147.237.77.233|atal .idf.il PHP Attenpt Bl ock 3
84.95.208.20 |[lIsrael 147.237.0.34 |tikshuv.idf.il Mil ti pl e Unaut horized URL Access from 84. 95. 208. 20 B ock 3
68.81.201.57 |lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed Met hod POST for waw aka.idf.il/ishurinmain/ B ock 2
84.95.208.20 |[Israel 147.237.77. 176 |nat pash. i df . i | Mil tipl e Unauthorized URL Access from 84.95. 208. 20 B ock 2
66.249.64.41 |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt Bl ock 1
84.95.208.20 |Israel 147.237.77.234|hal ag. i df . il PHP Attenpt Bl ock 1
84.95.208.20 |[Israel 147.237.0.34 |tikshuv.idf.il PHP Att enpt B ock 1
68.81.201.57 |lhited Sates [147.237.72.166|aka.idf .il Ml tipl e Waut horized Method for Known URL from 68.81.201.57 |H ock 1
84.95.208.20 I srael 147.237.77. 226 \fIW\:IY chamatz. aka. 1d V\L:;\tu:::;rrniatzze.dalti (ﬁ‘cclels}st etr?pl at es/ honepage/ di v. i tem Bl ock !
79.181.66.83 |Israel 147.237.72. 166 |aka. i df . i | L'u'recgeasj ’ i?’;;g?inz:a;:;féogcﬁi/ fm’j IV kapat 2/ /v es#012 B ock 1
141. 226, 218. 13 |I srael 147.237.72. 166 |aka. i df . i | m”:k“;i?me;;rmg\!hmTwED in None 1
66.249.64.56 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1250-he/ atal . aspx  |B ock 1
84.95.208.20 |Israel 147.237.72. 156 [aman. i df . i | Ml tipl e Unauthorized URL Access from 84. 95, 208. 20 B ock 1
109.65.77.29 |lIsrael 147.237.72. 166 |aka. i df . i | Unhaut hori zed Method HEAD for wwn aka. i df . i/ mai n/ sachar/ B ock 1
157.55.39. 145 |lhited Sates |147.237.76.86 |navy.idf.il Uhaut hori zed LRL Access to waw navy.idf.il/&a€z B ock 1
66.249.64.58 |Israel 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1249-he/ atal . aspx  |B ock 1
84.95.208.20 |Israel 147. 237.77. 216 |dover . i df . | ohat gl?rll f/e:jentﬁ_af:;:/eﬁjné;age/ - Bl ock 1
84.95.208.20 |[lIsrael 147.237.72. 156 |anan. i df . i | PHP At t enpt B ock 1
128.72.229.15 |2 & 147.237. 76. 147 |chi nuch. aka. i df .i|  |sheuthorized Method PCBT for asix None 1
68.180.228.60 |Uited Sates [147.237.0.34 |tikshuv.idf. il Param or pe M ?ngl?ﬂeﬁ?ixﬂjgspx Hock |1
2.53.166.252 |Israel 147.237.77.243|nobi [ e.i df . i | Ml tipl e Unauthorized URL Access from2.53. 166. 252 B ock 1
84.95.208.20 |[Israel 147.237.0.15 |kosher-kravi.idf.il |PHP Attenpt B ock 1
216. 244. 66. 241 |Uhited Sates  |147.237.72. 156 |anan. i df . i | Lhaut hori zed URL Access to list.ips.gov.il/robots. txt B ock 1
106. 38. 241. 106 |Chi na 147.237.77. 216 |dover.i df .i | Ml ti pl e Unaut horized URL Access from 106. 38. 241. 106 B ock 1
66.249. 64.60 |lsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1486-he/ atal . aspx  |B ock 1
139. 162. 13. 205 |< ngapore 147.237.76.42 |refuah.idf.il \')‘I’ 'of iaf'i inﬁtgfgﬁ_gﬁiféqu;om 139.162.13.205 (Protocol {0 1
68.180.231.57 |uiited Sates 147, 237.77. 216 |dover . i df .|| Paraneor Tpe paaion z‘gz&mi n Bl ock 1
2.53.166.252  |Israel 147.237.77. 243 |nobi | e. i df . i | ﬁ;“lt :cl’r(;fz‘f? } g;eggrcﬁim;es” < ot 1 ddocument <f 1162 Bl ock 1
84.95.208.20 |l srael 147.237.77. 176 |nat pash. i df . i | PHP Attenpt B ock
106. 38. 241. 106 |Chi na 147.237.77.216|dover.i df . i | Unaut hori zed URL Access to wwu i df . il/894-10046-en B ock
66.249.65.59 |Israel 147.237.76.42 |refuah.idf.i e oo oo v aspx Bock |1
139. 162. 13. 205 | ngapor e 147.237.76. 42 |refuah.idf.il i‘st“&;ﬁﬁ&ﬁfiﬁg - Protocol violation None 1
77.139.25.104 |France 147.237.72. 166 |aka. i df . i | m”;:;rii ;é?ltbn;hﬁhﬂ r';;’g;ener o asp B ock 1
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