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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site

|Signature

|Device Action|Count

200. 236. 211. 185 Brazil 147.237.77. 226 wan chanat z. aka. i df . i | [JLM Purpl e Gon_Linit_Tcp drop 1
180. 97. 106. 162 Chi na 147.237.76. 198 e.yohal an.idf.il B ack List drop 1
200. 236. 211. 185 Brazil 147.237.77. 233 atal.idf.il JLMPurple Gon Linit Tcp drop 1
52.16.5.197 Irel and 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 1
185.94.111. 1 Russi an Federation 147. 237. 76. 202 e halag.idf.il B ack List drop 1
209. 126. 136. 2 Lhited Sates 147.237. 76. 200 eitan. aka.idf.il B ack List dr op 1
93. 174. 94. 235 Net her | ands 147.237.76. 39 nobi | e.nei tav.idf.il B ack List drop 1
200. 236. 211. 185 Brazil 147.237.77. 205 prisha.idf.il JLMPurple Gon Limt _Htp drop 1
93. 174. 94. 235 Net her | ands 147.237.76. 148 ggcenter. aka.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount
106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il [CL000071: HTTP: User Agent Sogou+web+spi der Per nit 32
220.181. 125. 23 Chi na 147.237.77. 233 atal .idf.il |CL000071: HTTP: User Agent Sogou+web+spi der Per it 2
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

79.150. 174. 201 |147.237.77.216|Sain dover.idf.il Xenu Link Seuth User Agent 2
124. 188. 203. 106(147. 237. 72. 166 |Austral i a aka.idf.il ET SCAN Potential SSH Scan 2
61.221.69.222 |[147.237.0.34 [Tai wan tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
23.239.31.132 [147.237.76.198|lnited Sates [e.yohalan.idf.il [ET SCAN Potential VNC Scan 5900- 5920 1
223.100. 131. 121]147. 237. 76. 38 |Chi na eeneitav.idf.il ET m Behavi oral Lhusual ly fast inbound Tel net Connecti ons, 1
Potential Scan or Brute Force
211.149.222.5 |147.237.76.38 [China eemeitav.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
208. 100. 26. 228 |[147.237.76. 177 |ited Sates |[ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
203. 106. 184. 157|147. 237. 76. 147 |Ml aysi a chinuch. aka.idf.i|ET SCAN NVAP -sS wi ndow 4096 1
183. 129. 160. 229|147. 237. 0. 33  |Chi na idf.il ET SCAN Potential SSH Scan 1
111. 68.107. 43  |147. 237. 76. 198 |Paki stan e.yohalan.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
61221 69,222 1147 237 0.33  |Tai vean il ET SCAN Behavi pral Lhusual |y fast Terminal Server Traffic, Potential 1
Scan or Infection
211.149.222.5 |147.237.76.44 |China erefuah.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
211.149.222.5 |147.237.76.34 |China yohal an. i df .| ET SCAN NMAP -sS wi ndow 1024 1
208. 80. 155. 222 |147.237.77.216|Lhited Sates |dover.idf.il Tehila - Perl LWP with fake user agent 1
192.223.94. 47  [147.237.72. 156 |Bolivia aman.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
94.102.48.194 [147.237.77. 121 |Net her| ands e navy.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Addr ess ‘S‘te ‘Signature
207.46.13. 34 Lhited Sates 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 80
Sreamng Engine: TCP Invalid i i ssi
77.126.58.14  |israel 147. 237.77. 243 |nubi 1 e.i df .i g =g Invalid segnent retransmssion. |, 30
Ret r ansmi ssi on Packet dropped.
196. 53. 38. 28 Lhited Sates 147.237.77. 216 |dover.idf.il  |drop First packet isn't SN drop 15
45.64.98. 118 I ndonesi a 147.237.76.30 |himsh.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 9
45.64.98.118  [Indonesia 147.237.76.30 |nimsh.idf.il |Bad TOP sequence SZ’;J:;;:”SW wth different monitor |7
45.64.98. 118 | ndonesi a 147.237.76.30 |[hinush.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
45, 64.98. 118 | ndonesi a 147.237.76.30 |himush.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout aert
213.8.114.177 |lIsrael 147.237.77. 176 |mtpash.idf .il |Bad TCP sequence Invalid sequence nunber noni t or
45.64.98.118  [Indonesia 147.237.76.30 |nimsh.idf.il |Bad TOP sequence i’;l;eer:crsnsn“ wWth dfferent dert 6
5.29.15. 179 | srael 147.237.72. 166 |aka.i df i SYN Attack SYN -> SYN-ACK -> RST noni t or 5
213.8.114.177 |lsrael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d sequence nunier noni t or 5
46. 19. 86. 99 I srael 147.237.77. 176 |mtpash.idf .il |Bad TCP sequence Invali d ACK nunber noni t or 4
84.95.251.156 |Israel 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> RST monitor |4
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il  |drop Frst packet isn't SN drop 4
74.85. 206. 41 Lhited Sates 147.237.76.30 |himush.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 3
79.181.193.40 |lsrael 147.237.77. 216 |dover.idf.il  |drop First packet isn't SYN drop 3
46.19.86.246  |Israel 147.237.77. 216 |dover.idf.il |Bad TOP sequence SYNFACK retransmt with monitor |3
di fferent w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
84.95.208.20  |israel 147.237.76.86 |navy.idf.il g =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
46. 19. 86. 69 I srael 147.237.77.216|dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 3
46. 19. 86. 69 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nvalid ACK nunber noni t or 3
212.183.163.6 |ltay 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 2
46. 19. 86. 246 I srael 147.237.77. 176 |matpash.idf.i1 |Bad TCP sequence Invalid ACK nunber nonitor |2
82.193.127.15 |Wkraine 147.237.77. 216 |dover.idf.il  |drop SAMrule drop 2
106. 38. 241. 106 |Chi na 147.237.77.216|dover.idf.il |Bad TCP sequence Inval i d ACK nunber nonitor |2
Sreaning Engine: TQP Invalid i i ssi
5. 29. 50, 221 I'sr ael 147.237.76.86 |navy.idf.il g =g Invalid segnent retransmssion. |y o 2
Ret ransm ssi on Packet dropped.
46. 19. 86. 117 I srael 147.237.77. 176 |matpash.idf.i| |Bad TCP sequence I'nval i d ACK nunber noni t or
77.126.91.120 |Israel 147.237.77. 176 |matpash.idf .i1 [SYN At t ack SYN -> SYN-ACK -> RST noni t or
Sreaning BEngine: TQP Invalid i i sSi
157.55.39. 145 |Wited Sates 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, 2
Ret r ansmi ssi on Packet dropped.
192.99. 150. 95 |Canada 147.237.76.30 |himush.idf.il |Bad TCP sequence Invalid sequence nunber noni t or 1
46. 19. 86. 236 I srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
176. 106. 46. 74 g‘ilcisgi':('ja” Territory. 147 237.76.86 |navy.ich.il  |SYN Attack SYN -> SYN-ACK -> Timeout  |monitor |1
109. 253. 223. 92 |l srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 1
216.218.206. 98 |Whited Sates 147. 237. 76. 197 |e. hi msh. i of .1 {Geo- | ocat i on enf or cenent Sﬁ?o'rzgi'nf”  nbound drop 1
192.99.150.95 |Canada 147.237.76.30 |himsh.idf.il |Bad TCP sequence i’;ﬁ;:”smt wth different moni tor |1
72.9.148. 10 Lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1
185. 120. 125. 150|I srael 147.237.77.216|dover.idf.il |SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 1
46.19. 86. 71 | srael 147.237.77. 176 |matpash.idf .i1 [SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
164.132.202.49 |italy 147.237.76.30 |[himush.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 1
106. 38. 241. 106 |Chi na 147.237.77.216|dover.idf.il |Bad TCP sequence Inval i d ACK nunber aert 1
75. 85. 98. 19 Lhited Sates 147.237.77.74 |lawidf.il SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 1
192.99. 150. 95 |Canada 147.237.76.30 |himush.idf.il |SYN Attack SYN -> SYN-ACK -> RST alert 1
184. 105. 139. 116|lhited Sates 147.237.0.33 [idf.il drop drop 1
46. 19. 86. 69 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber alert 1
110. 78. 157. 134 |Thai | and 147.237.72. 166 |aka. i df . i | SYN Att ack SYN -> SYN-ACK -> Ti neout nmoni t or 1
74.82.47.15 Lited Sates 147.237.76.44 |e.refuah.idf.il|Geo- 1 ocation enf or cenent Geo- I ocat i on i nbound drop 1
enf or cenent
185. 120. 126. 27 |l srael 147.237.77. 176 |natpash.idf.il |SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
164.132.202.49 |italy 147.237.76.30 |himush.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 1
192.99.150.95 [Canada 147.237.76.30 |hinush.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t or 1
184. 105. 247. 226|Uited Sates 147. 237. 72. 156 |anan. i df . i | SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
46. 19. 86. 69 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Action ‘Count
176. 13. 240. 225 |l srael 147.237.72. 166 |aka. i df . i | Mil tiple Uauthorized URL Access from 176. 13. 240. 225 B ock 1
80. 246. 136. 110 |Israel 147.237.77. 216 |dover . i df . i | mdté)p' e Wntraceabl e SSL Sessions from80. 246. 136. 110 ((Cpen None 1
wwnv, chamat z. aka. i d |s3. wnitraceabl e Gnnection - Protocol vialation
139. 162. 13. 205 |9 ngapor e 147. 237.77. 226 fil (SSL_CONN QLI ENT HELLO) None 1
. . Unknown Paraneter _ VI EWSTATEENCRYPTED i n
46.120. 74. 53 I srael 147.237.72.166 |aka. i df . i | v aka. i df .|/ nai v sachar/ mai | box. aspx None 1
. . Uhknown Paraneter asmin
176. 13. 240. 225 |Israel 147.237.72. 166 |aka. i df . i | wiw aka, i f i | / nai n/ gi yus/ yahash2017/ | obby. aspx None 1
80. 246. 136. 110 |l srael 147.237.77. 216 |dover . i df . i | SSL Wntraceabl e Connection - Qpen Mde None
157. 55. 39. 81 Lhited Sates |147.237.76.31 |nakchal .idf.il Lhaut hori zed URL Access to 147.237.76.31/robots. txt B ock
. . . Unhaut hori zed Met hod PCST for
49.228.231. 245 [Thailand 147.237.72. 166 |aka. i df . i | v aka, i df i |/ mai v gi yus/ yahash2017/ | obby. aspx B ock 1
. . D stributed Waut hori zed Met hod for Known URL on
212. 46. 65. 67 Italy 147.237.72. 166 [aka. i df . i | v aka, i df i |/ nai 1/ i yus/ yahash2017/ | obby. aspx Bl ock 1
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il |Unhauthorized URL Access to wwwu kosher-kravi.idf.il/default.aspx |B ock 1
) . . Uhaut hori zed URL Access to
157.55.39.104 |Uhited Sates |147.237.77.216|dover.idf.il ww i o i |/ at al 1/i zkor/ vi ew pi ct ur es. asp B ock 1
71. 6. 165. 200 Lhited Sates |147.237.72.166|aka.idf .il Lhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
. . . Uhaut hori zed URL Access to
220.181.125.23 |China 147.237.77.233|atal . i df . il 147. 237, 77. 233/ 1367- 8653- he/ at al . aspx Bl ock 1
. . . Unhaut hori zed Met hod PCST for
110. 171. 186. 212|Thai | and 147.237.72. 166 [aka. i df . i | v aka. i df i |/ mai n/ hore/ def aul t . aspx B ock 1
176.13. 20. 16 I srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/reset.css |B ock 1
. . . Uhaut hori zed URL Access to
74. 6. 254. 105 Lhited Sates |147.237.77.216|dover.idf.il Wi df i1/ p storagel il es/ 8 si ze220x0/ 17468, | pg B ock 1
W, chamat z. aka. i d |Miltiple Untraceabl e SSL Sessi ons from 139. 162, 13. 205 ( Pr ot ocol
139. 162. 13. 205 |9 ngapor e 147. 237.77. 226 i violation (SS. QNN LI ENT HELLO)) None 1
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