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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country

|Target Address |Site |Signature  |Device Action  |Count |
94.177. 164. 99 Romani a 147.237.76. 198 e.yohal an.idf.il B ack List drop 1
209. 126. 136. 2 Lhited Sates 147.237.76. 86 navy.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount
92.156. 117. 102 France 147. 237.72. 166 aka.idf.il C1000074: HITP. naj estic bot Per nit 2
69. 30. 221. 242 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HITP. maj estic bot Per nirt 2
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

46.120.122.219 |147.237.77. 216 (I srael dover.idf.il Xenu Link Seuth User Agent 2
46.120.122.219 |147.237.72. 166 I srael aka.idf.il Xenu Link Seuth Wser Agent 2
202.170.80.40 |147.237.76.177 [Mongol i a ncore.idf.il ET SCAN Potential SSH Scan 1
14.177.180. 2 147.237.77.61 [M et nam e.cogat.idf.il ET SCAN Potential SSH Scan 1
139. 162. 246. 121(147. 237. 76. 196 |Lhited Sates  [e.svivaidf.il ET SCAN Potential SSH Scan 1
14.177. 180. 2 147.237.8.46 |V et nam e. chinuch.idf.il ET SCAN Potential SSH Scan 1
94.102.48.194 |147.237.77. 233 [Net her | ands atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
14.177. 180. 2 147.237.0.33 |V etnam idf.il ET SCAN Potential SSH Scan 1
91. 201. 236. 158 |147.237. 72. 167 |krai ne i shuri maka. i df.il ET SCAN NVAP -sS w ndow 1024 1
14.152.59. 11 147.237.8.45 |[China eeitanidf.il ET SCAN NMAP -sS wi ndow 1024 1
91.201.236.50 |147.237.8.45 |lkraine e.eitanidf.il ET SCAN NVAP -sS wi ndow 2048 1
85.143. 216. 168 |147.237.0. 16 gzzigﬂm ny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
45.33.124.223 |147.237.77.226|Wited Sates wan chanat z. aka. i df . i | [ET SCAN Potential SSH Scan 1
208. 100. 26. 228 |(147.237.76. 177 |Wited Sates ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
14.177. 180. 2 147. 237. 77. 233 |M et nam atal.idf.il ET SCAN Potential SSH Scan 1
198. 20. 69. 74 147.237.76.34 |lhited Sates  |yohalan.idf.il ET DRCP Dshiel d B ock Listed Source 1
14.177. 180. 2 147.237.76.30 |M et nam hi nush. i df . i | ET SCAN Potential SSH Scan 1
106. 38. 241. 106 |147. 237. 72. 166 |Chi na aka.idf.il SERVER APAO_E Apac'he mod_ssl - non-SS. connection to SS. 1

port denial of service attenpt
14.177. 180. 2 147.237.0.35 |V etnam akavs. i df .il ET SCAN Potential SSH Scan 1
91. 201. 236. 158 |147.237. 72. 167 |krai ne i shuri maka. i df.il ET SCAN NVAP -sS w ndow 4096 1
14.177.180. 2 147.237.0.16 |\ et nam ny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
91.201.236.50 |147.237.8.45 |lkraine e.eitanidf.il ET SCAN NVAP -sS wi ndow 3072 1
5. 255. 90. 133 147.237.8.45 |Netherl ands eeitanidf.il ET SCAN NVAP -sS w ndow 1024 1
91.201.236.50 [147.237.8.45 |Wkraine eeitanidf.il ET SCAN NVAP -f -sS 1
66.249.69. 108  |147.237.77.176|Wited Sates  |natpash.idf.il ET SCAN NVAP -sA (2) 1
221.235. 191. 202|147. 237. 76. 196 |Chi na e.svivaidf.il ET SCAN Behavi or al musugl ly fast Termnal Server Traffic, 1
Potential Scan or Infection
45.33.124.223 |147.237.77.178|Wited Sates  |e natpash.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country ‘Target Address |Ste Signature Acti on ‘Count
207.46.13. 34 Lhited Sates |[147.237.77.216|dover.idf.il dr op SAMrul e drop 86
77.126.58.14  |israel 147. 237.77. 243 |nubi l e.i df .i Streamng Engine: TCP Inval id - ivalid segnent retransmission. | o 30
Ret ransm ssi on Packet dropped.
24.251.78.5 Wited Sates |147.237.76.30 |hinush.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout nonitor |26
67.58.224.172 |[Wited Sates [147.237.76.30 |ninush.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout nonitor |23
75.172. 44. 60 Lhited Sates |147.237.76.30 |hinush.idf.il SYN Att ack SYN -> SYN- ACK -> Ti meout noni t or 22
74.105.148.193 |Wnited Sates [147.237.76.30 |hinush.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout nonitor 21
67. 8. 44. 143 Wited Sates |147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout monitor (12
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
104.35.128.2  |Uited Sates [147. 237,76 200 |eitan aka ich i1 | Samng Engine: TCP Invalid invalid segnent retransnission drop 8
Ret r ansni ssi on Packet dropped.
104.50.183. 111 |Whited Sates [147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 7
46.19. 85. 77 I 'srael 147. 237. 77. 216 [dover. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 6
49.228.227.69 |Thailand 147. 237. 77. 216 |dover. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout nonitor |6
46.19. 85. 77 I srael 147.237.77. 216 |dover. i of .i| Bad TCP sequence Inval i d AGK nunber alert 6
115. 28. 218. 121 |Chi na 147.237.76.30 |[hinush.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
46.19. 85. 77 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber alert 5
46.19. 85. 77 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 5
31.210.187.72 |israel 147. 237, 76. 200 |ei tan. aka i i1 || Samng Engine: TCP | nvalid invalid segrent retransnission drop 4
Ret r ansni ssi on Packet dropped.
115.28.218.121 |China 147.237.76.30 |himsh.idf.il Bad TCP sequence i’;'l:eer:ésnsm't vith different moni tor |4
115.28.218. 121 |china 147.237.76.30 |hinush.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout nonitor |4
115.28.218. 121 |China 147.237.76.30 |ni nush. i df i Bad TCP sequence iz'l;eetncr:”sm wth dfferent alert 4
2.53.133. 41 I srael 147.237. 77. 243 |robi | e. i df . i | Streaning Engine: TCP Invalid invalid segnent retransnission drop 3
Ret ransni ssi on Packet dr opped.
115. 28.218. 121 |china 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout alert 3
207.46.13.7  |Uited Qates |147.237.77. 243 |mobile.iof il Streamng Engine: TCP Inval id - |imvalid segnent retransmission. | o 3
Ret ransm ssi on Packet dropped.
64.246.178.34 |Uited Sates [147.237.76.86 |navy.idf.il Header Rej ection :‘Zﬁ:;re] ection pattern found in - 1 pivor |2
162. 209. 232. 47 |Uhited Sates [147.237.0.19 |madimatal.idf.il |[SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 1
109. 67.104. 115 |l srael 147.237.72. 166 |aka.idf .i | dr op First packet isn't SN drop 1
188.247.79.215 |Jordan 147. 237.77. 176 |nat pash. i df . i | SYN Attack SYN -> SYN-ACK -> RST monitor |1
52.198.122.46 |Japan 147.237.77. 233 |atal .idf.il SYN Att ack SYN -> SYN-ACK -> RST nonitor |1
176. 13.232. 124 |Israel 147.237.76.86 |[navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST nonitor |1
89.248.174. 4 Net her | ands 147.237.77.234 |hal ag.idf.il drop SAMrul e drop 1
200. 79. 231. 62 Mexi co 147.237.72. 156 |anan. i df . il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
74.82.47.16 Lhited Sates |147.237.76.202 e hal ag.idf.il Geo- 1 ocati on enf or cenent Geo-| ocati on i nbound enf or cenent |dr op 1
184. 105. 247. 222|Uhited Sates |[147.237.76.201 e atal.idf.il Ge=o-| ocat i on enf or cenent Geo- | ocation i nbound enf or cenent |drop 1
162. 209. 233.37 |[lhited Sates [147.237.0.200 |rdu.idf.il drop drop 1
216.218. 206. 106|lhited Sates [147.237.8.50 |e.tikshuv.idf.il |Geo-| ocati on enf or cenent Geo-| ocati on inbound enf or cenent |dr op 1
192. 168. 173. 102 147. 237. 77. 216 |dover. i df .i | dr op drop 1
184.105.139. 79 |lnited Sates [147.237.0.200 |rdu.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent |drop 1
138. 246. 253.19 |Ger many 147.237.0.34  [tikshuv.idf.il SYN Att ack SYN -> SYN-ACK -> RST nonitor |1
89.248.174. 4 Net her | ands 147.237.77.235|sviva.idf.il drop SAMrul e drop 1
200.79.231.62  [Mexi co 147.237. 72. 156 |anan. i of .i | Bad TCP sequence mﬁﬁsrc:;ansm wthdifferent |oonitor |1
74.82.47.23 Whited Sates |147.237.76.39 |nobile neitav.idf.i|SYN Attack SYN -> SYN-ACK -> RST nonitor |1
185. 20. 5. 157 zi;gegom 147. 237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout alert 1
50.184.58.34  |tnited Sates |[147.237.72. 156 |aman.idf.il SYN Att ack SYN -> SYN-ACK -> RST nonitor |1
172.247.84.215 |United Sates [147.237.0.33 |[idf.il drop drop 1
23.224.172.54 |Wited Sates |147.237.0.15 |kosher-kravi.idf.il|SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 1
216.218. 206. 106|Lhited Sates |[147.237.77.121|e.navy.idf.il Geo- 1 ocati on enf or cenent Geo-1 ocation inbound enf or cenent |drop 1
84.109.88.222 |[Israel 147. 237. 77. 176 |nat pash. i df . i | SYN Attack SYN - > SYN-ACK -> RST monitor |1
192.223.25.79 |wited Sates [147.237.76.30 |hinush.idf.il SYN Att ack SYN -> SYN-ACK -> RST nonitor |1
184. 105. 247. 204|tnited Sates [147.237.76.38 |e.e.neitav.idf.il |SYN Attack SYN -> SYN-ACK -> RST nonitor |1
138. 246. 253. 19 |Ger many 147. 237. 77. 243 |nobi le.i df .i | SYN Attack SYN -> SYN-ACK -> RST monitor |1




10-03-2016-07:04:06 to 10-03-2016-08:04:06

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Addr ess Sgnature Action ‘Oount
m ny- kosher - kravi . i df _

66. 249. 76. 54 | srael 147.237.0. 17 il Il egal Paraneter Encodi ng Gb&T907@ DKd&f ~z~H 1kR [#28]]{ |None 1

89.248.172.16  |Net her| ands 147.237.76.39 |nobile.neitav.idf.il Unaut hori zed URL Access to 147.237.76. 39/ robot s. t xt Bl ock 1
. . . DO stributed Whaut hori zed URL Access on

207.46.13.102 |Lhited Sates 147.237.76.42 |refuah.idf.il 147, 237. 76. 42) robot s. txt B ock 1

. . Uhaut hori zed URL Access to
66.249.79.102  |lsrael 147.237.76.86 [navy.idf.il navy. i df . 1/ gi yus/ f or und asp/ showf or um asp Bl ock 1
Russi an . . Uhaut hori zed Met hod PCST for

128. 68. 26. 56 eration 147.237.72. 166 |aka. i df . i | vown aka. i df i |/ @i r/ gi yus/ pni of ansver . aspx B ock 1

68.180. 230. 186 [Lhited Sates 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robots. txt Bl ock 1
: P . |Unaut hori zed URL Access to

173.231.185. 150|thited States  147.237.0.16  [ny-Kosher-kravi.idf.il | - 0 o i ami i 180/ r eadme. t xt Bl ock 1

. . Unaut hori zed Met hod HEAD f or

46.120. 122. 219 |Israel 147.237.72. 166 [aka. i df . i | voww aka. i o i |/ nai v i yus/ general . aspx B ock 1

79.177.55.176 |[Israel 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to wawidf.il/https:/vwnidf.il/ Bl ock 1
} . . Uhaut hori zed URL Access to

173. 231. 185. 150|Uhited Sates 147.237.77.216|dover.idf . il 147 237 77, 216/ adm /i 18n/ r eadne. t xt B ock 1

m ny- kosher-kravi . i df |i11egal Bte Gode Character in Paraneter Nane

66. 249. 76. 54 | srael 147.237. 0. 17 il Gh&TO07@ DKA&S Az H 1kR[ [ #28] ] { Bl ock 1

84. 95. 208. 20 I 'srael 147.237.77.216|dover.i df .i | Lhaut hori zed URL Access to ww i df.il/defaul t.aspx B ock 1

180. 153.228.91 |China 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method PCST for v aka.idf.il/main/rabanut/ |B ock 1
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