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Attacker Address

|Attacker Country

Target Address

Signature

Device Action

185.94.111. 1 Russi an Federation 147.237.76. 197 e. hinush.idf.il B ack List drop 1
209. 126. 136. 2 Lhited Sates 147.237.76. 44 e.refuah.idf.il B ack List dr op 1
93. 174. 94. 235 Net her | ands 147.237.76. 30 hi nush. i df . i | B ack List drop 1
185.94.111.1 Russi an Federation 147.237.76. 42 refuah.idf.il B ack List drop 1
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Attacker Address

| Target Address

Attacker Country

Signature

46.120. 122. 219 147.237. 77. 216 I srael dover.idf.il Xenu Link Seuth User Agent 3
123.59. 173. 17 147.237.77. 74 Chi na lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
115. 239. 251. 250 147. 237. 76. 202 Chi na e halag idf.il ET SCAN Potential SSH Scan 1
66. 249. 75. 48 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 1
45, 33.124. 223 147.237.8. 28 Lhited Sates e.nobi | e-ks. i df il ET SCAN Potential SSH Scan 1
31.220. 3. 180 147. 237.76. 39 Belize nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
31.45.132.4 147. 237.77. 178 Qoatia e.matpash.idf.il ET SCAN Potential SSH Scan 1
14.152.59. 11 147. 237.76. 86 Chi na navy.idf.il ET SCAN NMAP -sS wi ndow 1024 1
139. 162. 160. 132 147.237.77. 74 Lhited Sates lawidf.il ET SCAN Potential SSH Scan 1
121. 223. 248. 67 147.237.77.19 Australia I awforumidf.il ET SCAN NMAP -sS wi ndow 1024 1
115. 239. 251. 250 147. 237.76. 176 Chi na test.ncore.idf.il ET SCAN Potential SSH Scan 1
61.221. 69. 222 147.237.76. 31 Tai wan nakchal . i df . il ET SCAN NMAP -sS wi ndow 1024 1
45, 33. 124. 223 147. 237. 76. 201 Lhited Sates eatal.idf.il ET SCAN Potential SSH Scan 1
31.220. 3. 180 147.237.76. 44 Belize e.refuah.idf.il ET SCAN Potential SSH Scan 1
31. 220. 3. 180 147. 237.76. 34 Belize yohal an. i df . i ET SCAN Potential SSH Scan 1
31.45.132.4 147.237.76.34 Qoatia yohal an. i df . il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address | o ry Target Address |Ste Signature
207.46.13. 34 Lhited Sates 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 44
188. 247.78. 115 |Jordan 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 36
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop
190. 190. 86. 72 Argentina 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or
L Geo- | ocati on .
37.77.51. 136 Iraq 147.237. 77. 227 |e. hanaz. i df .i | Geo-1 ocati on i nbound enf or cenent drop 2
enf or cenent
. o Geo- | ocati on o
177.159. 154. 34 |Brazil 147.237.72. 217 |e.idf. il Geo- | ocation i nbound enf or cenent drop 2
enf or cenment
46. 19. 86. 26 I srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 2
5.9.88.103 Ger many 147.237.77. 216 |dover.idf.il drop SAMrul e drop 2
190. 190. 86. 72 Argentina 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout alert 2
24. 15. 66. 106 Lhited Sates [147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout moni t or 2
46. 19. 86. 216 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 1
184. 105. 139. 104|lhited Sates |147.237.0.19 |nadimatal.idf.il [SYN Attack SYN -> SYN-ACK -> RST noni t or 1
109. 67. 104. 115 |Israel 147.237.72. 166 |aka. i df . i drop Frst packet isn't SYN drop 1
62. 210. 243. 100 |FAance 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
216.218.206.78 |Whited Sates 147.237.72. 167 |ishurimaka.idf.il |SYN At ack SYN -> SYN-ACK -> RST noni t or 1
186.237.73.31 |Brazil 147.237.76.30 |hinush.idf.il Bad TCP sequence SWretransnit wth different sequence noni t or 1
176. 13. 21. 209 | srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
71. 6. 146. 130 Lhited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
] Do SYNPAXK retransnit with different .
52.3.105. 23 Lhited Sates 147.237.72. 166 |aka. i df . il Bad TCP sequence wi ndow scal e noni t or 1
190.190.86.72 |Argentina 147.237.76.30 |hinush.idf.il Bad TCP sequence SYNretransmt wth different sequence noni t or 1
184.105. 139. 116|lhited Sates 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
109. 253. 158. 79 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
62. 210. 243. 100 |Fance 147.237.76.39 |mobile.reitav.idf.i|SYN At ack SYN -> SYN-ACK -> RST noni t or 1
216.218.206.86 |Whited Sates 147.237.76. 148 |gqcent er. aka. i df . i | |dr op drop 1
46. 19. 86. 26 I srael 147.237.72. 156 |anan.i df .il Bad TCP sequence I'nval i d ACK nunber alert 1
99.113.117.5 Lhited Sates [147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST moni t or 1
) L Geo-l ocati on o
52.198.122.46 |Japan 147.237.76. 197 |e. hinush. i df . i Geo- | ocati on i nbound enf or cenent drop 1
enf or cenent
202. 226. 145. 18 |Japan 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
. . - Geo- | ocati on o
184. 105. 247. 198|lhited Sates |147.237.76. 197 |e. hinush.idf .il Geo-1 ocati on i nbound enf or cerent drop 1
enf or cement
. Geo-1 ocati on o
138. 246. 253. 19 |Ger many 147.237.8.14 |e.orchot.idf.il Geo- | ocation i nbound enf or cenent drop 1
enf or cenent
62.210.243. 100 |France 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
216.218. 206. 86 |lLhited Sates 147.237.77. 234 |hal ag.i df .il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
188.247.78. 115 |Jordan 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d ACK nunber noni t or 1
184. 66. 2. 230 Canada 147.237.77. 216 [dover.idf il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
104.162.99.64 ([Lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SYN drop 1
. Geo-1 ocati on S
52.198.122.46 |Japan 147.237.77. 212 |e.dover.idf.il Geo- | ocation i nbound enf or cenment drop 1
enf or cenent
186. 237.73. 31 Brazil 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 1
_ L Geo-1 ocati on o
141.212.122. 25 |lhited Sates 147.237.76.196 |e.sviva.idf.il Geo- | ocation i nbound enf or cenent drop 1
enf or cenent
Geo- | ocati on
62.210. 243. 100 |France 147.237.76.44 |e.refuah.idf.il Geo- | ocation i nbound enf or cenent drop 1
enf or cement
46. 19. 86. 216 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber alert 1
184.105.139.86 |lhited Sates 147.237.77. 243 |nobil e.i df . il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
104. 162. 99. 64 Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 1
52.198.122.46 |Japan 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST moni t or 1
186.237.73.31 |Brazil 147.237.76.30 |hinush.idf.il Bad TCP sequence SWNretransmt wth different sequence aert 1
. S Geo- | ocati on —
141.212.122.26 |lhited Sates 147.237.76.196 |e.sviva.idf.il Geo- | ocation i nbound enf or cenent drop 1
enf or cenent
70. 119. 94. 185 Lhited Sates 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
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|Top Attackers In V\AF|

A tacker Devi ce

Attacker Address Qount ry Target Address Sgnature Acti on ‘Oount
109. 253. 207. 207l srael 147.237.0.19 |nadimatal . i df. i |Suspi ci ous Response Code B ock 97
2.55.151.11 I srael 147.237.77.74 |lawidf.il Unaut hori zed HTTP Met hod B ock

2.55.151. 11 I srael 147.237.77.74 [lawidf.il Ml tipl e Unaut horized URL Access from 2. 55.151. 11 B ock

2.55.151. 11 | srael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to ww |l awidf.il/sip_storage/files/4/ B ock
66.249.76.77  |israel 147.237.72. 166 |aka. i df . i | ﬂ?ﬁgggefﬁsﬁtfﬁf;itsﬂpi teychayal | Bl ock 1
46.120. 122. 219 |Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unauthorized Method for Known URL from 46.120.122.219 |B ock 1
66. 249. 64. 99 I srael 147.237.77. 170 [maar achot . i df . i | [Uhaut hori zed URL Access to naarachot.idf.il/pdf Bl ock 1
157.55.39. 196 |Uited Sates 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/valtam Bl ock 1
66.249.65.59  |Israel 147.237.76.42 [refuah.idf.il  [Jo"horized VR Aoeess to aspx Bl ock 1
180. 76. 15. 163  |China 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to v i df.il/navy/ B ock

66. 249. 65. 60 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ robot s. t xt B ock
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