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|Top Attackers | n DDoS- Def ence |
Attacker Address |Attacker Country |Target Address |Site

|Signature |Device Action |Count]|
192. 184. 40. 86 Lhited Sates 147.237.76. 148 ggcenter. aka. i df.il|JLM Under Attack _Con_Tcp drop 2
218. 95. 228. 109 Chi na 147.237. 76. 147 chi nuch. aka.idf.il |Back List drop 1
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1 ure Devi ce Action

51. 254, 97. 218 France 147.237.77. 216 dover.idf.il |CL000074: HTTP. majestic bot Per mit 8
178. 151. 143. 163 kr ai ne 147.237.72. 166 aka.idf.il C1000074: HITP. maj estic bot Per nit 2
5.29.217.24 I srael 147. 237.72. 156 aman.idf.il [32390: HITP. Suspicious User-Agent (Mzilla) B ock 2
69. 30. 213. 202 Lhited Sates 147.237.77. 216 dover.idf.il |CL000074: HTTP. majestic bot Per mit 2
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|Top Attackers In |D|

Target Address ‘Attacker Quntry |Ste Signature
66.249.79. 4 147.237.76.86 |lhited Sates navy. idf.il ET SCAN NVAP -sA (2) 283
46. 120. 122. 219 |147. 237. 72. 166 |l srael aka.idf.il Xenu Link S euth User Agent 2
27.72.57.38 147.237. 77. 216 |\ et nam dover.idf.il Xenu Link S euth User Agent 2
_ o ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
120. 33.120. 83 |147.237.77.74 |China lawidf.il , 2
Potential Scan or Brute Force
66.249. 66. 103 |147.237.77. 226 |Wited Sates v chanat z. aka. i df .il [ET SCAN NVAP -sA (2) 1
46.172.91.21 |147. 237.76. 199 |kr ai ne e. nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
2.50.129.147  |147.237.76. 147 Er:;rt:tdesNab chi nuch. aka. i df .1 ET SCAN NVAP -sS wi ndow 4096 1
185.40.4.208  |147.237. 76. 30 gz:::lnion hi mush. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
66.249.64.99 |147.237.77.170|W0ited States naar achot . i df . i | ET SCAN NVAP -sA (2) 1
46.172.91.21 |147.237.76. 176 | krai ne test.ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
208. 100. 26. 228 [147.237.8.45 |Wnited Sates e.eitanidf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
207. 46.13. 34 Lhited Sates 147.237.77. 216 |dover.idf .i | drop SAMrul e drop 34
24.4.50.221  |[uwited Qates  [147.237.76.30 |himush.idf.il Bad TCP sequence SS;l;lur:r:Cr:nsnnt wthdifferent | onitor |17
24.4.50.221 Lhited Sates 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout |nonitor 17
24.4.50.221  |thited Qates  [147.237.76.30 |himush.idf.il Bad TCP sequence isur:r:cr:nsm Wth different o ert 16
24.4.50. 221 Lhited Sates 147.237.76.30 |hinush.idf.il SYN At tack SYN -> SYN-ACK -> Tineout |[alert 16
24.4.50. 221 Lhited Sates 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |15
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 7
208.54.36.149 |[Uhited Sates  |147.237.76.30 |hirush.idf.il Bad TCP sequence i’;‘ur:rt]gsnsm wth different o ot 6
208.54.36.149 |[lhited Qates  [147.237.76.30 |himush.idf.il Bad TCP sequence isur:r:cr:nsm wehdfferent —fonitor |5
208.54.36.149 |Lhited Sates 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |5
208.54.36.149 |Lhited Sates 147.237.76.30 |hinush.idf.il SYN At tack SYN -> SYN-ACK -> Tineout |alert 5
208.54.36.149 |lUited Sates 147.237.76.30 |himush.idf.il SYN Attack SYN -> SYN-ACK -> Timeout |nonitor 4
186. 15. 151. 163 |Qosta R ca 147. 237. 72. 156 |anan. i df . i | SYN At tack SYN -> SYN-ACK -> Tineout |nonitor |4
202.106.38.21 |China 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
Sreanmng Engine: TCP Invalid i i ssi
185. 27. 106. 207 |Israel 147. 237.77. 243 |nubi l e.i df .i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.

202.106.38.21 [China 147.237.77. 216 |dover.i df . i | Bad TCP sequence Invalid ACK nunber aert 3

Uhited Arab S o
92. 98. 103. 150 Enirat es 147.237.77.176 |nat pash. i df . i1 dr op First packet isn't SYN drop 2
217.132. 146. 23 |Israel 147. 237.77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> RST nonitor |2
85. 64. 12. 87 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
62.138. 2. 243 Ger many 147.237.77. 216 |dover.idf.il drop SAMrul e drop 2
184. 105. 247. 204|lnited Sates 147.237.0.33  |idf.il drop drop 1
138. 246. 253. 19 |Ger many 147.237.77.61 |e.cogat.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
89.248.174. 4 Net her | ands 147.237.0.33  |idf.il dr op drop 1
188. 32. 132. 38 F“SS;:I”ion 147.237.72. 166 |aka. i df . SYN At t ack SYN -> SYN-ACK -> Timeout [monitor |1
141.212.122. 110|tnited Sates 147.237.72. 167 |i shuri maka. i of .i | SYN At t ack SYN -> SYN-ACK -> RST noni tor |1
107.173.95.136 |Wited Sates  |147.237.76.30 |himsh.idf.il Bad TCP sequence zgur:rﬁésnsmt weh different ) ert 1
216. 218. 206. 114|lhited Sates 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 1
66.191. 166. 230 |lLnited Sates 147.237.76.30 |himush.idf.il SYN Attack SYN -> SYN-ACK -> Timeout |nonitor 1
202. 226. 145. 18 |Japan 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 1
184. 105. 247. 232|nited Sates 147.237.0.35 |akavs.idf.il drop drop 1
141.212.122.21 |Uhited Sates 147.237.76. 176 |test. ncore.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
89.248.174.4  |Netherl ands 147.237.76. 202 |e. hal ag. i df .1 Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 1

enf or cenent

195. 62. 53. 168 R‘Sf:;”ion 147.237.0.15 |kosher-kravi.idf.il  |SYN Attack SYN -> SYN-ACK -> Timeout [nonitor |1
141. 212. 122. 111|nited Sates 147. 237.72. 167 |i shuri maka. i df . i | SYN At tack SYN -> SYN-ACK -> RST noni tor |1
107.173.95.136 |Wited Sates  |147.237.76.30 |himsh.idf.il Bad TCP sequence i’;ur:rtcr:nsmt wehdfferent —foonitor |1
216.218.206. 118|tited Sates  |147.237.77. 121 e navy.idf .il Geo- | ocati on enf or cenent gﬁ?;ggi'nfn I nbound drop 1
85.64.9. 165 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
141.212.122.22 |lhited Sates 147.237.76. 176 |test. ncore.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
37.26.149.181 |[Israel 147. 237. 72. 156 |anan. i of . i | SYN At tack SYN -> SYN-ACK -> RST noni t or

Russi an . .
195. 62. 53. 168 eration 147.237.0.33 |idf.il drop drop 1
169. 229. 3. 91 Lhited Sates 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
109. 67.104. 115 |l srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SYN drop
141.212.122. 105|hited Sates  |147.237.8.50 |e.tikshuv.idf.il Geo- | ocati on enf or cenent gﬁ?glggi'ﬂfn I nbound drop 1
107.173.95.136 |Lnited Sates 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
46.19. 85. 189 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence Inval i d ACK nunber aert
169.229.3.91  |wited Sates  [147.237.77.226 "‘:’f"' chamatz. aka. 1df |y af t ack SYN -> SYN-ACK -> RST moni tor |1
109. 201. 154. 143|Net her | ands 147.237.77.233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout |nonitor
88.79.237.112 |Ger many 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST noni t or

Russi an e .
188. 32. 132. 38 Federati on 147.237.72. 166 |aka. i df .il drop First packet isn't SN drop 1
141.212.122. 106|Wnited Sates  [147.237.8.50 e tikshuv.idf.il Geo- | ocati on enf or cenent Sﬁ?o'rggi:ﬁn I nbound drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

count ry Target Address |Site Sgnature Acti on ‘Count
46.117. 253. 217 [l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 27
185, 27. 106. 207 [l srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 3
! waw. chamat z. aka. i df |ss. unitraceabl e Gnnection - Protocol viol ation
169. 229. 3. 91 Lhited Sates |147.237.77.226 il (SSL_OONN_CLI ENT_HELLO) None 1
203. 66. 168. 203 |Tai wan 147.237.76.31 |nakchal .idf.il PHP Att enpt B ock 1
. . D stributed Unaut hori zed LRL Access on

66. 249. 66. 146 [l srael 147.237.72. 156 [aman. i df . i | - Cidf i1/ robots. txt Bl ock 1

40.77.167.46 |Wited Sates [147.237.72. 156 |aman.idf. il Distributed haut horized URL Access on B ock 1
wan anan. i df . i | /robots. t xt

203. 66. 168. 203 [Tai wan 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to waw nakhal . i df.il/wp-1ogin. php B ock 1

68. 180. 229. 184 [Lhited Sates |147.237.72. 156 |aman. i df . i | Distributed haut hori zed URL Access on B ock 1
wn anan. i df . i | /robots. t xt

186.15. 151. 163 |sta Rca  |147.237.72. 156 |aman. i df . i | N""b'dt;)p' e Untraceable S3. Sessions from186.15.151. 163 (Qpen 0 1

204.79. 180. 236 [Lnited Sates |147.237.72. 166 |aka. i df . i | Wnauit hori zed Method PCBT for B ock 1
aka.idf.il/nluinitenpl ates/inner. asp

71.181.80.194 |lnited Sates |147.237.72.166|aka.idf.il Lhaut hori zed Method POST for ww aka.idf.il/ishurinnain/ Bl ock 1

186. 15. 151. 163 |Qosta R ca 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1

66. 102. 6. 4 Wited Sates |147.237.72. 166 |aka. i df il Dstri bL_Jt ed_ Uhaut hori zed Method for Known URL on B ock 1
ww aka. i df . i | / sachar

84.95.208.20 [Israel 147.237.72. 166 [aka. i df . i | PHP At t enpt B ock 1

190.51.24. 142 |Argentina 147.237.72. 166 |aka. i df . i | thaut hor | zed Method POST for B ock 1
waw aka. i df . i |/ mai n/ hone/ def aul t . aspx

66.249.65.52 | srael 147.237.77. 216 |dover . i df . i | thaut hori zed URL Access to B ock 1

wan i df . i |/ tenpl at es/ shar ed/ user cont r ol s/ header upper/
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