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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address | site |Signature  |Device Action |Count |
62. 210. 26. 232 Fance 147.237.76. 31 nakchal .idf.il B ack Li st drop 1
94.177. 164. 99 Ronani a 147.237.76. 44 e.refuah.idf.il B ack List drop 1
173. 208. 203. 10 Lhited Sates 147.237.76. 177 ncore.idf.il B ack List drop 1
62. 210. 26. 232 France 147.237.76. 30 hi nush. i df .i | B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount
46.4.120. 3 Ger many 147.237.77. 74 lawidf.il C1000074: HITP. naj estic bot Per nit 38
46.4.120.3 Ger many 147.237.72. 166 aka.idf.il C1000074: HITP. maj estic bot Per nirt 24
46.4.120.3 Ger many 147.237.77. 216 dover.idf.il C1000074: HTTP. maj estic bot Per nirt 13
46.4.120. 3 Ger many 147.237.77. 234 hal ag.idf.il C1000074: HITP. naj estic bot Per nit 2
151. 80. 41. 169 France 147.237.77. 74 lawidf.il C1000074: HITP. maj estic bot Per nirt 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
41.254.9. 215 147.237.77. 216 'J‘;Eihai”rip;;b dover.idf.il GPL WEB_SERVER / et ¢/ passwd 4
41.254.9.215 147.237.77. 216 S;Zhai”rx:b dover.idf.il QA Injection - Select From 4
91.121. 142. 227 |147.237.77. 216 |France dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 2
172.242. 41. 105 (147.237.0.200 |Lhited Sates mu.idf il ET SCAN NVAP -sS wi ndow 4096 1
117.21.248.87 |147.237.76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
117.21.248.87 |147.237.0.35 |China akaws. i df il ET SCAN Potential SSH Scan 1
104. 202. 122. 139|147.237.0.19 |Lhited States nadimatal .idf.il |VEB-QO3J redirect access 1
89.163.224. 115 |147.237.77. 179 |Ger many e.nazi.idf.il ET SCAN Potential SSH Scan 1
89. 163. 224. 115 |147.237. 76. 148 |Ger many gqcenter. aka.idf.i [ET SCAN Potential SSH Scan 1
97 12 211 101 |147. 237, 0.200 |chi na . ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
117.21.248.87 |147.237. 76. 196 |Chi na e.sviva idf.il ET SCAN Potential SSH Scan 1
117.21.248.87 |147.237. 76. 147 [Chi na chinuch. aka.idf.il |[ET SCAN Potential SSH Scan 1
117.21.248.87 [147.237.0.34 |China tikshuv.idf.il ET SCAN Potential SSH Scan 1
89. 163. 224. 115 |147.237. 76. 197 |Ger many e. hinush. i df .i | ET SCAN Potential SSH Scan 1
82.166.102.32  |147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker ountry|Target Address |Ste Signature
173.58.34.106 |Uhited Sates 147.237.76.30 |himush.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout monitor  |167
207.46.13. 34 Lhited Sates 147.237.77. 216 |dover.idf .il dr op SAMrul e drop 33
46. 19. 86. 84 I srael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence I'nval i d ACK nunber nonitor |14
46. 19. 86. 84 I sr ael 147. 237. 77. 176 |nat pash. i df . i | Bad TCP sequence I'nval i d ACK nunber alert 12
92.98. 103. 150 ;;rtaetdesﬁab 147. 237. 77. 176 |nat pash. i df . i | drop First packet isn't SN drop 10
84.108.201.51 [lIsrael 147.237. 72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or
46.19. 86. 84 I sr ael 147.237. 77. 176 |nat pash. i df . i | SYN Att ack SYN -> SYN-ACK -> RST noni t or
208.54.36.149 |[lhited Sates  |147.237.76.30 |nimshidf.il  |Bad TCP sequence i’;ur;;é:r‘s’m wth different monitor |6
208.54.36.149 |Uhited Sates 147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval i d ACK nunber monitor |6
66.102. 9. 149 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
24. 4.50. 221 Whited Sates 147.237.76.30 |hinush.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout monitor |5
208.54.36.149 |Uhited Sates 147.237.76.30 |himush.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout monitor |5
208.54.36.149 |lnited Sates  [147.237.76.30 |hinush.idf.il Bad TCP sequence i’&ﬁfﬂégﬂsm wth different alert 5
71.62. 141. 29 Lhited Sates 147.237.76.30 |[hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout alert 5
71.62.141. 29 Lhited Sates 147.237.76.30 |hinush.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout monitor |5
24. 4.50. 221 Lhited Sates 147.237.76.30 |hinush.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout alert 4
208.54.36.149 [lWited Sates 147.237.76.30 |[hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout alert 4
198.50. 16. 254  |Argentina 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 4
71.62.141.29  Uited Sates  [147.237.76.30 |himush.idf.il Bad TCP sequence i’:J:;é:nsm Wth different moni tor |4
66. 191. 166. 230 |Lhited Sates 147.237.76.30 |himush.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout nonitor |4
24.4.50.221  |Wnited Sates  [147.237.76.30 |hinush.idf.il Bad TCP sequence izlljeetncr:nsm't wth different alert 4
24.4.50.221  |Uhited Sates  |147.237.76.30 |nimshidf.il  |Bad TCP sequence iz'l;:;é:m"“ with different monitor |4
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 3
71.62.141.29  [Uhited Sates  |147.237.76.30 |nimshidf.il  |Bad TCP sequence i’;ﬁéj‘sm wth dfferent alert 3
144.76.75.205 |Ger nany 147.237.76.30 |himsh.idf.il Bad TCP sequence S:Z'J:tncrgnsm't Wth different moni tor |3
Sreaming Engine: TGP Invalid i i ssi
207.46.13.142 |Wited Sates  |147.237.77. 243 |nobil e.idf i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
144.76.75.205 |Ger many 147.237.76.30 |hinush.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout alert
144.76.75.205 |Ger many 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN ACK -> Ti meout noni t or
31.13.100.114 |lreland 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
144.76.75.205 |Ger nany 147.237.76.30 |himsh.idf.il Bad TCP sequence S:Z'J:tncrgnsm't Wth different alert 2
109. 253. 213. 202|i sr ael 147.237. 72. 156 |anan.i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or
144.76.75.205 |Ger many 147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or
. . . SYNtACXK retransmt wth .
89. 138. 110. 206 |l srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence di fferent vindow scal e noni t or 2
46. 19. 85. 189 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
89.139.171. 215 |Israel 147. 237. 72. 156 |anan. i of . i | SYN At t ack SYN -> SYN-ACK -> Ti neout nonitor |2
31.13.100.112 |lreland 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
79. 180. 14. 91 I srael 147. 237. 72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
46. 19. 86. 40 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
109. 253. 201. 46 |l srael 147.237.72. 156 |anan. i df . il drop First packet isn't SYN drop 1
89.248.174. 4 Net her | ands 147.237.0.35 |akaws.idf.il drop drop 1
195. 62. 53. 168 R‘Sf;:t”i o 147.237.0.19 |medimatal.idf.il |SYN Attack SYN -> SYN-ACK -> Timeout  |monitor |1
169.229.3.91  |Wited Sates  |147.237.8.24 |elifestyle.idf.il |Geo-1 ocation enforcenent Geo-1 ocati on i nbound drop 1
enf or cenent
52.198.122.46  |Japan 147.237.0.15  |kosher-kravi.idf.i|SYN At t ack SYN -> SYN-ACK -> RST nonitor |1
141.212.122. 105|thited Sates 147.237.76.34 |yohalan.idf.il drop drop 1
89.248.174.4  |Nether| ands 147.237.76.198 |e.yohal an.idf.il  |[Geo-1 ocation enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
169.229.3.91  [Wiited Sates  |147.237.77.178e.natpash.icf.il |Geo-1ocation enf or cenent Geo- ocati on i nbound drop 1
enf or cenent
109. 253. 202. 120]l srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SN drop 1
89.248.174.4  |Netherlands 147.237.8.24 |e.lifestyle.idf.il |Geo- | ocati on enf or cement Geo-1 ocati on i nbound drop 1
enf or cenent
169. 229. 3. 91 Whited Sates 147.237.8.45 |e.eitanidf.il SYN Att ack SYN -> SYN-ACK -> RST monitor |1
52.198.122.46  |Japan 147.237.0.35 |akaws.idf.il drop drop 1
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|Top Attackers In V\AF|

A tacker

Attacker Address Target Address |Site dgnature Devi ce

‘Oount

Country Action
89.139. 171. 215 | srael 147. 237.72. 156 |aman. i df . i | w;;)pl e Untraceabl e SS9 Sessions from89. 139. 171. 215 (Cpen None 1
: . . Unaut hori zed URL Access to
173. 231. 185. 150|Wited Sates [147.237.77.216|dover.idf .il 147 23777, 216/ adm n/ | 18n/ r eadme.  xt B ock 1
66.249. 64. 103 |l srael 147.237.77. 170 |maar achot . i df . i | Unaut hori zed URL Access to naarachot.idf.il/pdf/ B ock 1
89.139. 171. 215 |[lIsrael 147.237.72. 156 |anman. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
Unaut hori zed URL Access to
207.46. 13. 42 Whited Sates [147.237.77.234|hal ag.idf.il waw | ogi stics.atal.idf.il/tenplates/shared usercontrol s/ header upper [B ock 1
/
66.249.66.196 [Israel 147.237.72. 156 |anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt Bl ock 1
104. 236.122. 34 |Uited Sates |147.237.72.156|anan. i df.il Lhaut hori zed URL Access to vww aman. i df.il/robots. t xt B ock 1
66. 249. 76. 63 I sragl 147. 237.72. 166 |aka. i df . i | :qaut hori zed URL Access to aka.idf.il/sip storagel/files/ 6/ Noipw B ock 1
148. 251. 192. 100|Ger nmany 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for waw aka. i df.il/ishurind Bl ock 1
. . Unaut hori zed Met hod HEAD for
46.120.122. 219 |Israel 147.237.72. 166 |aka. i df . i | Wi aka, i of i1/ il Ui it enpl at es/ i nner . asp B ock 1
66.249. 76. 106 | srael 147. 237.72. 166 |aka. i df . i | tnaut hor | zed URL Access to B ock 1
wn aka. i df . i |/ consol e/ core/ doc_ngr/nul |
m ny- kosher -kravi . i d
173.231. 185. 150|Lhited Sates [147.237.0.17 f Inly Unaut hori zed URL Access to 147.237.0. 17/ adm n/i 18n/r eadne. t xt |B ock 1
66. 102. 6. 3 Lhited Sates |147.237.72.166|aka.idf.il Unaut hori zed Met hod PCST for ww aka. i df . il /sachar Bl ock 1
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