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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country

|Target Address |Site |Signature |Device Action |Count |
185.94.111. 1 Russi an Federation 147.237.76. 198 e.yohalan.idf.il |Back List drop 1
58. 218. 200. 137 Chi na 147.237.76. 177 ncore.idf.il JLM Under At tack_Con_Tcp dr op 1
71.6.167. 142 Lhited Sates 147. 237. 76. 200 eitan.aka.idf.il |Back List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action ‘Count |
41.254.9.215 Li byan Arab Janahi riya 147.237.77.216 |dover.idf.il |[3886 HITP. Qoss Ste Scripting in PCST Request B ock 4
92. 238. 226. 245 Uni ted Ki ngdom 147.237.72.166 |aka.idf.il |CL000074: HTTP. najestic bot Per nirt 3
46.4.123. 172 Ger nany 147.237.72.166 |aka.idf.il C1000074: HTTP. naj estic bot Per nirt 3
46.4.123.172 Ger many 147.237.77.216 |dover.idf. il [CL000074: HITP. najestic bot Per nit 2
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|Top Attackers In |D|

Target Address

A tacker
Count ry

Signature

46.120. 122. 219 (147. 237. 77. 216 |I srael dover.idf.il Xenu Link Seuth User Agent 13
91.121. 116. 113 [147. 237. 77. 216 |France dover . idf.il ET WEB _SERVER Fake Googl ebot UA 1 | nbound 2
151. 80. 41. 177 |147.237. 72. 166 |France aka.idf.il ET WEB SEFRVER Fake (oogl ebot UA 1 | nbound 2
78.129.171. 173 [147. 237. 76. 30 |Wnited Ki ngdom |hi nush.idf.il ET SCAN Potential SSH Scan 1
17 196.34. 193 |147. 237 77 233 |1 51 ael atal idh il ET DG5S Large anount of TCP ZeroWndow - Possible Nkiller2 1
DDos attack
58. 218. 200. 137 |147. 237. 76. 202 |Chi na e halag.idf.il ET SCAN Potential SSH Scan 1
208. 100. 26. 228 |147.237.77. 178 |lhited Sates  |e matpash.idf.il ET SCAN NVAP -sS wi ndow 1024 1
58. 218. 200. 137 [147. 237. 76. 44 |Chi na e.refuah.idf.il ET SCAN Potential SSH Scan 1
208. 100. 26. 228 |147. 237.76. 34 |lLhited Sates yohal an.idf.il ET SCAN NMVAP -sS wi ndow 1024 1
50. 84.213. 146 |147.237.76.202|lhited Sates |e halag.idf.il ET SCAN NVAP -sS wi ndow 4096 1
180. 213. 5. 205 |147.237.76.39 |China nobi | e.neitav.idf.il [ET SCAN NVAP -sS w ndow 1024 1
176. 20. 227. 98 |147.237. 77. 227 |Dennar k e. hanaz. i df .il ET SCAN NVAP -sS wi ndow 1024 1
14.152.59.11 |147.237.72. 167 |Chi na i shurimaka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
121. 223. 248. 67 |147.237.8.50 |Australia e tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
78,140, 6149|147 237 76,42 |FUSSIan refuahidf | ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons, 1
Federati on Potential Scan or Brute Force
78.129.171. 173 [147.237.8.50 |United Ki ngdom [e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
66.249. 64. 107 [147.237.77.170|Whited Sates  [mmarachot.idf.il ET SCAN NVAP -sA (2) 1
58. 218. 200. 137 |147. 237. 76. 196 [Chi na e.svivaidf.il ET SCAN Potential SSH Scan 1
208. 100. 26. 228 |147. 237. 76. 147 |Uhited Sates  |chi nuch. aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
58. 218. 200. 137 [147.237.0.16 |China ny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
180. 213.5.205 [147.237.77.178|Chi na e. mat pash. i df .il ET SCAN NMVAP -sS w ndow 1024 1
50. 84.213.146 [147.237.76.202|lnited Sates e halag.idf.il ET SCAN NVAP -sS wi ndow 3072 1
180. 213. 5. 205 [147.237.76.34 |China yohal an. i df . il ET SCAN NMAP -sS w ndow 1024 1
46.120. 122. 219 (147.237. 77. 74 [Israel lawidf.il Xenu Link Seuth User Agent 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature Action ‘Count
173.58.34.106 |lhited Sates 147.237.76.30 |himsh.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 109
207.46.13. 34 Lhited Sates 147.237.77. 216 |dover.idf .il dr op SAMrul e drop 48
134. 255. 231. 33 |Ger many 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 14
Li byan Arab . . -
154. 127. 76. 208 3 iriya 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 13
134.255.231. 33 |Ger nany 147.237.76.30 |himush.idf.il Bad TCP sequence SZ';J;;;:"S"“ Wth different aert 12
134.255. 231. 33 |Ger many 147.237.76.30 |hi nush.i df i Bad TCP sequence iz'l:eetncr:nsmt wth dfferent monitor |12
134. 255. 231. 33 |Ger many 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN ACK -> Ti meout moni t or 10
Sreaning Engine: TCP Invalid i i SSi
46.19.86.167  |Israel 147.237.77. 243 |robi | e. i of .| g =g Invalid segnent retransmssion. g, 9
Ret ransm ssi on Packet dropped.
134. 255. 231. 33 |Ger many 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN ACK -> Ti meout alert 8
154.127.76. 208 |1 Y31 A 147. 237.77. 216 |dover. i df . i Bad TCP sequence monitor |8
Janahi riya
52.3.127. 144 Lhited Sates 147. 237.72. 166 |aka. i df .i | drop SMMrule drop 5
154, 127. 76. 208 'J" byai”rip;:b 147. 237. 77. 216 |dover. i df .| Bad TCP sequence Inval i d ACK nunber noni tor |4
Li byan Arab C e ) .
154.127.76.208 | iriya 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 4
Li byan Arab s .
154.127.76.208 |, iriya 147. 237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber alert 4
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
93.173.123.174 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence moni tor |3
24. 4. 50. 221 Lhited Sates 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 3
87.69.111.164 |[Israel 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 3
77.138.185. 174 |France 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber moni tor |3
Sreaning Engine: TGP Invalid i i ssi
2.53.155.155  |israel 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
77.138.185.174 |France 147. 237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber noni t or 2
77.138.113. 215 |France 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d AGK nunber nonitor |2
93.173.123.174 [lIsrael 147. 237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 2
141. 226. 162. 96 |l srael 147. 237. 72. 156 |anan. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 2
24. 4. 50. 221 Lhited Sates 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout alert 2
197.34.20.236 |Egypt 147. 237.77. 216 |dover.idf .il Bad TCP sequence nmoni t or 2
77.138.185.174 |France 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber alert 2
105. 108. 3.5 Ageria 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
24.4.50.221  |Uhited Sates  [147.237.76.30 |[nimshidf.il  |Bad TCP sequence f:’(\]'Jee;é:"s”“ wth different alert 2
197. 34.20.236  |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
109. 64. 53. 130 I srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or
24.4.50.221  |[Wited Sates  [147.237.76.30 |himush.idf.il Bad TCP sequence iz'l:eetncr:nsmt wth dfferent monitor |2
5.102. 195. 166 |l srael 147.237.0.34 |tikshuv.idf.il drop First packet isn't SYN drop 1
89.248. 174. 4 Net her | ands 147.237.76.30 |[hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
141.212.122. 111 |wited Sates 147.237.76.199 |e.nakchal .idf.il  |Geo- | ocati on enf or cement ﬁ?;'rggz;'mon  nbound drop 1
197.34.20.236 |Egypt 147. 237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber alert 1
141.212.122.25 |lhited Sates 147.237.76. 148 |gqcent er. aka. i of . i |dr op drop 1
181. 67.143. 160 |Peru 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout aert 1
52.3.127. 144 Lhited Sates 147.237.77. 74 |lawidf.il drop SMrule drop 1
109. 253. 130. 80 |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
169. 229. 3. 91 Lhited Sates 147.237.76. 177 |ncore. i df . il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
37.26.147.138 |[Israel 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
89.248.174.4  |Nether| ands 147.237.77. 212 |e.dover.idf.il  |[Geo-1ocation enf or cement Geo-I ocati on i nbound drop 1
enf or cenent
2. 55. 156. 204 I srael 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
89.248.174. 4 Net her | ands 147.237.0.19 |nadimatal.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t or
141. 212. 122. 104|lhited Sates 147.237.77. 176 |nat pash. i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or
195. 62. 53. 168 RJSf;:I”ion 147. 237.77.170 |mearachot . i df .i1  |SYN At t ack SYN -> SYN-ACK -> RST monitor |1
169. 229. 3. 91 Lhited Sates 147.237.77.61 |e.cogat.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
169. 229. 3. 91 Lhited Sates 147.237.0.35 |akaws.idf.il dr op drop 1
89.248.174. 4 Net her | ands 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

count ry Target Address |Site Sgnature Acti on ‘Count

213.57.98.201 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 85

176. 13.225. 38 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 4

79.181. 109. 253 |I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2

66.249.65.52 |Israel 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to waw idf.il/atal 1/izkor/vi ew i ng. asp Bl ock 1

77.138. 113. 215 |France 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1

. . D stributed Unauthorized Method for Known URL on

89. 245. 89. 236 |Ger many 147.237.72. 166 |aka. i df . i | v aka. i df . i 1/ mai v hore/ def aul t . aspx B ock 1

66.249.65.53  |lIsrael 147.237.77.216|dover . i df .i | Lhaut hori zed URL Access to waw idf.il/atal 1/izkor/vi ew i ngt op. asp |B ock

77.138.241.83 |France 147.237.72. 156 |anan. i df . i | Lhaut hori zed URL Access to www anan. idf.il/favicon.ico B ock 1

. m ny-kosher -Kravi . i d |mitip e Untraceabl e SSL Sessions from 169. 229.3.91 (P ot ocol
169. 229. 3. 91 Lhited Sates |147.237.0.17 £l viol ati on (SSL_QONN QLI ENT_HELLO)) None 1
. - Uhaut hori zed URL Access to

66.249.65.58 |lsrael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 8804- he/ r ef uah. aspx Bl ock 1

46.4.74. 42 Ger many 147.237.72. 166 |aka. i df . i | Wnaut hor i zed Method HEAD for B ock 1
wwy aka. i df . i | / mai n/ gi yus/ gener al . aspx

66.249.76.58 |[lIsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/news/<a href= B ock 1

82. 81. 30. 52 I srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1

46.120.56.126 |Israel 147.237.72. 166 |aka. i df . i | thknoun Paraneter VI EASTATEENCRYPTED in None 1
ww aka. i df . i1/ nmai n/ sachar/ nai | box. aspx

207.46.13.73 |Lhited Sates |147.237.0.16 [ny-kosher-kravi . idf.i||Unauthorized UR. Access to vwwu ny-kosher-kravi.idf.il/ B ock 1

68.180.231. 57 |United Sates [147.237. 77. 216 |dover . i df .i | tnaut hor | zed URL Access to B ock 1
wan i df . i |/ newsi t e/ engl i sh/ docunent s. asp

84.109.3.215 |[lIsrael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wawidf.il/https: /waidf.il/ B ock 1
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