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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count]|
62. 201. 219. 90 Iragq 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2985

62. 201. 219. 90 Irag 147.237.77. 216 dover.idf.il TP Scan (vertical) drop 31

180. 160. 34. 245 Chi na 147.237.76. 148 ggcenter. aka.idf.il|B ack List drop 3

188. 219. 39. 3 Italy 147.237. 8. 24 elifestyle.idf.il |L4 Source or Dest Port Zero drop 1

94. 102. 49. 190 Net her | ands 147.237.76. 196 esviva.idf.il B ack List drop 1

58. 218. 200. 137 Chi na 147.237.76. 177 ncore.idf.il JLM Under _Attack_Con_Tcp drop 1

141. 226. 161. 165 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1




10-03-2016-00:04:01 to 10-03-2016-01:04:01

|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgnat ure Devi ce Action |Count
162. 210. 196. 98 Lhited Sates 147. 237. 72. 166 aka.idf.il CL000074: HTTP. maj estic bot Per nit 2
52.1.90. 117 Lhited Sates 147.237.72. 156 anan.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1




10-03-2016-00:04:01 to 10-03-2016-01:04:01

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
117.5.148.240 [147.237.77.216|M et nam dover.idf.il Xenu Link Seuth User Agent 4
208. 100. 26. 228 (147.237.8.24 |lWnited Sates e.lifestyleidf.il ET SCAN NMAP -sS wi ndow 1024 1
185. 40. 4. 208 147.237.0.17 |Russian Federation |mny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 1024 1
106. 75. 9. 82 147.237.0.33 |[China idf.il ET SCAN NVAP -sS w ndow 1024 1
91.201. 236. 155 |[147.237.76. 42 |lkraine refuah.idf.il ET SCAN NMAP -sS wi ndow 3072 1
66. 249. 65. 51 147.237.77. 216 |Wited Sates dover . idf il ET SCAN NVAP -sA (2) 1
5. 255. 90. 133 147.237.0. 200 |[Net her| ands . i df il ET SCAN NVAP -sS w ndow 1024 1
208. 100. 26. 228 |[147.237.76.30 [lLhited Sates hi mush. i df il ET SCAN NMAP -sS wi ndow 1024 1
188. 136. 237. 251|147. 237. 77. 170 'F;;u”i)”'i"’;‘;mc naar achot . i df . i | ET SCAN NVAP -sS wi ndow 1024 1
176. 20. 227.98  |147.237. 77. 234 |Dennar k hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
106. 75. 9. 82 147.237.0.35 |China akaws. i df i | ET SCAN NMAP -sS wi ndow 1024 1
106. 75. 9. 82 147.237.0.17 |[China mny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
91. 201. 236. 155 |147.237.76. 42 |krai ne refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
46.120.122.219 |147.237.77.74 |Israel lawidf.il Xenu Link Seuth User Agent 1
222.181.100. 241|147. 237. 77. 61 |China e.cogat.idf.il BT SCAN Behavi oral 'Lhusual ly fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |Ste Signature Acti on ‘Oount
62. 201. 219. 90 Irag 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 13934
86. 84.54. 34 Net her | ands 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 82
62.201.219.90 |irag 147. 237. 77. 216 |dover. i df . i | igi:‘t n?_i E:gt]' rgf c;l;?enent ;C?Do\fezgzzg;er?c“et. ‘;dd?:t)‘i drrnér;pe o4 [drop 66
207.46.13. 34 Lhited Sates  |147.237.77. 216 |dover.idf.il dr op SAMrul e drop 46
62.201.219.90 |[Irag 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber nonitor (38
62.201.219.90 |[Iraq 147.237. 77. 216 [dover. i df .i | Bad TCP sequence Inval i d ACK nunber alert 36
2.53.189.188 | srael 147. 237. 77. 243 |obi l e. i . i Streaning Engi ne: TCP Invali d segnent retransmssi on. drop 30
Inval i d Retransnission Packet dr opped.
176.13.230.92 [ srael 147.237.77. 243 |nobi l e. i of .1 Streamng Engi ne: TCP nvalid segnent retransmssion. drop 30
Inval i d Retransm ssion Packet dropped.
66.151. 138. 9 Wited Sates  |147.237.76.30 [hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout moni tor |29
136.243.5.203  |Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 20
24.4.50. 221 Lhited Sates  |147.237.76.30 [hinush.idf.il SYN At ack SYN -> SYN-ACK -> Ti neout alert 11
24.4.50. 221 Whited Sates  |147.237.76.30 [hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout moni tor |11
24. 4.50. 221 Wited Sates  |147.237.76.30 |hinush.idf.il Bad TCP sequence i’:J:tné:nsmt wth different moni tor |10
84.108. 246. 197 |Israel 147, 237. 77. 243 |nobi | e, i of . i | Streaning Engine: TCP nvali d segnent retransmssi on. drop 10
Inval i d Retransnission Packet dr opped.
24. 4.50. 221 Wited Sates  |147.237.76.30 |hinush.idf.il Bad TCP sequence i’:J:tné:nsmt wth different aert 8
45, 59. 183. 222 IJ_;r?:hainriNy;b 147.237.77. 216 |dover.i df i SYN At t ack SYN -> SYN-ACK -> RST monitor |7
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
66. 151. 138. 9 Lhited Sates  |147.237.76.30 [hinush.idf.il SYN At ack SYN -> SYN-ACK -> RST nonitor |6
46. 19. 85. 165 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 85. 165 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d ACK nunber nonitor |6
144. 76. 29. 66 Ger many 147.237.72. 166 |aka. i df . il drop SAMrul e drop 6
64.229.233. 235 |Canada 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout monitor |6
77.139.109.97  [France 147. 237.72. 166 |aka i df . i Bad TCP sequence mﬁsg reansmt wthdifferent | oitor |5
62.201.219.90 |[Irag 147.237.77. 216 |dover.i df .i SYN At t ack SYN -> SYN-ACK -> Ti neout moni tor |5
144.76. 29. 66 Ger many 147.237.72. 167 |i shurimaka.i df . i | drop SAMrul e drop 4
77.139.109.97 |France 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout moni tor |3
92.213. 30. 40 Ger many 147.237.77. 216 |dover.i df .i SYN Att ack SYN -> SYN-ACK -> Ti neout moni tor |3
71.62.141.29 Lhited Sates 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 3
109. 253. 145. 40 |l srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout moni tor |3
24. 4.50. 221 Lhited Sates  |147.237.76.30 [hinush.idf.il Bad TCP sequence Invalid AGK nunber moni tor |3
92.213. 30. 40 Ger many 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 3
185.3.147.246 |l srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber nonitor |2
82. 166. 102. 32 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2
62.201.219.90 |lraq 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 2
144.76.29.66  |Germany 147.237.77. 226 V‘:‘"IW chamatz. aka. idf |4 o) SAMrul e drop 2
5.22.134.238 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber monitor |2
109. 253. 133. 251 |l srael 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni tor |2
187.61.127.153 |Brazil 147.237.77. 212 |e.dover.idf.il Geo- | ocati on enf or cenent Geo- | ocati on i nbound enforcenent |drop 2
5.29.173.38 I srael 147.237.77. 170 |naarachot . i df . i | Bad TCP sequence I'nval i d ACK nunber nonitor |2
212.179. 90. 106 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2
5.22.134. 238 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 2
144.76. 29. 66 Ger many 147.237.76.86 |[navy.idf.il dr op SAMrul e drop 2
176.13.241.40 |Israel 147.237. 72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> RST noni tor |2
46.121.52. 58 I srael 147.237. 72. 166 |aka.i df .il SYN Attack SYN -> SYN-ACK -> Ti neout moni tor |1
84.109. 180. 144 |lIsrael 147. 237. 72. 156 |aman. i df .i SYN At tack SYN -> SYN-ACK -> RST monitor |1
169. 229. 3. 91 Lhited Sates  |147.237.77. 216 |dover.idf.il SYN At ack SYN -> SYN-ACK -> RST noni tor |1
144.76. 29. 66 Ger many 147.237.77. 216 |dover.i df .i | drop SMrule drop 1
5.22.134. 220 I srael 147.237.72. 156 |anan.i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |1
65. 35. 0. 137 Lhited Sates  |147.237.77. 216 |dover.idf.il SYN At ack SYN -> SYN-ACK -> RST noni tor |1
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|Top Attackers In V\AF|

A tacker

Devi ce

count ry Target Address |Site Sgnature Acti on ‘Count
62.201.219.90 |[lraq 147.237.77.216|dover. i df . il Mil tipl e Unknown HTTP Request Method from 62.201. 219. 90 Bl ock 303
62.201.219.90 |[iraqg 147.237.77.216|dover . i df . i Mil tipl e Abnormal Iy Long Request from 62.201. 219. 90 B ock 303
62.201.219.90 |irag 147.237.77.216|dover.idf.il Mil tiple Malformed URL from 62.201. 219. 90 B ock 303
62.201.219.90 [lraq 147.237.77.216|dover. i df . il Mitiple Illegal Byte Gode Character in Method from62. 201.219. 90 |B ock 68
77.125.13.125 |[lIsrael 147.237.77.243|nobi | e.i df . i | Ml tipl e Unhaut hori zed URL Access from 77.125.13. 125 B ock
5.22.134.225 |Israel 147.237.0.19 |[nadimatal .idf.il Suspi ci ous Response Code B ock
. . . Uhaut hori zed URL Access to
77.125.13.125 |l srael 147.237.77. 243|nobi | e. i df . i | nobi | e.i df.il/categorytenpl ates/|istchil ddocunent s/ 1071 B ock 2
77.125.13.125 |Israel 147.237.76. 42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ ref uah. aspx |B ock 1
. . Unaut hori zed Met hod HEAD for
136. 243. 35. 38 |Ger many 147.237.72. 166 |aka. i df . i | ww aka. i o i1/ brot her s/ ski ral def aul t. asp B ock 1
66.249.76.75 |[lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
. . Unhaut hori zed Met hod HEAD f or
46.120. 122. 219 (I srael 147.237.72. 166 |aka. i df . i | v aka. i o i |/ nai v gi yus/ general . aspx Bl ock 1
} . . D stributed Waut hori zed Met hod for Known URL on
66.102.9.8 United Sates |147.237.72. 166 |aka. i df .il wwy aka. i df . i |/ mai n/ hone/ def aul t . aspx B ock 1
: .. . S3. Whtraceabl e Gnnection - Protocol violation
169.229.3.91 |Lhited Sates [147.237.0.15 |kosher-kravi.idf.il (SSL OONN CLI ENT HELLO) None 1
68.180.231.57 |Uited Sates [147.237.77.216|dover.idf.il Paraneter Type Mol ation PageNumin v i df.il/1133-ar/ dover. aspx |B ock 1
. . Uhaut hori zed URL Access to
66.249.65.51 |Israel 147.237.77.216|dover. i df . il v i df i 1/ hebr ew or gani zat i on/ i gnal s/ at ar/ Bl ock 1
] . . . Mil tipl e Uhtraceabl e SS. Sessions from 169. 229. 3. 91 (Prot ocol
169.229.3.91 |thited Sates [147.237.76.30 |hinush.idf.il viol ation (SS. GON QLI ENT HELLO)) None 1
] . . Paraneter Type Mol ati on PageNumin
68.180.231. 60 |lnited Sates |147.237.77.176|nat pash.idf.il v cogat . i df . i |/ 2061- he/ cogat . aspx Bl ock 1
85. 64. 9. 165 I srael 147.237.77.216|dover. i df . il Lhaut hori zed URL Access to waw idf.il/https:/wanidf.il/ B ock 1
. . Uhaut hori zed URL Access to
66.249.65.60 [l srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 8941- he/ r ef uah. aspx Bl ock 1
46. 19. 85. 65 I srael 147.237.76.86 |[navy.idf.il Nal forned URL Bl ock 1
; . . . ; S3. Uhtraceabl e Gnnection - Protocol violation
169.229.3.91 |Whited Sates [147.237.76.39 |nobile. neitav.idf.il (SSL_OOWN OLI ENT HELLO) None 1
] . . Paraneter Type M ol ati on PageNumin
68.180.231.60 |lhited States [147.237.77.176 |nat pash.idf.il v cogat i df . i | / 901~ he/ cogat . aspx B ock 1
92.8.33. 103 Ei“r:gegom 147.237.77. 216 |dover. i df . i | Unaut hori zed LR Access to wwwidf.il/1133 B ock 1
wwy. chamat z. aka. i d |ostri i
66. 249. 66. 103 | srael 147.237.77. 226, . Distributed Whauthori zed LR Access on B ock 1
foil wwn chamat z. aka. i df . i | /404. aspx
46. 19. 85. 65 I 'srael 147.237.76.86 |navy.idf.il Unknown HTTP Request Method ok. katana in UR B ock 1
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