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|Top Attackers | n DDoS- Def ence |

Attacker Address \Attacker Country Target Address Signature Device Action Count

180. 97. 106. 37 Chi na 147.237. 76. 196 e.sviva.idf.il B ack List drop 1
191. 96. 249. 49 Ghile 147.237.76. 39 nobi | e. nei tav.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature

Devi ce Action |Oount

62. 210. 247. 14 France 147.237.77. 216 dover.idf.il |Cl000074: HTTP. majestic bot Per mit 114
220.181. 125. 23 Chi na 147.237.77. 233 atal .idf.il |CL000071: HTTP: User Agent Sogou+web+spi der Per it 3
62.210. 247. 14 France 147.237.72. 166 aka.idf.il C1000074: HTTP. naj estic bot Permit 2
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
46.120. 122. 219 147.237.77.216 I srael dover.idf.il Xenu Link Seuth Wser Agent 29
117. 5. 148. 240 147.237.77.216  |Metnam dover.idf.il Xenu Link Seuth Wser Agent 4
117. 158. 160. 211 147. 237.76. 38 Chi na eeneitav.idf.il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147.237.0. 17 Chi na mny- kosher -kravi . i df.il ET SCAN Potential SSH Scan 1
106. 75. 9. 82 147.237.0. 16 Chi na ny- kosher - kravi . i df i ET SCAN NVAP -sS wi ndow 1024 1
159. 203. 101. 193 147. 237. 76. 39 Lhited Sates nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
91. 201. 236. 50 147. 237.76. 199 Ukrai ne e. nakchal .idf.il ET SCAN NVAP -sS wi ndow 3072 1
159. 203. 101. 193 147.237.0. 200 Wited Sates . i df il ET SCAN Potential SSH Scan 1
78.129.171.173 147. 237. 76. 201 Uhi ted Ki ngdom eatal.idf.il ET SCAN Potential SSH Scan 1
159. 203. 101. 193 147.237.0.17 Lhited Sates mny- kosher -kravi . i df.il ET SCAN Potential SSH Scan 1
75. 146. 164. 205 147. 237.72. 167 Wited Sates i shuri maka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
125. 65. 82. 44 147. 237.76. 42 Chi na refuah.idf.il ET SCAN NMVAP -sS wi ndow 1024 1
61. 240. 144. 65 147. 237. 76. 200 Chi na eitan. aka idf.il ET SCAN Potential WNC Scan 5800- 5820 1
125. 65. 82. 44 147.237.76. 34 Chi na yohal an. i df .| ET SCAN NVAP -sS wi ndow 1024 1
61. 240. 144. 65 147.237.8. 27 Chi na e madimatal .idf.il ET SCAN Potential VNC Scan 5800- 5820 1
218.18.95. 71 147. 237. 76. 86 Chi na navy.idf.il ET SCAN Potential SSH Scan 1
117. 158. 160. 211 147. 237.76. 202 Chi na e halag.idf.il ET SCAN Potential SSH Scan 1
46.116. 57. 197 147.237.72.166  [lIsrael akaidf.il portscan: TCP D stributed Portscan 1
218.18.95. 71 147.237.0. 16 Chi na ny- kosher -kravi .i df . il ET SCAN Potential SSH Scan 1
117. 158. 160. 211 147.237.76. 148 Chi na gacent er . aka. i df .i | ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147.237.0. 19 Chi na nadi matal .idf.il ET SCAN Potential SSH Scan 1
159. 203. 101. 193 147. 237.76. 147 Lhited Sates chi nuch. aka. i df . il ET SCAN Potential SSH Scan 1
91. 201. 236. 50 147. 237.76. 199 krai ne e. nakchal .idf il ET SCAN NVAP -sS wi ndow 4096 1
159. 203. 101. 193 147.237.76. 34 Lhited Sates yohal an. i df . il ET SCAN Potential SSH Scan 1
78.129.171. 173 147.237.77. 61 Uhi ted Ki ngdom e cogat.idf.il ET SCAN Potential SSH Scan 1
159. 203. 101. 193 147.237.0.19 Wited Sates nadi matal .idf.il ET SCAN Potential SSH Scan 1
78.129.171.173 147. 237. 76. 34 Uhi ted Ki ngdom yohal an. i df.il ET SCAN Potential SSH Scan 1
159. 203. 101. 193 147.237.0. 15 Lhited Sates kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 65 147.237.77. 216 Chi na dover.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
125. 65. 82. 44 147. 237.76. 39 Chi na nobi | e. nei tav.idf.il ET SCAN NVAP -sS wi ndow 1024 1
61. 240. 144. 65 147. 237. 8. 50 Chi na e tikshuv.idf.il ET SCAN Potential VWNC Scan 5800- 5820 1
218.18.95. 71 147. 237.76. 177 Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
125. 65. 82. 44 147.237.76. 31 Chi na nakchal . i df.il ET SCAN NVAP -sS wi ndow 1024 1
218.18.95. 71 147.237.0. 17 Chi na mny- kosher -kravi . i df.il ET SCAN Potential SSH Scan 1
117. 158. 160. 211 147.237.76. 198 Chi na e.yohal an.idf .il ET SCAN Potential SSH Scan 1
208. 100. 26. 228 147.237.8. 24 Lhited Sates elifestyle.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

At acker

count ry Target Address |Ste Signature
86.84.54. 34 Netherlands  [147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 52
207.46.13.34 |Lhited Sates |147.237.77.216 |dover.idf.il drop SAMrul e drop 42
Sreaning Engine: TQP Invalid i i ssi
77.126.58.14 |israel 147.237.77. 243 |nobil e. i of . 9 =9 Invalid segnent retransmssion. drop 27
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
2.55.47.170  |Israel 147. 237.72. 167 |i shuri maka. i of . i 9 =g nval i d segnent retransmssi on. dr op 12
Ret ransni ssi on Packet dropped.
71.62.141.29 |Wited Sates |147.237.76.42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 9
85.0.14. 47 Swtzerland  [147.237.76.42 [refuah.idf.il  |Bad TOP sequence iz'l;eetncr:”sn“ wth dfferent alert 8
71.62.141.29 |Wited Sates |147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout aert
85. 0. 14. 47 St zerl and 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout alert
2.53.134.185 |[lIsrael 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST noni t or
71.62.141.29 |Wited Sates |147.237.76.42 |refush.idf.il  |Bad TCP sequence SZ';J:;;:”S"“ wth dfferent aert 7
71.62.141.29 |Wited Sates |147.237.76.42 |refuah.icf.il  |Bad TCP sequence iz'l;eetncr:”sn“ wth dfferent monitor |7
85.0. 14. 47 Sitzerland  [147.237.76.42 |refuah.idf.il  |Bad TCP sequence SZ';J:;;:”S"“ wth dfferent monitor |7
85. 0. 14. 47 S t zerl and 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 7
Sreamng Engine: TCP Invalid i i ssi
46.19.86.233 |Israel 147.237.77. 216 |dover. i f . i1 9 =g nvalid segnent retransmssi on. drop 7
Ret ransmi ssi on Packet dropped.
83.78.35.196 |Sitzerland  |147.237.76.42 [refuahidf.il  |Bad TOP sequence i’c\]ﬁee;crj”s”“ wth different alert 6
71.62.141.29 |hited Sates |147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or 6
85.0. 14. 47 Swtzerland  |147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or 6
79. 181. 141. 207 |I srael 147.237.72. 166 |aka.idf .il SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 6
37.26.146.130 |Israel 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 6
83.78.35.196 |Swtzerland 147.237.76. 42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout aert 6
83.78.35.196  |Saitzerland 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 5
24.4.50. 221 Lhited Sates [147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 5
52.3.127.144 |Wited Sates [147.237.77.74 |(lawidf.il drop SMrule drop 5
83.78.35.196 |Swtzerland  |147.237.76.42 |refuah.icf.il  |Bad TCP sequence iz'l;eetncr:”sn“ wth dfferent monitor |5
46.219.211. 15 |Wkraine 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
83.78.35.196  |Saitzerland 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
. . SYNVACK retransmt with different .
109. 253. 202. 44 |l srael 147.237.77. 176 |nat pash.idf .i Bad TCP sequence wi ndow scal e noni t or 5
50. 100. 95. 169 [Canada 147.237.76. 42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 4
178. 198. 37. 123 |Sa t zer| and 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout aert 4
178.198. 37. 123 |Sait zerl and 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 4
46.19.85.143  [Israel 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber alert 4
178.198.37.123 |Siitzerland  |147.237.76.42 |refuah.icf.il  |Bad TCP sequence iz'l;eetncr:”sn“ wth dfferent alert 4
46.19.85.143  [Israel 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or 4
178.198.37.123 |Snitzerland  |147.237.76.42 |refuah.icf.il  [Bad TCP sequence SZZ'J:;;Z‘”S”“ wth different monitor |4
87.71.10.119 |Israel 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or
46.19.86.233 |[Israel 147. 237. 77. 216 |dover.i df . i1 SYN At t ack SYN -> SYN-ACK -> RST noni t or
77.139. 211. 201 |France 147.237.72. 167 |i shurimaka. i df . i [SYN At t ack SYN -> SYN-ACK -> RST noni t or
R SYNVACK retransmt with different .
109. 253. 202. 44 |l srael 147. 237. 77. 216 |dover.i df . i1 Bad TCP sequence wi ndow scal e noni t or 3
46. 19. 85. 136 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 3
109. 253.130.5 |[lsrael 147.237. 77. 216 |dover.i df . i1 SYN At ack SYN -> SYN-ACK -> RST noni t or 3
46.19.86.233  [Israel 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d AGK nunber alert 3
212. 143.142. 56 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 3
46.19.85.136 |Israel 147.237.76.86 |navy.idf.il Bad TCP sequence I'nvalid ACK nunber aert 3
46.19.86.233  [Israel 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d AGK nunber noni t or 3
177. 228. 67. 201 [Mexi co 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 3
46.19.85.136  [Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 3
50. 100. 95. 169 [Canada 147.237.76.30 |hinush.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 3
24. 4.50. 221 Uited Sates |147.237.76.42 [refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout alert 3
178. 198. 37. 123 |Sni t zer | and 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nvalid ACK nunber noni t or 3
46.19.85.136 [Israel 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d AGK nunber alert 2
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At acker

Devi ce

count ry Target Address |Site Sgnature Acti on ‘Count
66.249.65.51 |lsrael 147.237.77.216|dover. i df . il Mil tipl e Uhaut horized URL Access from 66.249. 65. 51 B ock 2
46.120.69.91 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
40.77.167.54 |lthited Sates |147.237.76.31 |nakchal .idf.il Lhaut hori zed URL Access to 147.237.76.31/robots. txt B ock 1
220. 181. 125. 23 |Chi na 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1489-he/ at al . aspx |B ock 1
. . Unhaut hori zed Met hod PCBT for
77.139.26.34  |France 147.237.72. 166 |aka. i df . i | v aka. i df i |/ nai v har edi m gener al . aspx B ock 1
66.249.65.10 |Israel 147.237.77.243|nobi l e.i df . i | Distributed Suspicious Response Gode B ock 1
. . i S3. Uhtraceabl e Gnnection - Protocol violation
169.229.3.91 |thited Sates [147.237.72.166|aka.idf.il (SSL OONN CLI ENT HELLO) None 1
66.249.76.75 |lsrael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ B ock 1
. . . D stributed Unaut hori zed URL Access on
40.77.167.92 |thited Sates |147.237.77.216|dover.idf.il 147 237 77 216/ r obot 5. £ xt B ock 1
. . Unhaut hori zed Met hod PCBT for
77.139.90.81 |France 147.237.72. 166 |aka. i df . i | v aka. i df i |/ ngi n/ gi yus/ yahash2017/ | obby. aspx B ock 1
. . . S3. Uhtraceabl e Gnnection - Protocol violation
169.229.3.91 |lhited Sates |[147.237.77.234|hal ag.idf.il (SSL_OONN QLI ENT HELLO) None 1
. . . Paraneter Type M ol ati on PageNumin
68.180.231. 60 |Wited Sates |147.237.77.176|natpash.idf.il v cogat . i df . | / 1043- ar/ cogat . aspx Bl ock 1
79.183.39.16 | srael 147.237.72. 166 |aka. i df . i | Wnaut hori zed Met hod HEAD for = B ock 1
v aka. i df . i |/ nai n/ gi yus/ ki osk/ ki osk. aspx
66.249.65.52 |[Israel 147.237.77.216|dover.idf .l Ml tipl e Unaut horized URL Access from 66. 249. 65. 52 B ock 1
5.29. 181. 69 I srael 147.237.72. 166 [aka. i df . i | Ml tiple Unaut horized URL Access from 5. 29. 181. 69 B ock 1
. . . Unhaut hori zed Met hod PCST for
204.79.180. 163 |Lhited Sates |147.237.72.166|aka.idf .il v aka i of i1/ ui it enpl at es/ hone. asp B ock 1
. . . Paraneter Type M ol ati on PageNumin
68.180.231.60 |Lhited Sates |147.237.77.176 [nat pash. i df .| v cogat . i df . i |/ 2061~ he/ cogat . aspx B ock 1
. . Unhaut hori zed Met hod HEAD for
46.120. 122. 219 |l srael 147.237.72. 166 |aka. i df . i | wiww aka. i o i |/ nai v i yus/ general . aspx B ock 1
84.111.114.89 [Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1517-he/ atal . aspx |B ock 1
. . Uhaut hori zed URL Access to
66.249.65.59 [l srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 8819- he/ r ef uah. aspx B ock 1
5.29.181. 69 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/main/ B ock 1
204.79.180. 183 |United Qates |147. 237. 72. 166 |aka. i df . | Whaut hor i zed Method POST for B ock 1
wan aka. i df . i |/ mai n/ hone/ def aul t . aspx
. . . Unhaut hori zed Met hod PCBT for
75.85.70. 23 Lhited Sates |147.237.72.166|aka.idf .il v aka. i df i |/ chi nuch/ hore/ def aul t . asp B ock 1
66.249.64.9 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
92.8.33. 103 Ei"'rf;gom 147.237.77. 216 |dover. i df . i | Unaut hori zed LR Access to wwmidf.il/1133 B ock 1
wwv. chamat z. aka. i df ) o
66. 249. 66. 105 |l srael 147.237.77. 226 Unaut hori zed URL Access to www chanat z. aka. i df . i1/404. aspx B ock 1
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