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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
180. 97. 106. 37 Chi na 147.237.76. 44 e.refuah.idf.il B ack List drop 1
180. 97. 106. 162 Chi na 147.237.76. 176 test.ncore.idf.il |Back List drop 1
115. 146. 126. 249 Wi et nam 147.237.76. 38 eeneitav.idf.il |Back List drop 1
183. 60. 48. 25 Chi na 147.237.76. 42 refuah.idf.il JLM Under Attack_Con_Tcp drop 1
115. 146. 126. 249 Wi et nam 147.237.76. 44 e.refuah.idf.il B ack List drop 1
218.93.211. 112 Chi na 147.237.0. 35 akaws. i df.il JLMPurple Gon Limt_Tcp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Count
220.181.125. 23 Chi na 147.237.77. 233 atal.idf.il |CLO00071: HTTP: User Agent Sogou+web+spi der Per nit 4
62.212.73.211 Net her | ands 147.237.77. 216 dover.idf.il |Cl000074: HITP. majestic bot Per nit 2
162. 210. 196. 130 Lhited Sates 147.237.77. 216 dover.idf.il [CL000074: HTTP. najestic bot Per it 2
199. 58. 86. 206 Lhited Sates 147.237.77.216  |dover.idf.il| |CLO00074: HTTP. majestic bot Per mit 2
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

66. 249. 65. 51 147.237.77. 216 |Whited Sates dover . i df .i| ET SCAN NVAP -sA (2) 1
62. 210. 243. 100 |147.237.76. 200 |France eitan.aka idf.il |ET SCAN NVAP -sS wi ndow 1024 1
24,173.213.138 (147.237.77.74 |Wited Sates lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
2.53.178. 116 147.237.77. 216 (I srael dover.idf.il portscan: TGP D stributed Portscan 1
185.40.4.208  |147.237.76. 148 ?ézz;;”im gacenter. aka i df.i [ET SCAN NVAP -sS wi ndow 1024 1
96.37.146.131 [147.237.72.14 |Wited Sates dover.idf.il(old) |ET SCAN NVAP -sS w ndow 4096 1
94.102.48.194 [147.237. 72. 156 |Net her | ands aman.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91. 201. 236. 158 |147.237. 72. 156 |krai ne aman.idf.il ET SCAN NMAP -sS wi ndow 1024 1
66.249.76.118 |147.237.72.166 |Lhited Sates aka idf.il SER.\/ER-APAO—E.Apache mod_ss| non-SSL connection to SSL port 1
deni al of service attenpt
62.210. 243. 100 |147.237.77.19 |France lawforumidf.il |ET SCAN NVAP -sS wi ndow 1024 1
46.120.122. 219 |147.237.77. 216 I srael dover.idf.il Xenu Link S euth Wser Agent 1
14.152.59. 11 147. 237. 72. 166 [Chi na aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
117. 158. 160. 211{147. 237. 76. 200 |Chi na eitan.aka idf.il |ET SCAN Potential SSH Scan 1
96.37.146.131 |147.237.72.14 |lLnited Sates dover.idf.il(od) |ET SCAN NMAP -sS w ndow 3072 1
91. 201. 236. 158 [147.237. 72. 156 |krai ne anan. i df.il ET SCAN NVAP -sS wi ndow 3072 1
78.129.171. 173 |147.237.76.42 |United Ki ngdom [refuah.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Devi ce

‘Attacker Qountry ‘Target Address [Ste Signature Action ‘Count
149.56.27.31 |lhited Sates 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout |nonitor 106
e SWNretransnit wth different .
80. 246. 133. 223 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence i ndow scal e monitor |32
S reanming Engi ne: TCP i i SSi
109. 253. 146. 82 |1 srael 147.237.77. 243 |robi | e. i of .| mng thgine. Invalid segnent retransmssion. | ., 30
Inval i d Retransnission Packet dr opped.
85. 0. 14. 47 S tzerl and 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |monitor |25
85.0. 14. 47 Sw t zer| and 147.237.76.42 |refuah.id.il Bad TCP sequence i’;‘l}:tné:nsmt weh dfferent . et 25
85. 0. 14. 47 Shitzerl and 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [alert 24
207.46.13. 34 Lhited Sates 147.237.77. 216 |dover.idf.il drop SAMrul e drop 24
85.0. 14. 47 Sw t zer| and 147.237.76.42 |refuah.idf.il Bad TCP sequence i’:l;:rtlégnsmt wehdifferent ) onitor |24
85. 0. 14. 47 S tzerl and 147.237.76.42 [refuah.idf.il Bad TCP sequence Invalid AGK nunber moni tor |20
178. 198. 37. 123 |Snit zerl and 147.237.76.42 |refuah.idf.il SYN At ack SYN -> SYN-ACK -> Ti meout |nonitor 19
83.78.35.196 [Swtzerland 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Timeout |nonitor 16
178.198. 37. 123 |Sui tzer| and 147.237.76.42 |refuah.idf.il Bad TCP sequence iEJeetnCr:nsmt wWthdifferent ) onitor |16
178. 198. 37. 123 |Sn t zerl and 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |alert 16
83.78.35.196 S tzerl and 147.237.76.42 |refuah.idf.il Bad TCP sequence SS;':J:;;:'BW Wth different 1 ert 15
83.78.35.196  |Switzer|and 147.237.76. 42 |refuah.idf.il Bad TCP sequence i’;‘ﬁé:‘“s”"t wehdfferent | onitor |15
83. 78. 35. 196 Swi t zerl and 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval id ACK nunber noni t or 15
83.78.35.196 [Swtzerland 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |aert 15
178. 198. 37. 123 |Sw t zer| and 147.237.76.42 |refuah.idf.il Bad TCP sequence i’:;:;;:”smt wehdifferent 1) et 13
141. 226. 162. 28 |l srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber noni tor |13
o SYNtACXK retransmt wth .
2.53. 60. 140 I 'srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence di fferent vi ndow scal e monitor |11
141. 226. 162. 28 |I srael 147. 237.77. 216 |dover.idf .i| Bad TCP sequence Invalid ACK nunber alert 11
178.198. 37. 123 |Sni t zer| and 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |10
24. 4.50. 221 Lhited Sates 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Timeout |nonitor 10
24.4.50. 221 Lhited Sates 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or
46.19.85.210 |israel 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
24.4.50.221  |wited Sates 147.237.76.42 |refuah.idf.il Bad TCP sequence i’:;:;;:”smt wehdifferent 1) et 9
24.4.50.221  |Uited Sates 147.237.76.42 |refuah.idf. il Bad TCP sequence iEJeetnCr:nsmt wWthdifferent ) onitor |8
24. 4.50. 221 Lhited Sates 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |alert
71.62.141.29 |lhited Sates 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Timeout |nonitor
46.19.85.224 |Israel 147.237. 77. 216 [dover.idf . i SYN Attack SYN -> SYN-ACK -> RST monitor |7
71.62.141.29 |Wited Sates 147.237.76.42 |refuah.idf.il Bad TCP sequence i’:;:;;:”smt wehdfferent  Joonitor |7
46.19.85.130 |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber monitor |6
Sreamng BEngi ne: TCP i i sSi
109. 253. 132. 49 |I srael 147. 237. 76. 200 |ei tan. aka. i df . i | mng tngihe- 1 Invalid segnent retransmssion. . 6
Invalid Retransnission Packet dropped.
71.62.141.29 |lhited Sates 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or
71.62.141.29 |Whited Sates 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |aert
109. 253. 143. 40 [l srael 147. 237. 72. 156 |anan. i df . i SYN Attack SYN -> SYN-ACK -> RST noni t or
71.62.141.29 |Uited Sates 147.237.76.42 |refuah.idf.il Bad TCP sequence i’;‘l{:;cr:mmt Wth different 1 ert 5
o SYN+ACXK retransmt with .
87.71.10.119 |[lIsrael 147.237. 72. 166 |aka. i df .i | Bad TCP sequence di fferent vi ndow scal mnitor |5
46.19.85.210 |[lIsrael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor
46.19.86.138 |Israel 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Tinmeout |nonitor
46.19.85.184 |Israel 147.237.72. 166 |aka. i of .| Bad TCP sequence SYNACK retransmt with monitor |4
di fferent w ndow scal e
185. 32.179. 36 [l srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Tineout |monitor |4
46.19.85.130 |l srael 147.237.77. 226 ["'" chanatz. aka. 1df a4 TCP sequence Inval i d ACK nunber moni tor |4
188. 161. 40. 183 | A SStin an Territony, \o 537 77 176 |mat pash. i of . i1 drop First packet isn't SWN drop 3
Qceupi ed
87.71.10.119 |[Israel 147.237.72. 166 |aka.i df i SYN Attack SYN -> SYN-ACK -> Tinmeout |monitor |3
109. 253. 199. 61 |1 srael 147.237.0.34  |tikshw.idf.il Bad TCP sequence SYNCACK retransmt wth monitor |3
different w ndow scal e
149.56.27.31 |lLited Sates 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST monitor |3
46.19.85.210 |Israel 147.237. 77. 216 |dover . i of . i Bad TCP sequence STNACK retransmt with monitor |3
different w ndow scal e
142.4.204.48 |lnited Sates 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor
46. 19. 85. 87 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
80.246.138.63 |[lIsrael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 38
66. 249. 65. 51 I srael 147.237.77. 216 |dover . i df .i | Unhaut hori zed URL Access to waw i df.il/navy/htn/tool fs. asp B ock 7
66. 249. 65. 52 I srael 147.237.77. 216 |dover. i df . il Mil tipl e Unauthorized URL Access from 66. 249. 65. 52 B ock 3
176. 13. 231. 237 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
220.181.125.23 |China 147.237.77.233|atal .idf.il Mil tipl e Unhauthori zed URL Access from 220. 181. 125. 23 B ock 1
69.120.227.28 |nited Sates |147.237.72.166|aka.idf.il Unaut hori zed Met hod POST for ww aka.idf.il/mai n/ hone/ defaul t.aspx  [Bl ock 1
148. 251. 192. 100|Ger many 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod HEAD for waw aka. i df.il/mai n/ hone/ def aul t.aspx |B ock 1
220.181.125.23 |China 147.237.77.233|atal .idf.il Unaut hori zed LRL Access to 147. 237.77. 233/ 994- he/ at al . aspx B ock 1
80. 246. 133. 223 |Israel 147.237.76.42 |refuah.idf.il  [Tyareer Type Molation <t Lg?fgfg;ﬁ”;fpfcem der 18txt Content in Bl ock 1
2.53.190. 23 | srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to www aka. i df.il/main/giyus/null Bl ock 1
157. 55. 39. 27 Uhited Sates [147.237.0.34 [tikshuv.idf.il [Unauthorized URL Access to tikshuv.idf.il/main/ giyus/giyus/general .aspx [B ock 1
66. 249. 65. 52 I srael 147.237.77. 216 |dover . i df . i | Unhaut hori zed URL Access to waw i df.il/kesher/ B ock 1
80. 246. 133. 223 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
52.30.171.229 |[ireland 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to / B ock 1
157.55.39.231 [wnited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237. 72. 166/ B ock 1
66. 249. 65. 58 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 994- 9736- he/ r ef uah. aspx  |B ock 1
66. 249. 64. 60 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1233- he/ at al . aspx B ock 1
66. 249. 65. 59 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 994- 8803- he/ r ef uah. aspx  |Bl ock 1
89.102. 27. 177 ggj‘;ﬂc 147. 237.72. 166 |aka. i df . i | Unaut hor i zed Met hod PCST for waw aka. i df . i | /i r/ r abanut / B ock 1
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