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|Top Attackers | n DDoS- Def ence |

Attacker Address \Attacker Country Target Address

Signature Device Action Count
194.177.16.3 | srael 147.237.76. 86 navy.idf.il B ack List drop 3
141.212. 122. 90 Lhited Sates 147.237.76. 39 nobi | e. nei tav.idf.il B ack List drop 1
180. 97. 106. 161 Chi na 147.237.76. 148 ggcenter. aka.idf.il B ack List dr op 1




10-02-2016-20:04:07 to 10-02-2016-21:04:07

|Top Attackers In IPS|

| Attacker Qountry

Attacker Address

Target Address

|Site

|Sgnature

Devi ce Action

|C0unt
58

69. 30. 211. 2 Lhited Sates 147.237.77. 216 dover.idf.il CL000074: HTTP. naj estic bot Per nit
69. 30. 211. 2 Lhited Sates 147.237.76. 31 nakchal .idf.il C1000074: HITP. naj estic bot Per nirt 4
69. 30.211. 2 Lhited Sates 147.237.76. 86 navy.idf.il C1000074: HTTP: mgj estic bot Per nit
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|Top Attackers In |D|

At acker

Target Address count ry Signature
146. 200. 148. 0 |147.237.77. 216 |Uni ted Ki ngdom |dover.idf.il Tehila - Perl LWP with fake user agent 3
91.121.135. 78 [147.237.72. 166 |France aka.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 3
208. 100. 26. 228 |147. 237. 76. 147 |Lhited Sates chi nuch. aka. i df .i | ET SCAN NVAP -sS w ndow 1024 2
_ o ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
112. 254. 142. 90 [147. 237.0.200 |Chi na mdu. i df il ) 1
Potential Scan or Brute Force
91.201.236.50 |147.237.76.39 [Wkraine nobi | e. nei tav.idf.il ET SCAN NVAP -sS w ndow 4096 1
222.101.6.122 |147.237.77.216 Okfrea' REPUDI T C ) over i WEB- FRONTPAGE / _vti_bin/ access 1
91.201. 236.50 [147.237.76.39 |Wkraine nobi | e. nei tav. i df.il ET SCAN NVAP -f -sS 1
208. 100. 26. 228 |147. 237.76. 177 |Lhited Sates ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
79.180. 99. 224 |147.237.77. 216l srael dover.idf.il portscan: TGP D stributed Portscan 1
58.220.2.5 147.237.77.61 |thina e.cogat.idf.il ET SCAN NMAP -sS wi ndow 1024 1
187.11. 196. 145 [147.237.72. 14 |Brazil dover.idf.il(old) ET SCAN NVAP -sS wi ndow 2048 1
185.40. 4.208  |147.237.77.235 ?;Z:::‘ion svivaidf.il ET SCAN NVAP -sS wi ndow 1024 1
185. 40. 4. 208  |147.237.77. 226 RRS::I”ion vy chamat z. aka. i df i1 [ET SCAN NMAP - sS wi ndow 1024 1
110. 159. 32. 84 |147.237.76.31 |Mlaysia nakchal i df.il ET SCAN NVAP -sS w ndow 4096 1
91.201. 236.50 [147.237.76.39 |Wkraine nobi | e. nei tav. i df.il ET SCAN NMAP -sS wi ndow 2048 1
208. 100. 26. 228 |147. 237. 77. 234 |Lhited Sates hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
208. 100. 26. 228 [147. 237. 76. 148 |Lhited Sates gacenter. aka. i df il ET SCAN NVAP -sS w ndow 1024 1
. L SERVER APACHE Apache nod_ssl non- SSL connection to SSL port
66.249.76.117 |[147.237.72.166|lWited Sates akaidf.il . . - 1
deni al of service attenpt
197. 45, 132. 217 |147. 237. 77. 216 |Egypt dover.idf.il portscan: TCP D stributed Portscan 1
46. 19. 85. 98 147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
187. 11. 196. 145 |147. 237.72. 14 |Brazil dover.idf.il (ol d) ET SCAN NVAP -f -sS 1
185.40. 4.208  |147.237.77. 227 RF;ZZ::;O[] e hanaz. i df .| ET SCAN NVAP -sS wi ndow 1024 1
185.40.4.208  |147.237.77. 212 ?éj;:;on e. dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |Jte Signature Acti on ‘Count
213.6.74.190  |Aestinian Territory, 147. 237. 77. 216 |dover . i of . i | drop First packet isn't SN drop 68
Cccupi ed
176.13.0.39 I srael 147.237.72. 167 |i shurimaka.idf.i|SYN At t ack SYN -> SYN-ACK -> Ti neout nmoni t or 38
Bad TCP SYNH it owi i
176. 13. 0. 39 I'srael 147. 237. 72. 167 |i shuri maka. i df . i YNFACK Tetransmit Wi th different moni t or 38
sequence w ndow scal e
176.13.0. 39 | srael 147.237.72. 167 |i shuri maka. i df . i [dr op First packet isn't SYN drop 33
176.13.0. 39 | srael 147.237.72. 167 |ishurimaka.idf.i |[SYN At t ack SYN -> SYN-ACK -> Ti neout alert 26
. S Bad TCP - '
85. 0. 15. 106 Sntzerl and 147.237.76.42 |refuah.idf.il SWNretransnmit wth different sequence alert 23
sequence
107.167.112.52 |Uhited Sates 147. 237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST moni t or 23
i L Bad TCP . ' )
85. 0. 15. 106 Sii t zerl and 147.237.76.42 |refuah.idf.il SYNretransmt wth different sequence noni t or 22
sequence
85. 0. 15. 106 St zerl and 147.237.76. 42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout alert 22
85. 0. 15. 106 Swi t zerl and 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 22
. L Bad TCP . )
85. 0. 15. 106 Shi t zerl and 147.237.76.42 |refuah.idf.il Inval id ACK nunber noni t or 18
sequence
85.0.14. 111 S t zerl and 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout alert 18
i L Bad TCP o '
85.0.14. 111 Sn t zerl and 147.237.76.42 |refuah.idf.il SWNretransmit wth different sequence aert 17
sequence
178.198. 37. 123 |Satzerl and 147.237.76. 42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout moni t or 17
85.0.14. 111 Swi t zerl and 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 17
. L Bad TCP . )
178.198. 37. 123 |Snitzerland 147.237.76.42 |refuah.idf.il Inval id ACK nunber noni t or 17
sequence
178.198. 37. 123 |Satzerl and 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout alert 16
i L Bad TCP . ' )
85.0.14. 111 Sntzerl and 147.237.76.42 |refuah.idf.il SWNretransmit wth different sequence noni t or 16
sequence
83. 78. 35. 196 St zerl and 147.237.76. 42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout alert 16
83. 78. 35. 196 Swi t zerl and 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 15
. S Bad TCP - '
83. 78. 35. 196 Sntzerl and 147.237.76.42 |refuah.idf.il SWretransnmit wth different sequence alert 15
sequence
. e Bad TCP - i
85. 0. 236. 101 Sntzerl and 147.237.76.42 |refuah.idf.il SYNretransmit wth different sequence alert 15
sequence
. S Bad TCP - '
178.198. 37. 123 |Sntzerland 147.237.76.42 |refuah.idf.il SWNretransnmit wth different sequence alert 15
sequence
. e Bad TCP o ' .
178.198. 37.123 |Sntzerland 147.237.76.42 |refuah.idf.il SYNretransmit wth different sequence noni t or 15
sequence
85. 0. 236. 101 Shitzerl and 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 14
Bad TCP
85.0.14.111 Sntzerland 147.237.76.42 |refuah.idf.il Invalid ACK nurber noni t or 14
sequence
i L Bad TCP . ' )
83. 78. 35. 196 Shi t zer| and 147.237.76.42 |refuah.idf.il SYNretransmt wth different sequence noni t or 14
sequence
. e Bad TCP L ) )
85. 0. 236. 101 Swi t zer| and 147.237.76.42 |refuah.idf.il SWNretransmt wth different seguence noni t or 14
sequence
85. 0. 236. 101 S t zerl and 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout alert 14
i L Bad TCP L ' )
85. 0. 14. 47 Sntzerl and 147.237.76.42 |refuah.idf.il SWNretransmt wth different sequence noni t or 13
sequence
e Bad TCP . )
46. 19. 85. 233 I srael 147.237.76.42 |refuah.idf.il Inval id ACK nunber noni t or 13
sequence
Bad TCP
85. 0. 236. 101 Sntzerl and 147.237.76.42 |refuah.idf.il Invalid ACK nurber noni t or 13
sequence
85.0. 14. 47 Swi t zerl and 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 13
Bad TCP
46. 19. 85. 233 I srael 147.237.76.42 |refuah.idf.il Inval id ACK nunber aert 12
sequence
85. 0. 14. 47 S t zerl and 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout alert 12
39.40. 157. 144  |Paki stan 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
i L Bad TCP - i
85. 0. 14. 47 Sntzerl and 147.237.76.42 |refuah.idf.il SWNretransmt wth different sequence alert 11
sequence
. o Bad TCP . )
83. 78. 35. 196 Shi t zerl and 147.237.76.42 |refuah.idf.il Inval id ACK nunber noni t or 11
sequence
52.3.127. 144 Lhited Sates 147.237.72. 166 |aka.idf.il dr op SAMrul e drop 10
139. 162. 216. 112|Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
149. 56. 27. 31 Lhited Sates 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
37.26.147. 170 I srael 147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or
37.34.80. 102 zlc?,s;ilgéan Territory, 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
Bad TCP
46. 19. 85. 233 I srael 147.237.77. 216 |dover.idf.il Inval i d ACK nunber aert 6
sequence
e Bad TCP . )
46. 19. 85. 233 | srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber noni t or 6
sequence
176.13.0. 39 I srael 147.237.72. 167 |ishurimaka.idf .i[SYN At t ack SYN -> SYN-ACK -> RST moni t or 6
46. 19. 85. 232 I srael 147.237.72. 156 |anan.i df .il SYN At t ack SYN -> SYN-ACK -> RST moni t or 6
46. 19. 86. 203 I srael 147. 237.72. 156 |anan.i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 6
24. 4. 50. 221 Lhited Sates 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout aert 5
83.222.97.147 |Russian Federation 147.237.76. 42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout moni t or 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
176. 13. 246. 208 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 251
109. 64. 175. 246 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 26
79.178.13. 18 I srael 147.237.0.19 [madi matal .idf.il O stributed Suspicious Response Code B ock 11
77.139.1.184  |France 147. 237.72. 166 |aka. i df . i | Mitiple thauthorized Method for Known URL from Bl ock 3
77.139.1.184
217.132. 148. 187l srael 147.237.0.19 [madi matal .idf.il O stributed Suspicious Response Code B ock
37.48.13.17 Czech Republic |147.237.72.166|aka.idf.il Unaut hori zed Method PCST for v aka. idf.il/main/rabanut/ Bl ock
66. 249. 65. 51 I srael 147.237.77. 216 |dover . i df . i | Mil tipl e Unaut horized URL Access from 66. 249. 65. 51 B ock
] . - Untraceabl e SS_ Sessions: Protocol violation
169. 229. 3.91 Lhited Sates  [147.237.76.86 |[navy.idf.il (SSL OONN LI ENT FELLO) None 1
. . Unaut hori zed URL Access to
66. 249. 76. 81 I srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ yohal an/ f or uns/ asp/ showf or um asp B ock 1
212.199. 144. 158|l srael 147.237.76.200(ei tan. aka. i df . i | PHP At t enpt B ock 1
87.69.222.132 |israel 147. 237.72. 156 |aman. i df . i | NMJ;J;)‘)' e Untraceabl e S Sessions from87.69.222.132 (Gen |y, 1
- - Unaut hori zed URL Access to
66.249. 65.59  |[Israel 147.237.76.42 |refuah.idf.il 147. 237. 76, 42/ 994 8910- he/ r ef uah. aspx B ock 1
] . . S Untraceabl e Gonnection - Protocol violation
169.229.3.91  [thited Sates  [147.237.77. 176 |mat pash. i df . i | (SSL CONN LI ENT FELLO) None 1
77.138.103.48 |France 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
Russi an . . Unaut hori zed Met hod PCBT for
62. 32.68. 83 Federation 147.237.72.166 |aka. i df . i | wwn aka. i df . i |/ mai n/ hone/ def aul t . aspx Bl ock !
212.199. 144. 158]l srael 147.237.76.200|ei tan. aka. i df . i | Uhaut hori zed URL Access to waww ei tan. aka.idf.il/wp-1ogin. php |B ock 1
87.69.222.132 [Israel 147.237.72. 156 [anan. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
66. 249. 75. 48 I srael 147.237.77.74 [lawidf.il Unaut hori zed URL Access to www mag. i df.il/993/ patzar.aspx  |B ock 1
] . . D stributed Unaut hori zed Method for Known URL on
66.102. 9. 22 Lhited Sates  [147.237.72.166|aka.idf.il aka. i cf . i 1/ nai v hoe/ def aul t . aspx B ock 1
. . Unaut hori zed URL Access to
66. 249. 76. 75 I srael 147.237.72.166 |aka. i df . i | 147, 237. 72. 166/ edi i f und) f unddesc. asp B ock 1
. . . Unaut hori zed URL Access to
180.76.15.28  |China 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 9836- he/ r ef uah. aspx Bl ock 1
. . Unaut hori zed Met hod PCBT for
77.139.1. 184 France 147.237.72.166 |aka. i df . i | vaww aka. i df i |/ nai 1/ i yus/ m yun/ ni yunder ugt af ki di m aspx B ock 1
66. 249. 64. 15 I 'srael 147.237.0.16  |ny-kosher-kravi .idf.i||Wauthorized UR. Access to waw ny-kosher-kravi.idf.il/ Bl ock 1
m ny- kosher -kravi . i d |ss. tntraceabl e Gonnection - Frotocol violation
139. 162. 13. 205 |9 ngapore 147.237.0. 17 £l (SSL_OONN_CLI ENT_HELLO) None 1
- . |Whaut hori zed URL Access to
66.249.76.76  |Israel 147.237.0.16  |ny-kosher-kravi.idf.il| ny-kosher -kravi .i f i 1 /robots. txt B ock 1
2.55.11.23 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
206. 253.226.23 [lnited Sates 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
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