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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count]|
2.53. 45. 202 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 8
134. 147. 203. 115 Ger many 147.237. 76. 202 e halag.idf.il B ack List drop 2
104. 168. 146. 142 Lhited Sates 147.237.76. 148 ggcenter. aka.idf.il|B ack List drop 1
141.212.122.91 Lhited Sates 147.237. 76. 200 eitan aka. idf.il B ack List drop 1
115. 146. 126. 249 W et nam 147.237.76. 199 e. nakchal .idf.il B ack List drop 1
183. 129. 255. 34 Chi na 147.237. 76. 196 e.sviva.idf.il JLM Under _Attack Con Htp drop 1
115. 146. 126. 249 M et nam 147.237. 76. 200 eitan. aka. idf.il B ack List drop 1
93. 174. 95. 106 Net her | ands 147.237.76. 176 test.ncore.idf.il |Back List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount

46.4.32.75 Ger many 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per nit 2
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|Top Attackers In |D|

Target Address

At acker
Gountry

Signature

88.249.106.23 |147.237.8.27 |Turkey e.madi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
209.95.50.84 [147.237.76.86 |[Lnited Sates |navy.idf.il ET SCAN Potential SSH Scan 1
54.71.110.91 |147.237.0.17 |Wited Sates [mny-kosher-kravi.idf.il |[ET SCAN NMAP -sS wi ndow 1024 1
208. 100. 26. 228 |147.237.0.19 |lhited Sates |nadi matal.idf.il ET SCAN Behavi or Unusuglly fast Termnal Server Traffic, 1
Potential Scan or Infection
46.172.91.21  |147.237.72. 156 |krai ne anan.idf.il ET SCAN NMAP -sS wi ndow 1024 1
176. 47. 123. 246 |147. 237. 77. 216 |Saudi Arabia  [dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
95.59. 136. 118 [147. 237. 72. 156 [Kazakst an aman. i df il ET WBB_SERVER Poi son Nul | Byte 1
91. 201. 236. 155 [147. 237. 76. 148 |Wkrai ne ggcenter. aka. i df . il ET SCAN NVAP -sS w ndow 1024 1
91. 201. 236. 155 |147. 237. 72. 14 |krai ne dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 2048 1
91.201.236.50 [147.237.72.14 |Wkraine dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 2048 1
91.201.236.50 |147.237.72.14 |raine dover.idf.il(old) ET DRCP Spanmhaus DRCP Listed Traffic | nbound 1
216. 81. 230. 167 [147.237.0.15 |Wnited Sates |kosher-kravi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
79.177. 141, 211 (147. 237. 77. 216 | srael dover.idf.il portscan: TGP D stributed Portscan 1
208. 100. 26. 228 [147.237. 77. 179 |Wited Sates |e.rmazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
46.172.91.21  |147.237.72. 167 |krai ne i shurimaka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
192, 223. 73. 235 |147.237. 76. 86 |Bolivia navy. i df .il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
163. 172. 129. 15 |147. 237. 77. 19 LK?irfgegom | awforumidf.il ET SCAN NMAP -sS wi ndow 1024 1
91. 201. 236. 155 |147. 237. 76. 148 |kr ai ne gqcenter. aka. i df il ET SCAN NVAP -sS w ndow 3072 1
91. 201. 236. 155 [147. 237.72. 14 |Wrai ne dover.idf.il(old) ET SCAN NVAP -sS w ndow 4096 1
91. 201. 236. 155 |147. 237. 72. 14 |krai ne dover.idf.il(old) ET SCAN NVAP -f -sS 1
91.201.236.50 |147.237.72.14 |kraine dover.idf.il(old) ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Addr ess ‘Ste ‘S|gnature
92.222. 245, 134 |France 147.237.76.42 |refuah.idf.i|SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 254
195. 174. 65. 64  [Turkey 147.237.76. 42 |refuah.idf.i|SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 42
78.160. 111. 123 |Turkey 147.237.76. 42 |refuah.idf.i|SYN At ack SYN -> SYN-ACK -> Ti meout noni t or 39
Sreanming Engine: TCP Invalid i i ssi
2.53.157.190 | srael 147.237.77. 243 |nobi l e. i df . 9 =g Invalid segnent retransmssion. drop 30
Ret r ansni ssi on Packet dropped.
83. 78. 35. 196 Swit zerl and 147.237.76.42 |refuah.idf.i|SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 27
178.198.37.123 |Swtzerland  [147.237.76.42 |refush.idf.i[Bad TOP sequence i':ureeééznsmt wth different monitor |26
83.78.35.196  |Swtzerland  |147.237.76.42 |refuah.idf.i|Bad TCP sequence iz'ureer:;snsmt wth different monitor |26
178.198. 37. 123 [Swtzerl and 147.237.76. 42 |refuah.idf.i[SYN At t ack SYN -> SYN-ACK -> Ti meout alert 26
178.198. 37. 123 |Swtzerland 147.237.76.42 |refuah.idf.i|SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 26
83. 78. 35. 196 Swit zerl and 147.237.76.42 |refuah.idf.i|SYN At t ack SYN -> SYN-ACK -> Ti neout alert 26
83.78.35.196  |[Swtzerland  [147.237.76.42 |refuahidf.i|Bad TCP sequence i':ureeééznsmt wth different aert 25
178.198.37.123 |itzerland  [147.237.76.42 |refuah.idf.i|Bad TCP sequence iz'ureergcr:nsmt wth different aert 24
178. 198. 37. 123 |Saitzerl and 147.237.76.42 [refuah.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 24
190. 5. 48. 35 Qile 147.237.77. 216 |dover.i df .il [dr op First packet isn't SN drop 24
83. 78. 35. 196 S tzerl and 147.237.76.42 [refuah.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 24
83.77.95.244  |Swtzerland 147.237.76. 42 |refuah.idf.i[SYN At t ack SYN -> SYN-ACK -> Ti meout alert 24
83.77.95.244  |Swtzerland 147.237.76.42 |refuah.idf.i[SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 24
83.77.95.244  |[Swtzerland  [147.237.76.42 [refuahidf.i|Bad TCP sequence iﬁureertlésnsmt wth different aert 21
107. 167. 107. 249(I ndi a 147.237. 77. 216 [dover.idf.i| [SYN At t ack SYN -> SYN-ACK -> RST noni t or 20
83.77.95.244  |[Swtzerland  [147.237.76.42 [refuahidf.i|Bad TCP sequence iz'ureergcr:nsmt wth different moni tor |20
83.77.95. 244 Swit zerl and 147.237.76.42 [refuah.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 20
82.145.208.40 |Europe 147.237.77. 216 [dover.idf.i| [SYN At t ack SYN - > SYN-ACK -> RST noni t or 19
85. 0. 236. 101 Swit zerl and 147.237.76.42 |refuah.idf.i|SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 14
85.0.236.101  |[Swtzerland  [147.237.76.42 |refuahidf.i|Bad TCP sequence i':ureeééznsmt wth different monitor |13
2.53.174. 69 | srael 147.237.77. 216 |dover.i df .il [dr op Frst packet isn't SYN drop 13
85. 0. 236. 101 Sntzerl and 147.237.76.42 |refuah.idf.i|SYN At t ack SYN -> SYN-ACK -> Ti meout alert 13
85.0.236.101  [Swtzerland  [147.237.76.42 [refuah.idf.i|Bad TCP sequence ig'ureert]g:”smt wWth different dert 12
s SYN+AK retransmit with different .
2.53.174. 69 I srael 147.237.77. 216 |dover.idf .il|Bad TCP sequence i nclow scal e noni t or 11
85. 0. 236. 101 St zerl and 147.237.76.42 [refuah.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 11
85.0.14.111  [Swtzerland  [147.237.76.42 [refuahidf.i|Bad TCP sequence iz'ureergcr:nsmt wth different moni tor |10
85. 0. 14. 111 Swit zerl and 147.237.76.42 [refuah.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 10
85.0.14. 111 Swi tzerl and 147.237.76.42 |refuah.idf.i[SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 10
85.0.14.111  [Swtzerland  [147.237.76.42 [refuah.idf.i|Bad TCOP sequence ?ez'ureertlésnsmt Wth different dert 9
2.53.174.69 I srael 147.237.77. 216 |dover.idf.il[SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 9
79.182. 46. 159 |Israel 147.237.76.86 |navy.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t or 9
1.39.57.54 I ndi a 147.237.77. 216 |dover.i df il [dr op Frst packet isn't SYN drop 9
85.0.14. 111 Swi tzerl and 147.237.76.42 |refuah.idf.i[SYN At t ack SYN - > SYN-ACK -> Ti meout alert 9
46. 19. 86. 137 I srael 147.237.77. 216 |dover.idf.i||Bad TCP sequence Inval i d ACK nunber noni t or 9
Sreamng Engine: TCP Invalid i i ssi
62.238.118. 145 |Netherlands  |147.237.77. 216 |dover.idf.il 9 =g Invalid segnent retransmission. drop 8
Ret r ansni ssi on Packet dropped.
52.3.127.144  [wited Sates [147.237.72.166|aka.idf.il |drop SAMrul e drop 6
83.77.94.157  |[Swtzerland  [147.237.76.42 |refuahidf.i|Bad TCP sequence iﬁureertlésnsmt wth different alert 6
46. 19. 86. 17 I sr ael 147.237.76.86 |[navy.idf.il [SYN Attack SYN -> SYN-ACK -> RST noni t or 6
212.179.90.106 |lsrael 147.237.77. 216 |dover.i df .il [dr op Frst packet isn't SYN drop 6
46. 19. 85. 150 I 'srael 147.237.77. 216 |dover.idf .il [Bad TCP sequence Invalid ACK nunber alert 6
185.32.179. 161 |l srael 147.237.72. 156 [anan.idf.il [SYN At t ack SYN -> SYN-ACK -> RST noni t or 6
46. 19. 85. 150 I srael 147.237.77. 216 |dover.idf.i||Bad TCP sequence Invalid ACK nunber noni t or 6
Sreamng Engine: TCP Invalid i i ssi
46.116.64.61  |Israel 147. 237.77. 243 |nobi l e.i f . i 9 =g Invalid segment retransmission. drop 6
Ret r ansni ssi on Packet dropped.
83.77.94. 157 Swi t zer| and 147.237.76.42 [refuah.idf.i|Bad TCP sequence Inval id ACK nunber noni t or
84. 95. 208. 20 | srael 147.237.77. 216 |dover.i df.il [dr op First packet isn't SYN drop
176. 13. 225. 153 |l srael 147.237.72. 166 [aka.idf.il [SYN At tack SYN -> SYN-ACK -> Ti meout noni t or
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|Top Attackers In V\AF|

Devi ce

At acker

country Target Address |Site Sgnature Action ‘Count
84.95.208.20 |lsrael 147.237.77.216|dover. i df . il Mil tipl e Uhaut horized URL Access from 84. 95. 208. 20 B ock 151
176. 13. 246. 208 [l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 33
84.95.208.20 [Israel 147.237.77. 216 |dover.idf .il PHP Att enpt B ock 14
5.28.146.103 |[Israel 147.237.77. 170 |maar achot . i df . i | Unaut hor i zed HTTP Met hod B ock 7
84.95.208.20 |[Israel 147.237.76.200|ei tan. aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 84. 95, 208. 20 B ock
84.95.208.20 [Israel 147.237.77.233|atal .idf.il Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock
84.95.208.20 |[Israel 147.237.77. 226 V\:A:W chanat z. aka. i df Mil ti pl e Unauthorized URL Access from 84. 95. 208. 20 B ock 4
84.95.208.20 |[Israel 147.237.72. 166 [aka. i df . i | PHP At t enpt B ock
80. 246. 138. 68 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode B ock
176. 13. 226. 193 |I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock
83.77.252.251 |Sutzerland  [147.237.72.166|aka. i df .i| m“;f:rl id?_eﬁ /'\gtth;‘; hﬁd;f;ul . asp B ock 3
93.37.190.218 |italy 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None
66.249.65.51  |Israel 147.237.77.216|dover.idf . il Mil ti pl e Unaut hori zed URL Access from 66. 249. 65. 51 B ock
84.95.208.20 [Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthorized URL Access from 84. 95, 208. 20 B ock
66.249.65.52 |l srael 147. 237.77. 216 |dover . i df . i | mﬂt;?riilzlz? al'“?}‘i Zpﬁgrefvsi et’\l\erlDrei o, asp Bl ock 1
213.8.204.18 [Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/main/ B ock 1
84.95.208.20 | srael 147.237.77. 216 |dover . i df . i | chaut for fffen?afgg/eﬁjnésage/ i k. php Bl ock 1
77.139.56.173 |Rrance 147.237.72. 156 |anman. i df . i | Lhaut hori zed URL Access to wwwy aman. i df.il/favicon.ico B ock 1
46.19.86. 71 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
84.95.208.20 |lsrael 147.237.77.233|atal .idf.il PHP At t enpt Bl ock 1
66.249.65.53 |Israel 147.237.77.216|dover.idf . il Uhaut hori zed URL Access to v idf.il/atal 1/izkor/viewiny. asp |B ock 1

Paraneter Type M ol ati on SearchText in
waw i df . i |/ 1065- he/ dover . aspx
Uhaut hori zed URL Access to

66.249. 65. 8 I srael 147.237.77.243|nobi | e.i df . i | nobi | e. i df i 1/ appl e app-si t e associ at i on B ock 1

80. 246. 133. 213 [I srael 147.237.77.216|dover.i df . il B ock 1

Unaut hori zed URL Access to

66.249.65. 60 |l srael 147.237.76.42 [refuah.idf.il 147. 237, 76. 42/ 994~ 8847- he/ r ef uah. aspx B ock 1

5.28.146.103 |[Israel 147.237.77. 170 [maar achot . i df . i | Lhaut hori zed URL Access to maarachot.idf.il/sip storagel/files/4/ |B ock 1
wwv. chamat z. aka. i df

84.95.208.20 |Israel 147.237. 77. 226 i PHP Attenpt B ock 1

. . S3. Uhtraceabl e Gnnection - Protocol violation

66.249.76. 117 |[Israel 147.237.72. 166 |aka. i df . i | (SSL_OONN QLI ENT HELLO) None 1

23.240.213.120 |Lhited Sates |147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCST for aka.idf.il/nai n/ hone/ def aul t. aspx |Bl ock 1
wwv, chamat z. aka. i df i

84.95.208.20 |Israel 147.237.77. 226 Whaut hori zed LR Access to B ock 1

N wwn chamat z. aka. i df . i1/t enpl at es/ honepage/ di v.item

. . Unaut hori zed URL Access to
66.249.65.51 |lsrael 147.237.77.216|dover. i df . il W i df i |/ at al 1/ zkor / vi ew i ngt op. asp B ock 1

Uhaut hori zed Met hod PCBT for

77.138.136. 173 |France 147.237.72. 166 [aka. i df . i | v aka. i i 1/ mai rv smal i v snal i m asp B ock 1

46.19.85.110 |Israel 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 1
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