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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action  |Count |
8. 37. 225. 245 Lhited Sates 147.237.77. 216 dover.idf.il |SYNHood out of context drop 80

8. 37.225. 245 Lhited Sates 147.237.77. 216 dover.idf.il |SYNH ood unverified cooki e drop 59

109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il |SYNHood out of context drop 5

8. 37. 225. 245 Lhited Sates 147.237.77. 216 dover.idf.il |JLM Under Attack Con Htp drop 3
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 1
71.6.146. 185 Lhited Sates 147.237.76. 177 ncore.idf.il |Back List drop 1

89. 248. 174. 102 Net her | ands 147.237.76. 177 ncore.idf.il |Back List drop 1
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|Top Attackers In IPS|

| Attacker Qountry

Attacker Address

Target Address

|Site

|Sgnature

Devi ce Action |Count |

106. 38. 241. 106 Chi na 147.237.77.233 |atal .idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der Per nit 3
62.210.143.245  |France 147.237.77.176  |matpash.idf.il |C1000074: HTTP: najestic bot Pernit 2
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Per it 2




10-02-2016-17:04:00 to 10-02-2016-18:04:00

|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Signature

218.24.171. 223 147.237.8.28 Chi na e.mobi | e-ks.idf.il GPL SCAN nmap TCP 2
59. 46. 193. 114 147.237.8.28 Chi na e. nobi | e-ks. i df.il G°PL SCAN nmap TCP 2
66. 249. 65. 51 147.237.77. 216 Wited Sates dover.idf.il ET SCAN NVAP -sA (2) 1
58.220.2.5 147. 237.72. 166 Chi na akaidf.il ET SCAN NMAP -sS wi ndow 1024 1
58. 218. 200. 137 147.237.76. 199 Chi na e.nakchal .idf.il ET SCAN Potential SSH Scan 1
58. 218. 200. 137 147.237.0. 35 Chi na akavs. i df . i | ET SCAN Potential SSH Scan 1
37.26.147. 217 147.237.77.216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
14.152.59. 11 147.237.76. 176 Chi na test.ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
188. 225. 38. 173 147. 237.76. 148 Russi an Federation ggcent er . aka. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
125. 65. 82. 44 147. 237.76. 148 Chi na gqcenter. aka. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
58. 218. 200. 137 147. 237. 76. 200 Chi na eitan aka idf.il ET SCAN Potential SSH Scan 1
58. 218. 200. 137 147. 237.76. 44 Chi na e.refuah.idf.il ET SCAN Potential SSH Scan 1
42.112. 28. 187 147. 237. 0. 200 M et nam . i df il ET SCAN NMAP -sS wi ndow 1024 1
14.152.59. 11 147.237.77. 74 Chi na lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
208. 100. 26. 228 147. 237.72. 167 Lhited Sates i shuri maka. idf.il ET SCAN NMAP -sS wi ndow 1024 1
125. 65. 82. 44 147. 237. 76. 200 Chi na eitan aka idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Devi ce

‘Attacker Qountry Target Address |Ste Signature Action ‘Count
8. 37. 225. 245 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 393
8.37.225.245 |lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 79
185. 6. 58. 240 25;;'2;6‘” Territory.y 47, 237. 77. 176 |matpash.icf.il  |drop First packet isn't SN drop 58
Sreanming Engine: TCP Invalid ' i ssi
213.57.99.48 |isradl 147. 237. 77. 243 |nubil e. i of . i1 9 =g Invalid segnent retransmssion. |, 51
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
46.19.85.63  |Israel 147. 237.77. 243 |nobi le.i df . i1 9 =9 Invalid segnent retransmssion. |, 42
Ret r ansni ssi on Packet dropped.
181. 160. 114. 47 [anil e 147. 237.72. 166 |aka.i df .| drop First packet isn't SWN drop 40
Sreanming Engine: TCP Invalid i i ssi
77.126.58.14 |israel 147.237. 77. 243 |robi 1 e. i of . i 9 =g Invalid segnent retransmssion. |y, 30
Ret r ansmi ssi on Packet dr opped.
107. 154. 247. 56 Wi ted Sates 147.237.76.42 |refuahidf.il  |Bad TCP sequence iZ'J:rt]cr:mmt wth dfferent dert 27
107. 154. 247. 56 |Wnited Sates 147.237.76.42 |refush.idfi.il  |[Bad TOP sequence i’:ur;t]é:nsm wth different monitor |26
107. 154. 247. 56 |Lhited Sates 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nvalid ACK nunber nonitor |24
178. 198. 37. 123 |Sw t zer| and 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout aert 24
178.198. 37. 123 |Swi t zer| and 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 23
178. 198. 37. 123 |Swi t zer| and 147.237.76.42 |refuahidf.il  |Bad TCP sequence iZ'J:rt]cr:mmt wth dfferent moni tor |22
83.78.170.67 |Satzerland 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout alert 22
85.0.12. 16 Shi t zerl and 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout alert 22
178.198. 37. 123 |Snt zerl and 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |21
83.78.170.67 |Satzerland 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 21
178.198. 37. 123 |Snit zer| and 147.237.76.42 |refuah.idf.il  |Bad TOP sequence iz'l;:r:é;’m""t wth different aert 21
85.0.12. 16 St zerl and 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 20
83.78.170.67 |Snitzerland 147.237.76.42 |refuah.icf.il  [Bad TOP sequence i’;ﬁéj‘sm wehdfferent | oonitor |18
100. 92. 65. 246 147.237.72. 167 |i shuri maka.i of . i [dr op First packet isn't SN drop 18
83.78.170.67 |Swtzerland 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor (17
85.0.12. 16 St zer| and 147.237.76.42 |refuah.idf.il  |Bad TOP sequence iz'l;:r:é;’m""t wth different monitor |17
85.0.12. 16 Swt zer| and 147.237.76.42 |refuahidf.il  |Bad TCP sequence izlureetncr:nsm't wehdifferent | ert 16
83.78.170.67 |Swtzerland 147.237.76.42 |refuah.idf.il  |Bad TOP sequence iz'l;:r:é;’m""t wth different aert 16
85.0.12. 16 S t zerl and 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid AGK nunber monitor |15
83.78.35.196 |Satzerland 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 15
83.78.12.45 Shi t zerl and 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout aert 14
62.203.43.87 |Satzerland 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 14
83.78.35.196 |Satzerland 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout alert 14
83.78.35.196  |Svitzerl and 147.237.76.42 |refuahidf.il  |Bad TCP sequence iZ'J:rt]cr:mmt wth dfferent monitor |14
62.203.43.87 |Satzerland 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout alert 13
83.78.35.196 |Swtzerland 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 13
46.19.85.149  |[lsrael 147.237.76.86 |[navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 13
83.78.12.212 |Satzerland 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout alert 13
83.78.12.45 Shi t zerl and 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 13
107. 154. 247. 56 |Uhited Sates 147.237.76. 42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Timeout |monitor 13
83.78.12.45  |Svitzerland 147.237.76.42 |refuahidf.il  |Bad TCP sequence i’:Jgé:nsm wth different aert 13
62.203.43.87 |Suitzerland 147.237.76.42 |refuahidf.il  |Bad TCP sequence iZ'J:rt]cr:mmt wth dfferent monitor |13
83.78.35.196  |Snitzerl and 147.237.76.42 |refuah.icf.il  [Bad TOP sequence i’;urgé:r‘s’m wehdfferent 1) et 13
62.203.43.87 |Swtzerland 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 13
83.78.12.45 S t zerl and 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid AGK nunber moni tor |13
Sreaning Engine: TCP Invalid i i ssi
46. 120. 140. 161 [ srael 147. 237. 76. 200 |ei tan. aka. i of . i | 9 =g Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dropped.
46.19.86.166 [l srael 147.237. 72. 166 |aka. i of . i SYN At t ack SYN -> SYN-ACK -> Timeout |monitor 12
83.78.12.212 |Satzerland 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 12
62.203.43.87  |itzerl and 147.237.76.42 |refuahicf.il  [Bad TCP sequence i’(\]ﬁ:;ésnsmt wthdifferent 1) et 12
83.78.12.212 |Snitzerland 147.237.76.42 |refuahidf.il  |Bad TCP sequence izlureetncr:nsm't wthdifferent | ert 12
83.78.12.45  |Swtzerland 147.237.76.42 |refuah.idf.il  |Bad TOP sequence iz'l;:r:é;’m""t wth different monitor |12
46.19.85.149 |Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACGK nunber alert 12
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 11
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
5.29.131.15 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 104
141. 226.218. 17 |lIsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 83
. . D stributed Unaut hori zed Method for Known URL on
77.139. 83. 45 France 147.237.72. 166 |aka. i df . i | e aka. i df i1/ rai r sachar Bl ock 5
109. 67.21.51 I srael 147.237.0.19 |mnadimatal .idf.il D stributed Suspici ous Response Code B ock 5
. . Uhaut hori zed URL Access to
66. 249. 65. 51 I srael 147.237.77.216|dover.i df . il waw i df i 1/ at al 1/ zkor/ vi ew i gt op. asp Bl ock 2
217.132. 142. 248|l srael 147.237.72. 156 [aman. i df . i | Unaut hori zed URL Access to www anan. idf.il/favicon.ico Bl ock 2
. . Unaut hori zed Met hod PCST for
156. 208. 11. 136 |Egypt 147.237.72. 166 [aka. i df . i | v aka. i i 1/ mai vy smal i i snal | m aspx Bl ock 1
66.249. 65. 185 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ robot s. t xt B ock 1
40.77.167. 92 Lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ robots. t xt Bl ock 1
. . Unaut hori zed Met hod PCST for
108. 171. 129. 189|Ger many 147.237.72. 166 |[aka. i df . i | v aka i of i1/l ui it enpl at es/ hone. asp Bl ock 1
213.57.99. 48 | srael 147.237.77.243|nobi l e. i df . i | Mil ti pl e Unhaut horized URL Access from 213.57.99. 48 B ock 1
. . D stributed Unaut hori zed Method for Known URL on
77.138.156.61 |France 147.237.72. 166 [aka. i df . i | wev aka i df i1/ i sachar Bl ock 1
46. 19. 85. 57 I srael 147.237.77.234|hal ag.i df . il Nal forned URL B ock 1
. . Unaut hori zed URL Access to
109. 66. 112. 41 |l srael 147.237.72. 166 |aka. i df . i | ww aka. i of i |/si p, st or agel 11 es/ 2/ 71772, pok 7 Bl ock 1
66. 249. 65. 52 I srael 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to wanidf.il/atal 1/izkor/viewing.asp |B ock 1
2.53.7.56 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 1
213.57.99. 48 I srael 147.237.77.243|nobi | e.i df . i | Lhaut hori zed LRL Access to nobile.idf.il/sip storage/files B ock 1
46. 19. 85. 57 I srael 147.237.77.234|hal ag.i df . il Unknown HTTP Request Method -MB-DL. xmi in URL B ock 1
66. 249. 65. 53 | srael 147.237.77.216|dover. i df . i | Mil ti pl e Unhaut horized URL Access from 66. 249. 65. 53 B ock 1
www. chamat z. aka. i df ) o
217.132.109. 160|l srael 147.237.77. 226 i Uhaut hori zed URL Access to ww chanat z. aka. i df . i |/404. aspx B ock 1
77.139.119.5  |France 147. 237.72. 166 |aka. i df . i | Distributed tnauthorized Mthod for Known URL on B ock 1
wan aka. i df . i |/ mai n/ hone/ def aul t . aspx
] . . D stributed Unaut hori zed Method for Known URL on
66.102.6.3 Uhited Sates [147.237.72.166|aka.idf.il e aka i f i |/ sachar Bl ock 1
66.249.65.53 I srael 147. 237.77. 216 |dover . i df . i | Wnauit hori zed LRL Access to B ock 1
ww i df i | /atal 1/i zkor/ vi ew pi ct ures. asp
31.168.196.60 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 1
79.179.35.249 |Israel 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to waw i df. i/ hi nush B ock 1
66.102. 9. 5 Wited Sates |147.237.72. 166 |aka. i df .i| Distri bu_t ed _maut_horl zed Method for Known URL on 8 ock 1
wwy aka. i df . i |/ mai n/ hone/ def aul t . aspx
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