10-02-2016-16:04:08 to 10-02-2016-17:04:08

@
1"PT SwNn ()

goOVv

www.gov.il

[Top Targets |

IDF Under Attack

Daily Report

Nunber
(6]
At acks

Top Tar get

M refuah.idf.il

M navy.idf.il

M dover.idf.il

M nadi matal .idf.i

W aka. idf.il

M nobi le.idf.il

I nat pash. i df . i |

Meitan aka. idf.il
lawidf.il

MW atal .idf.il

Nunber
(6]
At acks

Top Attackers

M 109. 65. 125. 79
178.198. 37. 123

W 83.78.12. 212
83.78.12. 45

Il 385. 0. 13. 60

M 37.26. 147. 184

I 83. 76.62. 190

M 46. 19. 85. 37
106. 38. 241. 106

M 83. 78. 170. 117




10-02-2016-16:04:08 to 10-02-2016-17:04:08

|Top Attackers | n DDoS- Def ence |
Attacker Address |Attacker Country |Target Address |Site

|Signature |Device Action |Count|
46.19. 86. 233 | srael 147.237.77. 216 dover.idf.il |TCP handshake viol ation, first packet not syn drop 8
134. 147. 203. 115 Ger many 147.237.76. 31 nakchal .idf.il|B ack List drop 6
37.26.149. 163 | srael 147.237.77. 216 dover.idf.il |TCP handshake viol ation, first packet not syn drop 1




10-02-2016-16:04:08 to 10-02-2016-17:04:08

|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |S gnature Devi ce Action |Oount
106. 38. 241. 106 Chi na 147.237.77.176 |matpash.idf.il [ClL000071: HTTP: User Agent Sogou+web+spi der Per nit 34
91.121. 86. 136 France 147.237.72.166 |aka.idf.il C1000074: HITP. maj estic bot Per nit 2

91. 121. 86. 136 France 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Per nirt 2
162.210.196. 129 |thited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Per mit 2




10-02-2016-16:04:08 to 10-02-2016-17:04:08

|Top Attackers In |D|

Attacker Address |Target Address |Attacker Qountry |Ste Signature
L ET DC5 Large amount of TCP ZeroWndow - Possible Nciller2
80.246.130. 70  |147.237.77. 233 |I srael atal .idf.il 2
DDos attack

192.198. 151. 44 |147.237. 72. 167 |Eur ope i shurimaka.idf.il ET SCAN NVAP -sA (2) 2
168. 63.52. 221  |147.237.76.38 |Lhited Sates e.eneitav.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
221.229. 172. 116[147. 237. 76. 200 |Chi na eitan. aka. idf.il ET SCAN Potential SSH Scan 1
168.63.52.221 [147.237.72.14 |Uhited Sates dover.idf.il (ol d) ET SCAN Potential VNC Scan 5900- 5920 1
221.229.172.116(147.237.0.34 |China tikshuv. idf.il ET SCAN Potential SSH Scan 1
168. 63.52. 221 |147.237.0.33 |lhited Sates idf.il ET SCAN Potential VNC Scan 5900- 5920 1
192, 223. 76. 249 |147.237.76.30 |Bolivia hi nush. i df .i 1 ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
163.172.129. 15 |147.237.77.179|Uni ted Ki ngdom [e.mazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
168. 63.52. 221  |147.237.77.235|lhited Sates svivaidf.il ET SCAN Potential VNC Scan 5900- 5920 1
168. 63.52. 221 |147.237.77.178|thited Sates e. nat pash. i df . i1 ET SCAN Potential VNC Scan 5900- 5920 1
46. 19. 86. 236 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
168. 63.52. 221  |147.237.77.170|Wited Sates naar achot . i df . i ET SCAN Potential WNC Scan 5900- 5920 1
5. 255. 90. 133 147. 237. 76. 198 |Net her | ands e.yohal an.idf.il ET SCAN NMAP -sS wi ndow 1024 1
168. 63. 52, 221  |147.237.76. 201 |Lhited Sates e.atal.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
168. 63.52. 221  |147.237.76. 177 [Lited Sates ncore.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
168. 63.52. 221 [147.237.72. 217 |Wited Sates eidf.il ET SCAN Potential VNC Scan 5900- 5920 1
221.229.172. 116|147. 237. 76. 199 |Chi na e. nakchal .idf.il ET SCAN Potential SSH Scan 1
168. 63.52. 221 |147.237.8.14 |lhited Sates e.orchot.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
193.36.35.241 |147.237.76. 148 23:;; o gocenter.aka idf.il  |ET SCAN Potential SSH Scan 1
168.63.52.221 [147.237.0.16 |Uhited Sates ny-kosher-kravi.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
163.172.129. 15 |147.237.0.33 |United Kingdom |[idf.il ET SCAN NMAP -sS wi ndow 1024 1
168.63.52.221 |147.237.77.205|lhited Sates prisha.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
66.249.76.106 |147.237.72.166|Wited Sates aka idf.il ET SCAN NVAP -sA (2) 1
168. 63.52. 221  |147.237.77.176|Lhited Sates nat pash. i df . i | ET SCAN Potential VNC Scan 5900- 5920 1
14.152.59. 11 147. 237.77. 170 |Chi na naar achot . i df . i | ET SCAN NMAP -sS wi ndow 1024 1
168.63.52.221 |147.237.77.121|Uhited Sates e navy.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
2.53.142.171 147.237. 72. 166 |I srael aka idf.il portscan: TCP Distributed Portscan 1
168.63.52.221 |147.237.76.198|lhited Sates e.yohal an.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
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|Top Attackers In FW |

Attacker Address

A tacker

Ste

Signature

Country

‘ Target Address

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

109. 65. 105. 178 |l srael 147.237. 76. 200 |ei tan. aka. i df .i | 2 dro 32
Ret r ansni ssi on Packet dr opped. P
Sreamng Engine: TCP Invalid i i ssi
77.126.58.14  |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =g Inval i d segnent retransmssi on. drop 30
Ret ransni ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
46. 19. 85. 63 I'srael 147. 237.77. 243 |nobi l e. i df .i1 9 =g Inval i d segnent retransmssi on. drop 21
Ret r ansni ssi on Packet dr opped.
178.198. 37. 123 |Swtzerland 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 17
83.78.12.212  |Sitzerland  |147.237.76.42 |refuahidf.il  |Bad TOP sequence i’;‘uﬁégnsmt wth different monitor |15
83.78.12.212 Shtzerland  [147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACGK nunber noni t or 15
178.198.37.123 |Siitzerland  |147.237.76.42 |refuah.icf.il  |Bad TCP sequence i’;‘ureert‘é:m”"t wth different monitor |15
83.78.12. 45 Suitzerland  |147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 15
178.198.37.123 |Satzerland  |147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 15
83.78.12. 212 St zerl and 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 15
178.198.37.123 |Swtzerland  [147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout alert 15
83.78.12.45  |[Swtzerland  [147.237.76.42 [refuah.idf.il  |Bad TOP sequence i’:ureert‘é:nsmt Wth different monitor |14
178.198.37.123 |Swtzerland  [147.237.76.42 [refush.icf.il  |Bad TCP sequence i’:ur:rzcr:nsmt Wth different dert 14
83.78. 12. 212 Swit zerl and 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout alert 14
77.125. 60. 197 | srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SN drop 14
83.78.12.212  |Swtzerland  |147.237.76.42 [refush.icf.il  [Bad TOP sequence Sslgur:r:cr:nsmt Wth different aert 14
85. 65. 87. 177 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 14
83.78.12.45 St zerl and 147.237.76. 42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout alert 13
46. 19. 85. 37 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 13
79.177.219.39 |israel 147.237.76.86 |[navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 13
83.78.12.45 St zerl and 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 12
83.78.12.45  [Swtzerland  [147.237.76.42 [refush.idf.il  [Bad TOP sequence SS;:'ur:r:Cr:nsmt Wth different aert 12
109. 253. 133. 126l srael 147.237.76.86 |navy.idf.il dr op First packet isn't SYN drop 11
46. 19. 85. 37 | sr ael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber alert 11
85. 64. 71. 250 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 11
46.19. 85. 211 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 10
. . SYNHFAK retransmit with different .
37.26.147.184 |lsrael 147.237.72. 166 |aka.idf.il Bad TCP sequence vi ndow scal e noni t or 9
83.78.170.117 |Swtzerland  [147.287.76.42 [refuah.idf.il  |Bad TOP sequence i’;‘ureert‘é:m”"t wth different alert 8
46.19. 85. 211 | sr ael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nvalid ACK nunber alert
85. 0. 13. 60 Swit zerl and 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout alert
85. 0. 13. 60 St zerl and 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
. . SYNretransnmit wth different .
160. 176. 42. 163 [Morocco 147.237.77. 216 |dover.idf.il Bad TCP sequence vi ndow scal e noni t or 8
83.76.62.190  |Swtzerland  [147.237.76.42 [refuahidf.il  |Bad TOP sequence i’;‘ureert‘é:m”"t wth different alert 8
213.57.87.62 | srael 147.237.72. 167 |i shuri maka. i df . i |dr op Frst packet isn't SN drop 8
85. 0. 13. 60 Sitzerland  [147.237.76.42 |refuahiidf.il  |Bad TCP sequence iz'ureert‘ésnsmt wth different aert 8
46.19. 86. 196 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 7
85.0. 13. 60 Swtzerland  [147.237.76.42 [refush.idf.il  [Bad TCP sequence Sslgur:rtmr:"smt Wth different moni tor |7
83. 76. 62. 190 St zerl and 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout alert 7
83.78.170.117 |Swtzerland  |147.237.76.42 [refush.icf.il  [Bad TOP sequence Sslgur:r:cr:nsmt Wth different mnitor |7
46. 19. 86. 193 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
178.199.204.38 |Swtzerland  [147.237.76.42 [refush.icf.il  |Bad TCP sequence i’:ur:rzcr:nsmt Wth different dert 7
83.78.170.117 |Satzerland 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout alert
77.138.174.165 |France 147.237.76.86 [navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
83.76.62.190  |Swtzerland |147.237.76.42 [refush.icf.il  [Bad TOP sequence Sslgur:r:cr:nsmt Wth different mnitor |7
46. 19. 85. 39 I srael 147.237.77. 216 |dover. i df .| Bad TCP sequence Inval i d ACK nunber noni t or
83. 76. 62. 190 St zerl and 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
s SYNHAK retransmit with different .
85. 65. 87. 177 I sr ael 147.237.76.86 |[navy.idf.il Bad TCP sequence vi ndow scal & noni t or 6
85. 0. 13. 60 St zerl and 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
178.199.204.38 |Swtzerland  [147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout alert 6
46.19. 85. 178 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval id ACK nunber alert 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
109. 65.125.79 |l srael 147.237.0.19 |nadimatal .idf.il [Dstributed Suspicious Response Code B ock 134
77.139.20.102 |France 147.237.72. 166 |aka. i df . i | Lhaut hori zed Met hod PCST for wwu aka. i df.il/nai n/ sachar Bl ock
31.154.45.114 |[israel 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response CQode B ock
77.127.23.218 |Israel 147.237.0.19 |nadimatal .idf.il [Dstributed Suspicious Response Code B ock
: . . Paraneter Type Mol ation ctl00$Cnt ent A acetbl der 16t xt Gontent i n

83. 53. 250. 36 Spai n 147.237.77.216|dover . i df . i | v i df i 1/ 1038- en/ dover . aspx B ock 2
46.133.119.60 |Wkraine 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1

Lhi ted ] ] D stributed Unaut hori zed Method for Known URL on
208.81.64.248 [o o 147.237.72. 166 [aka. i df . i | v aka. i df . i 1/ mai n/ hoe/ def aul t . aspx B ock 1
169. 229. 3. 91 g"alt:g 147.237.0.15 |kosher-kravi.idf.i|Miltipl e Abnornal |y Long Request from 169.229. 3. 91 Bl ock 1
2.53.162. 43 I srael 147.237.76.86 |navy.idf.il O stributed Gookie Tanpering on token: _ atrfs None 1
79.179.21.239 [israel 147.237.76.86 |navy.idf.il D stributed Gookie Tanpering on token: __ atrfs None 1
66. 249. 64. 60 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1248-he/ at al . aspx B ock 1
46. 19. 86. 118 | srael 147.237.77.216|dover . i df .i | D stributed Abnornal |y Long Request B ock 1
169. 229. 3. 91 ;h;:ee: 147.237.0.19 |nadimatal .idf.il [Miltiple Abnormal Iy Long Request from 169.229.3.91 B ock 1

. . S3. Uhtraceabl e Gnnection - Protocol violation
77.127.245. 147 |Israel 147.237.72. 156 |anan. i df . i | (SSL_CONN_APPLI CATI ON_DATA_EXCHANGE) None 1

Lhi ted

66. 102. 6. 30 Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for waw aka. i df.i|/sachar Bl ock 1
169. 229. 3. 91 g;g: 147.237.0.15 |kosher-kravi.idf.i|[Mitiple I11ega Byte Gode Character in Mthod from 169.229. 3. 91 B ock 1
2.53.183. 57 I srael 147.237.76.86 |navy.idf.il D stributed Gookie Tanpering on token: __ atrfs None 1
. . Unaut hori zed URL Access to
66. 249.69. 116 I srael 147.237.77. 176 nat paSh' idf.il waw cogat . i df . i |/ usef ulinformation/idkoni ni pages/ 25112010naskor ot . aspx Bl ock !
46.19. 86. 118 I srael 147.237.77. 216 |dover. i df . il Dstributed Ml formed UR B ock 1
169. 229. 3. 91 g"alt:g 147.237.0.19 |nadimatal .idf.il [Miltiple Unknown HTTP Request Method from 169.229. 3. 91 Bl ock 1
109. 253. 130. 12 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
77.138.21.11 France 147.237.72. 166 [aka. i df . i | Unaut hori zed Method POST for vww aka. i df.il/mai n/sachar/fag. aspx B ock 1
66.102.9. 8 Lhi ted 147.237.72. 166 |aka. i df .i | Dstri bu_t ed _Uwaut_horl zed Method for Known URL on B ock 1
Sates wan aka. i df . i |/ mai n/ hone/ def aul t . aspx
169. 229. 3. 91 ;“;tteeg 147.237.0.19 |madimatal .idf.i| [Dstributed Il1egal Byte Qode Character in Mthod Bl ock 1
84.111.94.35  [Israel 147. 237.72. 166 |aka. i df . i | Paraneter Read Qily Molation in - None 1
wwn aka. i df . i |/ mai n/ gi yus/ miyun/ m yunpr ocessquest i onnai r e. aspx
66.249. 75.167  |Israel 147.237.77.74 |lawidf.il Illegal Paraneter Encoding searchText in v |awidf.il/275 he/ patzar.aspx |None 1
46.19. 86. 118 I srael 147.237.77. 216 |dover.idf .il Distributed Unknown HTTP Request Met hod B ock 1
Ui ted NULL Character in Method
169. 229. 3. 91 147.237.0.19 |nadimatal .idf.il |=& 5A/[#28]] 248 z. Bo! ““vayl SAD [[#0]]T“ F(Rb\ sed[ [ #11]] o+ 8 [ [#14]]1{ |B ock 1
Sates ~ .
qAu( =+ #012NMEE%o
141. 226. 217. 1311 srael 147.237. 72. 166 |aka. i df . i | Uhknown 'Pare.met er ctI00$ctI00$9phh/a| n$cphSachar $ct | 55 in None 1
wwn aka. i df . i1/ nai n/ sachar/ paysl i ps. aspx
66. 249. 64. 56 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1232-he/ at al . aspx B ock 1
169. 229. 3. 91 g;g: 147.237.0.19 |madimatal .idf.il [Illega Byte Gode Character in Header Nane B ock 1
37.26.147.217 |[israel 147.237.76.86 |navy.idf.il Suspi ci ous Response Code B ock
87.69. 3. 182 I srael 147.237.77.233|atal .idf . il Unaut hori zed URL Access to 147.237.77.233/ 1517-he/ at al . aspx B ock
77.126.18.29 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for wwu aka. i df . i |/ mai n/ gi yus/ gener al . aspx B ock 1

Il'legal HITP Version __atuvs=57f 1133c05d54f bc000;

_pk_ref. 20. 8af c=96BYR29R2%R2CYR2YR229RC14754168969RC¥22ht t psYBAY%
46.19. 86. 118 I srael 147.237.77. 216 |dover.idf . il 2FoRFwwv. googll e. co. i | YRF92296D; B ock 1
_pk_i d. 20. 8af c=737ac48827dc740a. 1475416895. 1. 1475416896. 14754168
95.; _pk ses. 20. 8af c=*

Lhi ted

169. 229. 3. 91 P 147.237.76.31 |nakchal .idf.il Dstributed I11egal Byte Qbde Character in Mthod B ock 1
157. 55. 39. 254 LShIaItee: 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/ Bl ock 1
79.177.219.39 |lsrael 147.237.77.216|dover. i df . i | SSL Uhtraceabl e Connection - (pen Mde None 1
66. 249. 64. 58 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1235- he/ at al . aspx B ock 1
169. 229. 3. 91 g"alt:g 147.237.0.19 |nadimatal .idf.il |[Malformed UR B ock 1
46.19. 85. 39 I srael 147.237.76.86 |navy.idf.il Qooki e Tanpering on cookie _atrfs: Expected ab/ None 1
94. 43.75. 93 Georgi a 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod PCST for ww aka. i df . il /mai n/ rabanut/ general . aspx B ock 1
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