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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site

|Signature

|Device Action|Count

160. 176. 42. 163 Mor occo 147.237.77. 216 dover.idf.il DCS- HTTP- t or shanmer dest - r eset 245
160. 176. 42. 163 Mor occo 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 30
134.147. 203. 115 Cer many 147.237.76. 39 nobi | e. nei tav.idf.il B ack List drop 2
93. 174. 94. 235 Net her | ands 147.237.76. 199 e. nakchal .idf.il B ack List drop 1
173.208. 198. 10 Lhited Sates 147.237.76. 39 nobi | e.nei tav.idf.il bl ock-sp-traf1 forvward 1
173.208. 213. 195 Lhited Sates 147.237.0. 19 nadi matal .idf.il bl ock-sp-traf 1 forvard 1
173. 208. 213. 196 Lhited Sates 147.237.77. 226 wan chanat z. aka. i df . i | |bl ock-sp-traf 1 forward 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address ‘Site |SgnaIure Devi ce Action |Count

71. 6. 146. 185 Lhited Sates 147. 237.76. 39 nobi | e.neitav.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

146. 200. 148.0  |147.237.77. 216 |Uni ted Ki ngdom|dover.idf.il Tehila - Perl LW with fake user agent 3
171. 247. 244. 142(147. 237. 77. 216 |M et nam dover.idf.il ET SO Behavi oral Lhusual l'y fast inbound Tel net 2
Gonnections, Potential Scan or Brute Force
94.102.48.194 |147.237.77.61 |Netherlands e.cogat.idf.il ET SCAN NMAP -sS wi ndow 1024 1
62.210. 243.100 [147.237.77.61 |France e.cogat.idf.il ET SCAN NMAP -sS wi ndow 1024 1
46.172.91.21 147.237.0.17 |Wraine mny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
14.152.59. 11 147. 237.76. 177 |Chi na ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
14.45.247.84  |147.237. 72. 167 <OV FPDIIC i imaka iof i1 ET SUAN Behavi oral Lhusual l'y fast inbound Tel net 1
of Gonnections, Potential Scan or Brute Force
208. 100. 26. 228 [147.237.76.38 [Wited Sates |e.e.meitav.idf.il ET SCAN NVAP -sS w ndow 1024 1
185. 120. 124. 35 [147. 237. 77. 233 |I srael atal.idf.il ET DB Large anount of TCP ZeroWndow - Possible Niller2 1
DDos attack
94, 102. 48.194  [147.237. 77. 216 |Net her | ands dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
88.249.106.23 |147.237.8.46 |Turkey e. chinuch.idf.il ET SCAN NVAP -sS w ndow 1024 1
46.172.91.21 147. 237.77. 212 |krai ne e.dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
46. 19. 85. 48 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
14.126.82.5 147.237.77.19 |China | awforumi df .i | ET SCAN Behavi oral Lhusual ly fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
5. 255. 90. 133 147. 237. 76. 147 [Net her | ands chi nuch. aka. i df .i ET SCAN NVAP -sS wi ndow 1024 1
195. 9. 129, 14 147 237 g 07 |RUSSIaN o radi matal i il ET SCAN Behavi oral Lhusual |y fast inbound Tel net 1
Federation Gonnections, Potential Scan or Brute Force
94.102.48.194 [147.237. 77. 226 |Net her| ands waw chanat z. aka. i df.il  |ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

‘Attacker Country |Target Address ‘S’te ‘Signature
160. 176. 42. 163 [Mor occo 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 9643
160. 176. 42. 163 |Mor occo 147.237.77. 216 |dover.idf.il |[Bad TCP sequence Invalid ACK nunber monitor  |987
160. 176. 42. 163 |Mor occo 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval id ACK nunber alert 667
160. 176. 42. 163 |Mor occo 147. 237,77 216 |dover. i i1 || €M ng Engi ne: @ TCP segnent out of maxi mumalloved | 399
Segnent Limt Enfor cement sequence. Packet dropped.
160. 176. 42. 163 [Mor occo 147.237.77. 216 |dover.icf.il [Bad TCP sequence iz;e”ansm't withdifferent wWndow |ooitor 225
160. 176. 42. 163 |Mor occo 147.237.77. 216 |dover.idf.il Bad TCP sequence noni t or 123
160. 176. 42. 163 |Mor occo 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 87
84.111.14. 141 |Israel 147. 237.76. 200 [6i tan. aka. i of. { | S2M NG Engi ne: TCP Invalid finvalid segnent retransmssion Packet | op 84
Ret r ansni ssi on dr opped.
213. 6. 74. 190 ?erfis: iof;""‘”&cupi o |147.237.77. 216 |dover.icf.i1  |drop Frst packet isn't SN drop 68
160. 176. 42. 163 |Mor occo 147.237.77. 216 |dover.idf.il |drop drop 68
212.179. 90. 106 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 65
37.237.201.19 |[lraq 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 44
31.222.233. 211 |Jordan 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 35
79.180. 201. 204 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 34
176.13. 230. 92 | srael 147, 237.77. 243 |mti e i1 |/ 2™ NG Engine: TGP Invalid finvalid segnent retransmission Packet |y 30
Ret r ansmi ssi on dr opped.
83.78.170.117 |Sntzerland 147.237.76.42 |refuah.idf.il |SYN At ack SYN -> SYN-ACK -> Ti neout alert 23
83. 76. 62. 190 Sntzerland 147.237.76.42 |refuah.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 23
83.78.170. 117 |[Satzerland 147.237.76.42 |refuah.idf.il |SYN At ack SYN -> SYN-ACK -> Ti meout noni t or 23
83. 76. 62. 190 Sntzerland 147.237.76.42 |refuah.idf.il |SYN At ack SYN -> SYN-ACK -> Ti neout alert 22
31.186. 251. 117 |Ger many 147.237.76.42 |refush.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 22
160. 176. 42. 163 |Mor occo 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t or 22
83.76.62.190 |Satzerland 147.237.76.42 [refuah.icf.il |Bad TCP sequence SYNretransmt wth different sequence [nonitor 22
178. 199. 204. 38 |Si t zer| and 147.237.76.42 |refuah.idf.il [Bad TCP sequence SWretransmit wth different sequence |nonitor |21
83.76.62.190 |Swtzerland 147.237.76.42 [refuah.icf.il |Bad TCP sequence SYNretransmt wth different sequence |al ert 21
83.78.170.117 |Saitzerland 147.237.76.42 [refuah.icf.il |Bad TCP sequence SYNretransmt wth different sequence |al ert 21
178. 199. 204. 38 |Sw t zerl and 147.237.76.42 |refuah.idf.il |SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 21
83.78.170.117 |Sntzerland 147.237.76.42 [refuah.icf.il |Bad TCP sequence SYNretransmt wth different sequence |nonitor 21
83.76.62.190 [Swtzerland 147.237.76.42 [refuah.icf.il |Bad TCP sequence Inval id ACK nunber noni t or 21
178. 199. 204. 38 |Sw t zer| and 147.237.76.42 |refuah.idf.il |SYN At tack SYN -> SYN-ACK -> Ti neout alert 20
136. 243. 5. 203 |Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 20
85.0.13. 60 Sii t zerl and 147.237.76.42 |refuah.idf.il |SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 20
178.199. 204. 38 |Sat zerl and 147.237.76.42 |refuah.icf.il |Bad TCP sequence SN retransmit wth different sequence |al ert 20
178. 199. 204. 38 |Sn tzer| and 147.237.76.42 [refuah.icf.il |Bad TCP sequence Inval i d ACK nunber monitor |19
85. 0. 13. 60 Sntzerland 147.237.76.42 |refuah.idf.il |SYN At ack SYN -> SYN-ACK -> Ti neout alert 19
31.186. 251. 117 |Ger many 147.237.76.42 |refuah.icf.il |Bad TCP sequence SWNretransmt wth different sequence |nonitor 19
85. 0. 13. 60 S t zerl and 147.237.76.42 [refuah.icf.il |Bad TCP sequence SN retransmit with different sequence |al ert 18
85. 0. 13. 60 St zerl and 147.237.76.42 [refuah.icf.il |Bad TCP sequence SYNretransmt wth different sequence [nonitor 18
85.0.13. 60 Sii t zerl and 147.237.76.42 |refuah.icf.il |Bad TCP sequence I'nvalid ACK nunber noni t or 18
31.186. 251. 117 |Ger many 147.237.76.42 [refuah.icf.il |Bad TCP sequence SN retransmit with different sequence |al ert 18
83.78.170. 117 |[Satzerland 147.237.76.42 [refuah.icf.il |Bad TCP sequence Inval id ACK nunber noni t or 16
94.142. 34. 211 |Jordan 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SWN drop 16
185. 27. 105. 140 |l srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 14
109. 253. 221. 67 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 14
37.26.147.217 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 13
2.55.174. 46 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12
79.181. 96. 88 I srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12
94.77.196.82 |Saudi Arabia 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 11
78.27.148.187 |lkraine 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 10
185. 120. 124. 44 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 10
2.53.134.196 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SWN drop 10
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
109. 253. 132. 212|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode B ock 36
185.32.179.89 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 4
- . . Paraneter Type M ol ati on ctl 00$Cont ent A acetbl der 1$t xt Last Nane
109. 253. 132. 212|I srael 147.237.0.19 [nadimatal .idf.il i n nadi matal i df.il/nobilel 1088- hel ner et 2, aspx B ock 4
. . . DO stributed Lhaut hori zed URL Access on
176.13.229.64 I srael 147.237.77. 243 [nobi | e. i df . i nobi | e.i df.il/categorytenpl ates/|istchil ddocunent s/ 1071 Bl ock 3
. . - Unhaut hori zed URL Access to
109. 64. 187.82 |l srael 147.237.77. 243 |nobi l e. i df . i | nobi | e, i o i |/ cat egoryt enpl at es/ | i st chi | ddocurent s/ 1071 B ock 3
185. 120. 124. 44 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
95. 86. 73. 158 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to v aka. i df.il/miain/giyus Bl ock
. . Unaut hori zed Met hod PCST for
77.138. 65. 41 France 147.237.72. 166 |aka. i df . i | vaw aka. i df i |/ nai 1/ gi yus/ yahash2017/ | obby. aspx B ock 3
95. 35. 148. 87 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
141. 226. 147. 210|I srael 147.237.77. 216 |dover.idf . il Unt raceabl e SSL Sessi ons: (pen Mbde None 2
213. 8.204. 34 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode B ock 2
176.13. 14. 54 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
] . . Unaut hori zed Met hod PCBT for
66.102. 9. 2 Wited Sates |147.237.72.166|aka. i df.il v aka. i df i 1/ mai n/ hoe/ def aul t . aspx B ock 1
160. 176. 42. 163 [Mor occo 147.237.77. 216 |dover.i df . i | Unaut hori zed Method PCBT for 147.237.77.216/ B ock 1
98.218.140.83 [lnited Sates [147.237.72.166|aka.idf.il Uhaut hori zed Method POST for wan aka. idf.il/yohal an Bl ock 1
5.102. 253. 49 I srael 147.237.72. 166 [aka. i df . i | Distributed Unknown HTTP Request Met hod Bl ock 1
79. 180. 255. 204 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
169. 229. 3. 91 Uited Sates |147.237.77.170|nmaarachot.idf.il Il1egal Byte Gode Character in URL Bl ock 1
_ m ny- kosher - kravi . i
169. 229. 3. 91 Lhited Sates [147.237.0.17 & il Nal formed URL - #012£[ [ #25] ] : [ [ <rw24[ [1]#18n]]\28: [ [ 0#] ] O» B ock 1
66. 249. 65. 53 I srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed LRL Access to wawidf.il/atal 1/izkor/viewtext.asp |H ock 1
139. 162. 13. 205 |9 ngapor e 147.237.77. 216 |dover.idf . il Illegal Byte Qode Character in Mthod Bl ock 1
. . S Uhtraceabl e Gonnection - Protocol violation
5.102. 253. 49 I srael 147.237.72. 166 |aka. i df . i | (SSL_CONN_APPLI CATI ON_DATA_EXCHANGE) None 1
. . Unhaut hori zed URL Access to
5.22.134. 99 I sr ael 147.237.77.234|hal ag. i df . il 147. 237. 77, 2341 i nages/ shar ed/ bul | et 1. g f Bl ock 1
94.199. 151. 22 E?';;gom 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
. . Unaut hori zed URL Access to
66.249. 76. 109 |l srael 147.237.72. 166 |aka. i df . i | v aka, i o i 1/ val t and nai v per sonal ent rance. asp B ock 1
169.229. 3. 91 Lhited Sates [147.237.0.34 |tikshuv.idf.il Unknown HTTP Request Method Ok [#16]], f,iAZ in URL B ock 1
. . DO stributed Lhaut hori zed URL Access on
66. 249. 64. 41 I srael 147.237.72. 166 [aka. i df . i | 147, 237. 72. 166/ yohal an/ f or uns/ asp/ show or um asp B ock 1
_ m ny- kosher - kravi . i _
169. 229.3.91 Lhited Sates 147.237.0. 17 df il Abnormal |y Long Request request version B ock 1
. . Illegal Byte Gode Character in Header Nanme
5. 102. 253. 49 I srael 147.237.72. 166 |aka. i df . i | o [ #16] ] ~hokOBG#01141, €] [ #18] ] xae ( &- B ock 1
79.183.39.16  [Israel 147. 237.72. 166 |aka. i df . i | thauthor i zed Mt hod HEAD for Bock |1
wan aka. i df . i |/ mai n/ gi yus/ ki osk/ ki osk. aspx
: . . Unknown HTTP Request Met hod
169.229. 3.91 Lhited Sates |147.237.77.170 [maarachot . i df . il ha¥] [ #27] ] ~aZA<KTEKC [ [ #17] ] E&41 [ [ #6]] 6=] 4pk™ in UR. B ock 1
m ny- kosher - kravi . i i - :
169.229.3.91  |wited Sates [147.237.0.17 ny-Kosher-xra NLL Craracter in URL -#0128[ [#25]]: [[ <sw24[[1]#18n]] 8 B ock 1
df.il »0] J#O[ [ :
66. 249. 65. 53 I srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wwidf.il/statistics/terror B ock 1
Russi an ny- kosher-kravi . i df . i |unauthori zed URL Access to
5. 255.283.75 Feder ati on 147.237.0.16 | v ny- kosher -kravi . i df .il/robots. txt Bl ock 1
139. 162. 13. 205 |9 ngapore 147.237.77.216|dover. i df .i | NLLL Character in Method B ock 1
5.102. 253. 49 I srael 147.237.72. 166 [aka. i df . i | Abnornal |y Long Header Line request header nane Bl ock 1
. . D stributed Uhauthorized URL Access on
77.127.74.118  |Israel 147.237.77.233(atal .idf.il 147, 237.77. 233/ 1136- hel at al . aspx Bl ock 1
169. 229. 3. 91 Lhited Sates [147.237.76.30 |[hinush.idf.il Mitiple Illegal Byte Code Character in Mthod from169.229.3.91 |H ock 1
. . O stributed Lhaut hori zed URL Access on
66. 249. 65. 51 I srael 147.237.77. 216 |dover . i df . i | ww i o i1/t al 1/ Zkor/ vi ew text . asp B ock 1
m ny- kosher - kravi . i .
169. 229.3.91 Lhited Sates 147.237.0. 17 of niyl Illegal Byte Gode Character in Method TFG/to)e B ock 1
5.102. 253. 49 I srael 147.237.72. 166 [aka. i df . i | Illegal Byte Gode Character in Header \al ue Bl ock 1
169. 229. 3. 91 Lhited Sates |147.237.77.235|sviva.idf.il Abnormal |y Long Request net hod B ock 1
. . Unaut hori zed Method CPTI ONS for
79.183.68.31 | srael 147.237.72. 166 [aka. i df . i | wn aka. i df . i |/ nai n/ gi yus/ aut henti cati onser vi ce. asnx/ get aut huser Bl ock !
. m ny-kosher-kravi.i [unknown HTTP Request Method tFe¢yio)s in URL
169. 229.3.91 Lhited Sates 147.237.0. 17 ; B ock 1
df.il 110-0#: [[98Yn] | 81#] ] [ [ 42#] ] : n<[ [ 52#] [ £210#-
Unhaut hori zed URL Access to
66.249.69. 116 [Israel 147.237.77. 176 |nat pash. i df . i | W cogat . i df . i |/ usef ul i nformation/i dkoni ni pages/ masai yot 26122 |Bl ock 1
010. aspx
46.19. 85. 149 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code Bl ock
5.102. 253. 49 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in Mthod Bl ock
169.229. 3. 91 Lhited Sates |147.237.77. 170 |maar achot . i df . i | Abnormal |y Long Request net hod B ock 1
: mny-kosher-kravi.i |illegal Byte Gode Character in URL -#012£[[#25]]: N
169. 229. 3. 91 Lhited Sates 147.237.0. 17 ; Bl ock 1
df.il L [#24] 1 [ [#18] ] nye o] : #00] ] »
66. 249. 65. 51 | srael 147.237.77.216|dover. i df . il Mil tipl e Unhaut horized URL Access from 66.249. 65. 51 B ock 1
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