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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
192. 187. 109. 58 Lhited Sates 147.237.76. 31 nakchal .idf.il bl ock-sp-traf 1 forward 2
198. 204. 247. 221 Lhited Sates 147.237.76. 42 refuah.idf.il bl ock-sp-traf 1 forward 2
192.187.101. 234 Lhited Sates 147.237. 76. 200 eitan. aka.idf.il bl ock-sp-traf 1 forward 2
192.187.101. 235 Lhited Sates 147.237.76. 30 hi nush. i df .i | bl ock-sp-traf 1 forvard 2
134.147. 203. 115 Cer many 147.237.76. 201 eatal.idf.il B ack List drop 2
69. 30. 193. 250 Lhited Sates 147.237. 76. 86 navy.idf.il bl ock-sp-traf 1 forvard 2
192.187. 101. 235 Lhited Sates 147.237. 76. 147 chi nuch. aka.idf.il bl ock-sp-traf 1 forward 2
173. 208. 213. 198 Lhited Sates 147.237.77. 235 sviva.idf.il bl ock-sp-traf 1 forward 1
91. 210. 104. 40 Russi an Federation 147.237.76. 30 hi nush. i df . i | B ack List drop 1
63. 141, 231. 195 Lhited Sates 147.237.77. 74 lawidf.il bl ock-sp-traf 1 forvard 1
173. 208. 207. 132 Lhited Sates 147.237.77. 233 atal.idf.il bl ock-sp-traf 1 forvard 1
69. 30. 226. 222 Lhited Sates 147.237. 72. 166 aka.idf.il bl ock-sp-traf 1 forvard 1
124.173.113. 45 Chi na 147.237.77. 233 atal .idf.il JLIMPurple Con Linit Tcp  |drop 1
63. 141. 242. 198 Lhited Sates 147.237.0. 15 kosher-kravi .idf .il bl ock-sp-traf 1 forward 1
192. 187. 109. 59 Lhited Sates 147.237.72. 167 i shurimaka.idf.il bl ock-sp-traf 1 forvard 1
173. 208. 207. 133 Lhited Sates 147.237.72. 156 anan. i df.il bl ock-sp-traf 1 forvard 1
71.6.146. 186 Lhited Sates 147.237.76. 198 e.yohal an.idf.il B ack List drop 1
198. 204. 255. 75 Lhited Sates 147.237.77.170 naar achot . i df . il bl ock-sp-traf 1 forvard 1
192. 187. 118. 66 Lhited Sates 147.237.0. 34 tikshuv.idf.il bl ock-sp-traf 1 forward 1
173. 208. 213. 197 Lhited Sates 147.237.0. 17 mny- kosher - kravi . i df . i | bl ock-sp-traf 1 forward 1
71.6.165. 200 Lhited Sates 147.237. 76. 200 eitan. aka.idf.il B ack List drop 1
142.54. 174. 84 Lhited Sates 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 forvard 1
69. 30. 193. 254 Lhited Sates 147.237.77. 234 hal ag.i df .il bl ock-sp-traf 1 forward 1
192. 187. 118. 67 Lhited Sates 147.237.77.176 nat pash. i df . il bl ock-sp-traf 1 forvard 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site |S gnature Devi ce Action |Oount |
151. 80. 124. 186 |France 147.237.77.216 |dover. i df.i|Cl000016: HTTP. admnistrator in R Per nit 1
151. 80. 124. 186 |France 147.237.77.216 |dover.idf.i[Cl000018: HTTP. access to administrator/index.php -> Qiarantine Pernit 1
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|Top Attackers In |D|

Target Address

‘ Attacker Qountry

Signature

146. 200. 148. 0 |147.237.77.74 |United Ki ngdom lawidf.il Tehila - Perl LWP with fake user agent 2
95.85.44.108 [147.237.0.15 |Netherl ands kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
188. 225. 38. 173 |147. 237. 76. 42 |Russi an Federation refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
66.249. 93. 137 |147.237.0.34 |Europe tikshuv.idf.il ET SCAN NVAP -sA (2) 1
163. 172. 238. 45 |147. 237.76. 86 |United Ki ngdom navy. i df.il ET SCAN NVAP -sS w ndow 1024 1
66.249. 75.175 |147.237.77.74 |Wnited Sates lawidf.il ET SCAN NVAP -sA (2) 1
121. 223. 248. 67 |147. 237. 76. 200 |Austral i a eitan aka. idf.il ET SCAN NMAP -sS wi ndow 1024 1
62. 210. 243. 100 [147. 237. 77. 179 |France e.mazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
109. 65. 36.28  |147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
5.255.90.133  |147.237.76. 44 |Netherl ands e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
95.85.44.108 |147.237. 76. 148 |Net her | ands gacenter. aka.idf . il ET SCAN Potential SSH Scan 1
95. 85.44. 108  |147.237.76. 42 |Netherl ands refuah.idf.il ET SCAN Potential SSH Scan 1
95. 85. 44. 108  |147.237.0.34  |Netherl ands tikshuv.idf.il ET SCAN Potential SSH Scan 1
95.85.44.108 |147.237.0.17 |Netherlands mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
222.77.254. 105 [147.237.0.35 |China akavs. i df il ET SCAN Behavi oral Lhusual ly fast Terminal Server 1
Traffic, Potential Scan or Infection
94.102. 48.194 |147.237. 77. 212 |Net her| ands e.dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
183.182.99.83 [147.237. 76, 177 |20 FeoPl€'s Dnocratic | o i o ) ET SOW Behavi oral Lhusual Iy fast inbound Tel net 1
Republ i ¢ (onnections, Potential Scan or Brute Force
66.249.93.72  |147.237. 76. 147 |Eur ope chi nuch. aka.i df .il ET SCAN NVAP -sA (2) 1
66.249. 64.16  |147.237.77.233|lnited Sates atal .idf.il ET SCAN NVAP -sA (2) 1
109. 67. 140. 12 |147. 237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
62. 210. 243. 100 |147. 237. 77. 170 |France naar achot . i df .i | ET SCAN NMAP -sS wi ndow 1024 1
95. 85.44. 108 [147.237.76. 176 |Net her| ands test.ncore.idf.il ET SCAN Potential SSH Scan 1
5.255.90. 133 |147.237.76.42 |Netherlands refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
95. 85. 44. 108  |147. 237. 76. 147 |Net her | ands chi nuch. aka. i df . i1 ET SCAN Potential SSH Scan 1
95.85.44.108 [147.237.76.39 |Netherl ands nobi | e. mei tav.idf.il ET SCAN Potential SSH Scan 1
95. 85.44. 108 |147.237.0.33 |Netherl ands idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
92.241. 41. 67 Jor dan 147.237.77. 216 |dover.i df .i drop First packet isn't SN drop 102
79.181.213.177 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 48
37.142.236.33 | srael 147.237.76.42 |refuahicf.il  |Bad TCP sequence SN retransmt wth different monitor |32
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
213.8.204.26  |israel 147. 237.77. 243 |mobi l e. i . i 9 =g Invalid segnent retransmssion. drop 27
Ret ransm ssi on Packet dropped.
83.78.170.117 |Swtzerland  |147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout alert 26
83.78.170.117 |Swtzerland 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout moni t or 26
83.78.170.117 |Swtzerland  |147.237.76.42 [refush.icf.il  [Bad TCP sequence i’;:eert]gsnsm't wth different moni tor |25
83.78.170.117 |[Swtzerland  [147.237.76.42 [refuahiicf.il  |Bad TCP sequence i’:l;ee;crsnsm‘ wth different aert 25
82.81.67.201 | srael 147.237.72. 167 |i shuri maka.i of . i [dr op Frst packet isn't SYN drop 25
83.78.170.117 |Swtzerland  |147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 24
83. 76. 62. 190 Swi t zerl and 147.237.76. 42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 24
83. 76. 62. 190 Swit zerl and 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout alert 23
83.76.62. 190 Swtzerland  |147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 22
83.76.62.190  [Swtzerland  [147.237.76.42 [refuahicf.il  |Bad TOP sequence i’;l:eeécrsnsn“ wth dfferent moni tor |22
62.203.41.101 |[Swtzerland  [147.237.76.42 [refuah.icf.il  |Bad TOP sequence SZ’;J:;;:”S”“ wth different moni tor |21
62.203.41.101 |Swtzerland 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout alert 21
83.76.62.190  [Swtzerland  [147.237.76.42 [refush.idf.il  [Bad TCP sequence SS;';J:;;S”S”“ wth different alert 21
62.203.41.101 [Satzerland 147.237.76. 42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 21
62.203.41.101 |[Swtzerland |147.237.76.42 [refush.icf.il  [Bad TOP sequence f:’;l;eeécr:mn“ vith different aert 20
Sreanming Engine: TCP Invalid i i ssi
85. 65. 4. 85 I'sr ael 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransnission. drop 20
Ret ransnm ssi on Packet dropped.
62.203.41.101 |Swtzerland  |147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 19
37.26.147.219 |lIsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence noni t or 16
89.139. 175. 164 |[lIsrael 147.237.76. 42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> RST noni t or 15
180. 177.90. 157 |[Tai van 147.237.77. 216 |dover.i df .i | drop First packet isn't SYN drop 12
Sreaming Engine: TCP Invalid i i ssi
79.176.126. 164 |Israel 147. 237. 77. 243 |robi 1 e i of . i | 9 =g Invalid segnent retransmssion. drop 12
Ret ransn ssi on Packet dr opped.
85.1.32. 120 Saitzerl and 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout alert 11
85.1.32.120  |[Swtzerland [147.237.76.42 [refush.icf.il  [Bad TCP sequence i’;:eert]gsnsm't wth different alert 11
85. 1. 32. 120 St zerl and 147.237.76. 42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 10
85.1.32.120  |Swtzerland |147.237.76.42 [refush.icf.il  [Bad TOP sequence f:’;l;eeécr:mn“ vith different monitor |10
85.65.49.191  |Israel 147.237.77. 233 |atal i df i Bad TCP sequence SNretransmt with i fferent monitor |10
w ndow scal e
85.1.32.120 Sitzerland  [147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 10
37.26.147.219 |lIsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence alert 9
37.26.147.219 |lIsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or 8
141. 226.162. 79 |Israel 147.237.77. 216 |dover.i df i Bad TCP sequence Invalid ACK nunber noni t or 7
85.243.176.19 |Portugal 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
37.26.147.219 [Israel 147.237.76. 42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout alert 6
Sreamng Engine: TP Invalid i i ssi
2.53.139. 15 I'srael 147. 237.77. 243 |mobi l e. i . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansn ssi on Packet dropped.
37. 26. 147. 219 I srael 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or
37.26.147.219 |Israel 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert
Sreamng Engine: TCP Invalid i i ssi
77.126.93.61  |Israel 147.237.77. 243 |mubile.i o i1 9 =g Invalid segnent retransmssion drop 6
Ret r ansn ssi on Packet dropped.
37.26.147.219 [Israel 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
37.26.147.219 |lsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d sequence nunier noni t or 6
85.1.73.182 St zerl and 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout alert 5
212.179. 210. 200]I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
46.19. 85. 37 I srael 147.237.76.31 |nakchal.idf.il [Bad TCP sequence Invalid ACK nunber alert 4
46. 19. 85. 37 I srael 147.237.76.31 |nakchal.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 4
85. 1. 73.182 St zerl and 147.237.76. 42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 4
79.182. 0. 210 I srael 147.237.77. 176 |matpash.idf.il  [SYN At t ack SYN -> SYN-ACK -> RST noni t or 4
85.1.73.182  |Swtzerland  [147.237.76.42 [refuahicf.il  |Bad TCP sequence SZ’;J:;;:”S”“ wth different aert 4
212.143.142.56 |Israel 147.237.77. 216 |dover.i df i drop First packet isn't SN drop 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
79.176.126. 164 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 3
84. 95. 208. 20 I srael 147.237.77. 216 |dover . i df . i | Mil ti pl e Unaut horized LRL Access from 84. 95. 208. 20 B ock
. . Unaut hori zed URL Access to
66. 249. 65. 185  Israel 147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ 994~ 8832- he/ r ef uah. aspx Bl ock 1
169.229. 3. 91 Lhited Sates |147.237.72.166|aka.idf.il Dstributed Il1egal Byte Gde Character in URL B ock 1
. . D stributed Unaut hori zed LRL Access on
37.142.236.33 |[lIsrael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ st yl ef shar ed/ r eset . css Bl ock 1
169.229. 3. 91 Lhited Sates |147.237.76. 147 |chi nuch. aka. i df . i | Mitiple Illegal Byte Code Character in Method from169.229.3.91 |B ock 1
85. 65. 49. 191 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1462-he/ atal . aspx  |B ock 1
. . Unaut hori zed URL Access to
66. 249. 76. 75 I srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or und asp/ showf or um asp B ock 1
169. 229. 3. 91 Lhited Sates |[147.237.72.166|aka.idf.il Mil tiple Abnormal |y Long Request from 169.229. 3. 91 B ock 1
. . Unaut hori zed Met hod HEAD for
79.183.39. 16 I srael 147.237.72. 166 |aka. i df . i | vaw aka. i df i |/ rai v gi yus/ ki osk/ ki osk. aspx B ock 1
46.117. 182 116 |1 srael 147.237.72. 166 |aka. i df .i | Unknown ‘Parz‘irret er ctl 00%$ct | 00$f:phMa| n$cphSachar $ct 1 25 in None 1
wwy aka. i df . i | / mai n/ sachar/ paysl i ps. aspx
169. 229. 3. 91 Uhited Sates |[147.237.76.147|chi nuch. aka.idf.il Ml tiple Mal formed URL from 169. 229. 3. 91 B ock 1
. . Doubl e URL Encodi ng - paraneter: search in
87.70.18. 218 I srael 147.237.72. 166 |aka. i df . i | vow aka. i of i |/ i 1V gi yus/ pri ot hand er 1. asmx/ sear ch B ock 1
. www. chamat z. aka. i d .
71.6. 146. 186 Lhited Sates [147.237.77.226 fi Unaut hori zed URL Access to 147.237.77.226/ robot s. t xt B ock 1
169. 229. 3. 91 Lhited Sates |[147.237.72.166|aka.idf.il Mitiple Illegal Byte Gode Character in Mthod from169.229.3.91 |B ock
81.218. 164. 223 |l srael 147.237.72. 166 |aka. i df . i | Lhknown Paraneter |oginerrno5 in aka.idf.il/ishurininain/ None
: . . Unaut hori zed Met hod PCST for
66.102.9.2 Uhited Sates |[147.237.72.166|aka.idf.il vww aka. i dff i 1/ mai n/ hone/ def aul t . aspx B ock 1
169.229. 3. 91 Lhited Sates |147.237.76. 147 |chi nuch. aka. i df . il Mil ti pl e Unknown HTTP Request Method from 169. 229. 3. 91 B ock 1
89. 138. 91. 66 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
. . Unaut hori zed Met hod PCST for
77.138.233.127 |France 147.237.72. 166 |aka. i df . i | vow aka i df . i |/ rai rv sachar /Kl al i . aspx B ock 1
169.229. 3. 91 Lhited Sates |147.237.72.166|aka.idf.il Mil ti pl e Unknown HTTP Request Method from 169. 229. 3. 91 B ock 1
83.163.78.116 [Netherlands [147.237.76.42 |refuah.idf.il Unaut hori zed Met hod POST for 147.237.76. 42/ B ock 1
. . Uhaut hori zed URL Access to
66.249.65.24  [Israel 147.237.77. 216 [dover. i df . il 147, 237. 77. 216/ 1133- 19825- he/ dover . aspx Bl ock 1
. . . S Whtraceabl e Gonnection - Protocol violation
183. 129. 160. 229|Chi na 147.237.72. 166 |aka. i df . i | (SSL CONN GLI ENT FELLO) None 1
89.139.127. 108 |[Israel 147.237.72. 156 [anan. i df . i | Suspi ci ous Response Code B ock 1
. . Uhaut hori zed Met hod PCST for
77.139.47.167 |France 147.237.72. 166 [aka. i df . i | voww aka i df i 1/ nai v i yus/ sai ar ot 1 ash. asp B ock 1
2.53.139. 15 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock
169.229. 3. 91 Lhited Sates |147.237.76. 147 |chi nuch. aka. i df .i | Mil tiple Abnornal |y Long Request from 169.229.3.91 B ock
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