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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site
130. 0. 177. 12

|Signature |Device Action |Count|
Italy 147.237.77. 74 lawidf.il |L4 Source or Dest Port Zero drop 1
177.192. 181. 98 B azil 147.237.77.216 dover. i df.il|TQP handshake viol ation, first packet not syn dr op 1
66. 240. 236. 119 Lhited Sates 147.237. 76. 201 e atal.idf.i|Back List drop 1




10-02-2016-13:04:01 to 10-02-2016-14:04:01

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Device Action |Count
Chi na 147.237.77. 233 atal .idf.il|CL000071: HITP: User Agent Sogou+web+spi der Per nit 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

185. 110. 132. 201|147. 237. 76. 44 |Wkrai ne e.refuah.idf.il ET SCAN Potential SSH Scan 1
58.218. 200. 137 |147.237. 76. 197 |Chi na ehimsh.idf.il [ET SCAN Potential SSH Scan 1
185. 110. 132. 201|147. 237. 72. 156 |Lkr ai ne anan.idf.il ET SCAN Potential SSH Scan 1
31.220. 3. 199 147.237.76. 44 |Blize e.refuah.idf.il ET SCAN Potential SSH Scan 1
180.213.5.205 [147.237.72. 217 |Chi na eidf.il ET SCAN NVAP -sS wi ndow 1024 1
14.152.59. 11 147.237.76.38 |China eenitav.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
176. 47. 61. 54 147.237.77. 216 |Saudi Arabia dover.idf.il ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
163. 172. 169. 150[147. 237. 76. 199 |Uni t ed Ki ngdom |e. nakchal .idf.il |ET SCAN NVAP -sS w ndow 1024 1
154. 16. 199. 48  |147.237.76.31 |Lhited Sates nakchal . i df i | ET SCAN Potential SSH Scan 1
94.102.48.194 |147.237.77. 243 [Net her | ands nobi | e.idf.il ET SCAN NMAP -sS wi ndow 1024 1
1059 190 142 |147 237 8 14 |RUSSian o orchot i df i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Federation Potential Scan or Brute Force
28.26.160. 218|147 237 76.31 |ukrai ne vekehal i df i1 ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
185. 110. 132. 201|147. 237. 77. 227 |Wkr ai ne e hamaz.idf.il ET SCAN Potential SSH Scan 1
58.218. 200. 137 [147.237.76. 199 |hi na e.nakchal .idf.il |ET SCAN Potential SSH Scan 1
185. 110. 132. 201|147. 237. 76. 30 |Wkrai ne hi nush. i df.il ET SCAN Potential SSH Scan 1
58. 218. 200. 137 |147.237. 76. 148 |Chi na gacenter. aka.idf .i [ET SCAN Potential SSH Scan 1
185. 110. 132. 201|147. 237.0.34  |lkrai ne tikshuv.idf.il ET SCAN Potential SSH Scan 1
31.220. 3. 199 147.237.76.34 |Blize yohal an. i df .il ET SCAN Potential SSH Scan 1
178, 76.195. 202|147 237 76,86 |FUSSI @ navy. i df il ET SON\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Federation Potential Scan or Brute Force
14.152.59. 11 147.237.8.46 |China e.chinuch.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
163. 172. 169. 150(147. 237. 76. 200 |Uni ted Ki ngdom |eitan.aka.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
154.16.199. 48  |147.237.76. 148 |Uhited Sates gacenter. aka i df .i [ET SCAN Potential SSH Scan 1
125. 65. 82. 44 147. 237. 76. 86 |Chi na navy. i df.il ET SCAN NVAP -sS wi ndow 1024 1
208. 100. 26. 228 |147.237.76. 198 |Lhited Sates eyonalanidf.il |ET SCAN NVAP -sS wi ndow 1024 1
94.102. 48.194  [147.237. 77. 216 |Net her | ands dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
192.223.94.47 [147.237.77.170|Bolivia naarachot.idf.il [ET DROP Spamhaus DRCP Listed Traffic | nbound 1
66.249.93.217 |147.237.77. 176 |Eur ope mat pash. i df .i | ET SCAN NVAP -sA (2) 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry ‘Target Addr ess ‘Ste ‘Signature Action ‘Count
Sreamng Engine: TCP Invalid i i SSi
2.53.189.188 | srael 147.237.77. 243 |nobi l e, i df .1 9 =g Invalid segnent retransmssion. | 60
Ret r ansni ssi on Packet dr opped.
5.22.134.99 I srael 147.237.77.234|halag.idf.il |Bad TCP sequence I'nval i d ACK nunber nonitor |52
78.184.64.193 |Turkey 147.237.76. 42 |refuah.idf.il [SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 40
Sreaning Engine: TGP Invalid i i ssi
223.24.103.117 |Thai | and 147. 237.77. 243 |mobi l e. i f . i 9 =9 Invalid segnent retransmssion. | 30
Ret r ansni ssi on Packet dr opped.
2.53.135. 239 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 29
83.78.170.117 |Swtzerland 147.237.76.42 |refuah.idf.il [SYN At t ack SYN -> SYN-ACK -> Ti meout nonitor |27
62.203.41.101 |Satzerland 147.237.76.42 |refuah.idf.il [SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 27
85.1.160.6 Sntzerl and 147.237.76.42 |refuah.idf.il [SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 26
62.203.41.101 |Swtzerland 147.237.76.42 |refuah.idf.il [SYN At t ack SYN -> SYN-ACK -> Ti meout alert 26
83.78.170.117 |Satzerland 147.237.76.42 |refuah.idf.il [SYN Attack SYN -> SYN-ACK -> Ti neout alert 26
85.1.160.6 Sntzerl and 147.237.76.42 |refuah.idf.il [SYN Attack SYN -> SYN-ACK -> Ti nmeout alert 25
85. 1. 73. 182 Swi tzerl and 147.237.76.42 |refuah.idf.il [SYN At t ack SYN -> SYN-ACK -> Ti meout monitor |23
85.1.73.182 Swit zerl and 147.237.76.42 |refuah.idf.il [SYN Attack SYN -> SYN-ACK -> Ti neout alert 22
62.203.41.101 |Switzer| and 147.237.76.42 |refuah.icf.il [Bad TCP sequence i’:ﬁé:‘“smt wth different moni tor |22
83.78.170.117  [Swtzerl and 147.237.76.42 |refuah.idf.il |Bad TCP sequence SS;Z'J:;Cr:mmt Wth different monitor |22
85.1.73.182  |Switzer|and 147.237.76.42 |refuah.icf.il [Bad TCP sequence i’:ﬁé:‘“smt wth different moni tor |22
85. 1. 160. 6 Sw tzer| and 147.237.76.42 |refuah.idf.il |Bad TCP sequence SS;Z'J:;Cr:mmt Wth different monitor |22
85.1.73. 182 S t zer| and 147.237.76.42 |refuah.idf.il [Bad TOP sequence i’;l;:tné:nsmt wth different aert 21
62.203.41.101  [Swtzerl and 147.237.76.42 |refuah.idf.il |Bad TCP sequence SS;Z'J:;Cr:mmt Wth different alert 20
83.78.170.117  [Sitzerl and 147.237.76.42 |refuah.idf.il [Bad TOP sequence i’;l;:tné:nsmt wth different aert 20
85. 1. 160. 6 Sw t zer| and 147.237.76.42 |refuah.idf.il |Bad TCP sequence SS;Z'J:;Cr:mmt Wth different alert 20
85. 1.73.182 St zerl and 147.237.76.42 |refuah.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 20
85.1.160. 6 Shitzerl and 147.237.76.42 |refuah.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 19
82.145.222. 192 |Europe 147.237.77. 216 [dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t or 19
62.203.41.101 [Satzerland 147.237.76.42 |refuah.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 18
83.78.170.117 |Swtzerland 147.237.76.42 |refuah.idf.il [Bad TCP sequence I'nval i d ACK nunber monitor |18
85. 1. 32. 120 Swit zerl and 147.237.76.42 |refuah.idf.il [SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 15
85. 1. 32. 120 S t zer| and 147.237.76.42 |refuah.idf.il [Bad TOP sequence i’;l;:tné:nsmt wth different aert 15
85.1.32.120  [Swtzerland 147.237.76.42 |refuah.idf.il |Bad TCP sequence SS;Z'J:;Cr:mmt Wth different monitor  [15
85. 1. 32. 120 St zerl and 147.237.76.42 |refuah.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 15
85. 1. 32. 120 Swi tzerl and 147.237.76.42 [refuah.idf.il [SYN At t ack SYN -> SYN-ACK -> Ti meout alert 14
101. 127. 180. 93 |9 ngapor e 147.237.72. 166 |aka.i df .il drop Frst packet isn't SN drop 14
109. 235. 254. 148|Tur key 147.237.76. 42 |refuah.idf.il [SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 14
109. 253.194.6  |Israel 147.237.76.42 |refuah.idf.il [SYN Att ack SYN -> SYN-ACK -> RST noni t or 13
62.219.47.166 |Israel 147.237.77. 216 |dover.idf.i| |Bad TCP sequence Inval i d sequence nunber noni t or 12
86.92.217.235 |Net herl ands 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12
109. 253.194.6 |l srael 147.237.76.42 |refuah.idf.il [Bad TCP sequence I'nval i d ACK nunber nonitor |10
Pal estinian Territory, C e .
46. 43. 87. 189 Qccupi ed 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 9
52.3.127.144  |wnited Sates 147. 237. 72. 166 |aka.i df .i | drop SMrul e drop 9
109.253.194.6 |Israel 147.237.76.42 |refuah.idf.il |[Bad TCP sequence I'nval i d ACK nunber alert 7
79.178. 206. 182 |Israel 147.237.77.233|atal .idf.il [SYN Attack SYN -> SYN-ACK -> RST nonitor |7
2.53.135. 239 I srael 147. 237. 72. 166 |aka.i df . il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 7
. . SWNretransnit wth different .
93.172. 205. 208 |l srael 147.237.77.234|ha ag.idf.il |Bad TCP sequence vi ndow scal e noni t or 7
46. 19. 85. 62 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d ACK nunber nonitor |7
109. 201. 154. 139 |Net her | ands 147. 237. 77. 227 |e. hanaz. i df . 11|Geo- | ocati on enf or cement ;ﬁ?o'rggi'mon I nbound drop 6
5.29. 88. 187 | srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 6
Sreanming Engine: TCP Invalid i i SSi
46.117.113. 111 |Israel 147.237.77. 243 |robi | e. i of .| 9 =g Imvalid segnent retransmssion. g ., 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 62 I srael 147.237.77. 216 |dover.idf.i| |Bad TCP sequence Invalid AGK nunber aert
109.253.194.6  |Israel 147.237.77. 216 [dover.idf.il [SYN Attack SYN -> SYN-ACK -> RST noni t or
112. 124. 124. 227|chi na 147.237.76.42 |refuah.idf.il [Bad TCP sequence I'nval i d ACK nunber noni t or
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |[Target Address |Site dgnature Action ‘Count
84. 95. 208. 20 | srael 147.237.77. 216 |dover . i df . i | Mil tipl e Unhaut horized URL Access from 84. 95. 208. 20 B ock 150
84. 95. 208. 20 I srael 147.237.77. 216 |dover . i df . i | Dstributed PHP Attenpt Bl ock 14
waww. chanmat z. aka. i d ) )
84. 95. 208. 20 | srael 147.237.77. 226 £l Mil tiple Whauthorized URL Access from 84. 95. 208. 20 B ock 5
84. 95. 208. 20 I srael 147.237.76.200|ei tan. aka. i df . i | Mil tipl e Uhaut horized URL Access from 84.95. 208. 20 B ock
79.183.71.213 [israel 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code Bl ock
79.177.170. 47 |l srael 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock
Pal esti ni an . . Uhaut hori zed URL Access to

5 11.43.181 Territory, Gecupied 147.237.77. 216 [dover . i df . i | ww i df . i |/ 1133-19784- ar/ i df gdover . aspx Bl ock 3
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | PHP Att enpt Bl ock
79.177.170.47 |lsrael 147.237.76.31 |nakchal .idf.il Lhaut hori zed URL Access to nakhal .idf.il/sip storage/files/2/ |B ock

. . Ml ti pl e Uhaut hori zed Method for Known URL from
72.37.140. 45 Italy 147.237.72. 166 |aka. i df . i | 79 37 140. 45 B ock 3
66. 249. 65. 51 | srael 147.237.77. 216 |dover.idf .il Ml ti pl e Unaut hori zed URL Access from 66. 249. 65. 51 B ock
212.179.41.221 |lIsrael 147.237.77.243|nobi | e. i df . i | Uhaut hori zed UR. Access to nobile.idf.il/authentication/index |B ock

- . Unaut hori zed Met hod PCBT for
72.37. 140. 45 Italy 147.237.72. 166 |aka. i df . i | Wi aka, i of i1/ il Ui it enpl at es/ i nner . asp Bl ock 2
31.154.45.114 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
77.124. 4. 248 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None

- . D stributed Unauthorized Method for Known URL on
77.139.39.227 |Rance 147.237.72. 166 |aka. i df . i | e aka. i df i1/ rai r/ sachar B ock 2
5.11. 43. 181 Pal estini an 147. 237.77. 216 |dover . i df . i | Mil tipl e Unauthorized URL Access from5.11.43. 181 B ock 2

Territory, Qcupi ed ’ )

212.179.41.221 |[israel 147.237.0.19 [madi matal .idf.il D stributed Suspici ous Response Code Bl ock 2
84. 95. 208. 20 I srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 2
169. 229. 3. 91 Lhited Sates 147.237.72.167|i shurimaka. i df . i | Mal for med URL B ock 1
169. 229. 3. 91 Lhited Sates 147.237.77. 216 |dover.idf . il Ml tiple Abnornal |y Long Request from 169. 229. 3. 91 Bl ock 1
46.117.113. 111 |[Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode B ock 1

P . Unaut hori zed Met hod PCBT for
141. 0. 15. 232 Nor way 147.237.72. 166 |aka. i df . i | v aka, i o i |/ mai 1V gi yus/ i nf or mat i on. aspx B ock 1
77.139.240. 226 |France 147.237.72. 166 |aka. i df . i | Distributed Uhauthorized Mthod for Known LRL on Bl ock 1

wan aka. i df . i |/ mai n/ hone/ def aul t . aspx
. m ny- kosher-kravi . i |s3_ untraceabl e Gonnection - Protocol viol ation
183. 129. 160. 229|Chi na 147.237.0. 17 df il (SSL_CONN_CLI ENT_HELLO) None 1
Unknown HTTP Request Met hod

169. 229. 3. 91 Lhited Sates 147.237.72.167|i shuri maka.idf.il kaob [ [ #5] ] #012! 68YxQBKI %o, : [ [#17]]16; M ¥ [[#12]] <N GP|B ock 1

30ealPyER” in URL

: : Unaut hori zed URL Access to
66.249. 65.188 |l srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 8919- he/ r ef uah. aspx B ock 1

www. chamat z. aka. i d

84. 95. 208. 20 I srael 147. 237. 77. 226 - PHP Attenpt Bl ock 1
220. 181. 125. 23 |China 147.237.77.233|atal .idf.il Mil ti pl e Uhaut hori zed URL Access from 220. 181. 125. 23 B ock 1
80. 246. 136. 150 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
169.229.3.91  |United Sates 147. 237.77. 216 |dover . i df . i | Mitiple llegal Byte Code Character in Method from Bock |1
169. 229. 3. 91
: ] ] D stributed Unaut hori zed Method for Known URL on
66.102.9.5 Lhited Sates 147.237.72. 166 |aka. i df . i | v aka, i f i |/ rai n/ home/ def aul t . aspx Bl ock 1
169. 229. 3. 91 Lhited Sates 147.237.72.167|i shuri maka. i df . il Abnormal |y Long Request net hod Bl ock 1
183. 129. 160. 229|Chi na 147.237.0.19 |nadimatal .idf.il SSL Untraceabl e Connection - Cpen Mde None 1
79.177.170.47  |Israel 147.237.76.31 |nakchal .idf.il Mil tipl e Unhaut hori zed URL Access from 79.177. 170. 47 Bl ock 1
169. 229. 3. 91 Lhited Sates 147.237.77. 176 |mat pash. i df . i | Abnormal |y Long Request net hod Bl ock 1
66.249.69.232 |lIsrael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Bite Qode Character in LR B ock 1
37.142.102. 236 |[Israel 147.237.72. 166 |aka. i df . i | Dstributed |l1egal Bte QGode Character in URL Bl ock 1
85. 65. 160. 59 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
. . . Uhaut hori zed URL Access to
220.181.125. 23 |China 147.237.77.233|atal .idf . il 147, 237.77. 233/ 994- he/ at al . aspx B ock 1
82.80.222.116 |[Israel 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to ww cogat . idf.il/894-ar Bl ock
77.138.180.7 France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod POBT for v aka.idf.il/ishurim B ock
: . ] Unknown HTTP Request Met hod
169. 229. 3. 91 Lhited Sates 147.237.77.216|dover . i df . i | V: cZ@Roxt /E -} UCOVEAER] [ #2]] in R B ock 1
: . . Unaut hori zed Met hod PCST for
66.102. 9. 22 Wited Sates 147.237.72. 166 |aka. i df . i | aka. i o . i 1/ nai v hore/ def aul t. aspx B ock 1
169.229. 3. 91 Lhited Sates 147.237.72.167|i shuri maka. i df . il Illegal Byte Gode Character in Header Nane B ock 1
. . . . S Uhtraceabl e Gonnection - Protocol violation
183. 129. 160. 229|Chi na 147.237.0.19 |[madi matal .idf.il (SSL OONN LI ENT HELLO) None 1
169.229.3.91  |Wnited Sates 147.237.77. 176 |nat pash. i df . i | Mitiple I1legal Byte Code Character in Method from Bock |1
169. 229. 3. 91
. . Unknown Paraneter docl.. in
66.249.76.108 |[lIsrael 147.237.72. 166 |aka. i df . i | v aka. i o i |/ nai v gi yus/ general . aspx None 1
www. chanat z. aka. i d ) e
46.116. 60. 185 |l srael 147.237.77. 226 £l Unhaut hori zed URL Access to ww chamat z. aka. i df . i1/404. aspx |B ock 1
89.237.91.181 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method POST for ww aka. i df.i|/mai n/ sachar B ock 1
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