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|Top Attackers | n DDoS- Def ence |
Attacker Address |Attacker Country |Target Address |Site

|Signature |Device Action |Count|
46. 19. 85. 3 | srael 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 5
77.127.88. 151 | srael 147.237.76. 86 navy.idf.il |Back List dr op 1
212.235.72. 236 | srael 147.237.77. 216 dover.idf.i||TQP handshake viol ation, first packet not syn drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1 ure Device Action |Count
220.181.125. 23 Chi na 147.237.77. 233 atal .idf.il]|Cl000071: HTTP. User Agent Sogou+web+spi der Per nirt 4
82.193.127.15 kr ai ne 147. 237. 72. 166 aka.idf.il |CL000074: HTTP. najestic bot Per it 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Federati on

Gountry

183. 80. 241. 119 |147. 237. 77. 234 |M et nam hal ag.idf.il ET SCAN Behavi oral .UnusuaJ ly fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force

183. 60. 48. 25 147.237.76.31 |China nakchal .idf.il ET SCAN Potential VWNC Scan 5900- 5920 1

163.172.129. 15 |147.237.72.14 |[United Ki ngdom|dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1

154.16.199. 48 |147.237.8.46 [Lnited Sates |e.chinuch.idf.il ET SCAN Potential SSH Scan 1

121.228.232.4 |147.237.0.17 |China mny-kosher-kravi .idf.il BT SDAN Behavi oral _Lhusuaj ! y Fast i nbound Tel net 1
Gonnections, Potential Scan or Brute Force

62. 150. 255. 205 |147.237. 76. 198 |Kuwai t e.yohal an.idf.il ET SCAN NMAP -sS wi ndow 4096 1

219. 146. 251. 139|147. 237. 76. 147 |Chi na chi nuch. aka. i df .i ET SCAN Potential SSH Scan 1

62. 150. 255. 205 |147.237. 76. 198 |Kuwai t e.yohal an.idf.il ET SCAN NVAP -f -sS 1

219. 146. 251. 139[147.237.0.15 |China kosher-kravi .idf.il ET SCAN Potential SSH Scan 1

185.40.4.208  |147.237.8.50 ?ég:;;”im e.tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1

183. 60. 48. 25 147.237.76.42 |China refuah.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1

183. 60. 48. 25 147.237.0.34 |[China tikshuv.idf.il ET SCAN Potential VNC Scan 5900- 5920 1

154.16. 199. 48  |147.237.76.30 |lhited Sates  |hinush.idf.il ET SCAN Potential SSH Scan 1

122.72.53.188 |147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 1

118. 68.121. 191 [147.237.76. 197 |M et nam e hinush.idf.il ET SO Behavi oral Lhusual l'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force

62. 150. 255. 205 |147. 237. 76. 198 |Kuwai t e.yohal an.idf.il ET SCAN NVAP -sS wi ndow 2048 1

219. 146. 251. 139[147. 237.76. 31 |China nakchal .idf.il ET SCAN Potential SSH Scan 1

14.223.95.127 |147.237.76. 177 |Chi na ncore.idf.il ET SO Behavi oral Lhusual l'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force

185.40.4.208  |147.237.76. 198 |SS 1 e.yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |Ste Signature Action ‘Count
Sreaning BEngine: TQP Invalid i i SSi
84.95.208.20  |Israel 147. 237. 76. 200 |ei tan. aka.i df . i 9 =g Inval id segnent retransmssion. |, 63
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
2.53.189.188  |Israel 147. 237, 77. 243 |nobi | e. i of . i 9 =g Invalid segnent retransmssion. |, ., 60
Ret r ansmi ssi on Packet dr opped.
5.22.134.99 I srael 147.237.77. 234 |hal ag.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 44
R SWNretransnit wth different .
79.182. 63. 17 I srael 147.237.77. 234 |hal ag.i df .i | Bad TCP sequence i ndow scal e mnitor |32
46.117.65.139 [ srael 147.237.76.42 |refuah.icf.il  |Bad TCP sequence S retransmt wih different | pnvor |32
W ndow scal e
Sreamng Engine: TCP Invalid i i ssi
37.46.41.170  |israel 147. 237, 77. 243 |nobi l e.i df . i | 9 =g Inval i d segnent retransmssion. |, ., 30
Ret r ansni ssi on Packet dr opped.
188. 120. 154. 65 |l srael 147.237.77. 234 |hal ag.i df .il Bad TCP sequence I'nval i d ACK nunber monitor |26
193. 43. 246. 250 |l srael 147. 237. 77. 216 |dover i df .i | drop First packet isn't SN drop 22
46. 19. 85. 170 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |17
46.19. 85. 170 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber aert 16
101. 127. 180. 93 |9 ngapor e 147.237.72. 166 |aka. i df . i | drop First packet isn't SN drop 16
79.178.195.12 [Israel 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 15
46. 19. 85. 189 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 12
46.19. 85. 170 I srael 147.237. 77. 216 |dover.i df . i1 Bad TCP sequence Invalid ACK nunber alert 12
46. 19. 85. 170 I srael 147.237.77. 216 |dover.i df .il Bad TCP sequence I'nval i d ACK nunber nonitor |12
178.194. 136. 2063w t zer| and 147.237.76.42 |refuah.idf.il  |Bad TCP sequence i’;l;:;é:"smt wehdfferent ) oonitor |11
178. 194. 136. 206|Sw t zer| and 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout alert 10
178.198. 36. 123 |Switzerland 147.237.76. 42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout [alert 10
178. 194. 136. 206 |Sa t zer| and 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Ti nmeout noni t or 10
178. 194. 136. 2063w t zer| and 147.237.76.42 |refuah.icf.il  |Bad TOP sequence iZIJeetm::nsmt wehdfferent ) et 10
178.198.36. 123 |Sw tzerland 147.237.76.42 |refuah.idf.il  |Bad TCP sequence i’;l;:;é:"smt wehdfferent ) ert 10
178.198.36. 123 |Sitzerland 147.237.76.42 |refuahidf.il  |Bad TCP sequence iZIJeetm::nsmt wehdfferent —foonitor o
178. 194. 136. 206|Sa t zerl and 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval id ACK nunber noni t or 9
178.198. 36. 123 |[Snitzerl and 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber monitor |9
46. 19. 85. 189 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d ACK nunber alert 9
92.241.50.247 |Jordan 147.237.77. 176 |matpash.idf.il  |[SYN Att ack SYN -> SYN-ACK -> RST noni t or 8
. . SYNtAXK retransmt with .
185. 32.179. 205 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent w ndow scal e noni t or 8
178.198. 36. 123 |Swtzerl and 147.237.76. 42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or
82.102. 169. 113 |l srael 147.237.72. 167 |i shurimaka.idf . i [SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or
79.181.9.171 | srael 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
Sreaning Engine: TGP Invalid i i sSi
109. 253. 209. 104/l srael 147.237.77. 243 |nobil e.i of i 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dr opped.
182. 232. 48. 114 [Thai | and 147. 237. 72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> RST mnitor |6
Sreanming Engine: TCP Invalid i i ssi
46.19.86.2 I srael 147. 237, 77. 243 |nobi | e. i of . i 9 =g Invalid segnent retransmssion. |, ., 6
Ret ransmi ssi on Packet dr opped.
79. 180. 56. 58 | srael 147.237.72. 166 |aka.idf. il dr op First packet isn't SN drop 6
Sreamng Engine: TCP Invalid i i ssi
176.13.0.49  |israel 147.237.77. 243 |mbi le.i o i1 9 =g Inval i d segnent retransmssion. |, ., 6
Ret r ansmi ssi on Packet dr opped.
82.102. 169. 113 [israel 147.237. 72. 167 |i shurimaka. i of .1 [Bad TOP sequence SIWACK retransmt W th moni tor |5
different wndow scal e
46. 19. 86. 29 I 'srael 147.237.72. 156 |anan.i df .il SYN At t ack SYN -> SYN-ACK -> RST noni t or 5
5.22.134.99 I srael 147.237.77. 234 |hal ag.i df .il Bad TCP sequence I'nval i d ACK nunber alert 5
37.26.146.246 |lsrael 147.237.72. 166 |aka.idf il SYN Att ack SYN -> SYN-ACK -> RST noni t or 5
70.208.234.72 |Whited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 5
100. 92. 127. 225 147.237.72. 166 |aka.idf. il dr op Frst packet isn't SYN drop 5
208.102.217.93 |lhited Sates 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 5
Pal estinian Territory, R .
46. 43. 87. 189 Qccupi ed 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4
77.126.13.245 |Israel 147. 237. 72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> Tinmeout [monitor |4
128.77.112. 110 |Denmar k 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
176. 67. 122. 99 g";'cisgi'géa” Territoryl147. 237. 77. 176 |nat pash. icf. il |dr op First packet ism't SWN drop 4
46. 19. 86. 248 I 'srael 147.237.72. 156 |anan.i df .il SYN At t ack SYN -> SYN-ACK -> RST noni t or
5.28.179. 139 | srael 147. 237. 77. 216 |dover.i df . i | SYN At t ack SYN -> SYN-ACK -> RST noni t or
Sreaning BEngine: TQP Invalid i i SSi
185.32.179.17 |Israel 147. 237.77. 243 |nobi l e i i | 9 =g Inval id segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
84. 95. 208. 20 | srael 147.237.77.216|dover. i df . il Mil tipl e Unhaut hori zed URL Access from 84. 95. 208. 20 B ock 46
84. 95. 208. 20 I srael 147.237.76.200|ei tan. aka. i df . i | Mil ti pl e Unaut horized URL Access from 84. 95. 208. 20 B ock 7
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Ml tipl e Unaut horized URL Access from 84. 95. 208. 20 B ock 6
84. 95. 208. 20 | srael 147.237.77.233|atal .idf.il PHP Att enpt B ock 4
185.32.179. 151 |l srael 147.237.0.19 |nmadimatal .idf.il |[Dstributed Suspicious Response Code B ock 3
46.19. 85. 172 I srael 147.237.0.19 |[madimatal .idf.il |[Dstributed Suspicious Response Code B ock 3
80.246.136.49 |lsrael 147.237.0.19 |nmadimatal .idf.il |Ostributed Suspicious Response Code B ock 3
185.32.179.17 |lIsrael 147.237.0.19 |madimatal .idf.il |[Dstributed Suspicious Response Code B ock 2
66. 249. 65. 52 I srael 147.237.77.216|dover.idf .l Ml tipl e Unaut horized URL Access from 66. 249. 65. 52 B ock 2
84. 95. 208. 20 I srael 147.237.77. 216 |dover. i df .i | Dstributed PHP Attenpt B ock 1
- . Unaut hori zed URL Access to
66. 249. 79. 20 I srael 147.237.76.31 |nakchal .idf.il nakhal . i df .1 | / consol e/ cor e/ doc.nur/ doc_ngr. asp B ock 1
2.53.33.113 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 1
87.69. 100. 239 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 1
82.166. 140. 117 |[Israel 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to wwu cogat . i df . i|/1362- he/ cogat . aspx/ B ock 1
66. 249. 65. 51 I srael 147.237.77. 216 |dover.i df . i Ml tipl e Unauthorized URL Access from 66. 249, 65. 51 B ock 1
220.181.125.23 [China 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 994- 8741- he/ at al . aspx [B ock 1
169. 229. 3. 91 Lhited Sates |147.237.77.233|atal .idf.il NULL Character in Method B ock 1
] . . . Paranet er Type M ol ati on PageNumin
68.180.228.60 |nited Sates |147.237.0.34 |[tikshuv.idf.il vaw ti kshuv, i df i 1/901- he/ t1 kshuv. aspx B ock 1
. . D stributed Lhaut hori zed URL Access on
5.22.134. 99 | sr ael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
109. 253. 209. 104 |1 sr ael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response CGode B ock 1
. . Unaut hori zed URL Access to
84.94.84.15 I srael 147.237.77. 216 [dover . i df . i | v i df . i |/ navy/ siteltenpl ates/ control | er. asp Bl ock !
169. 229. 3. 91 Lhited Sates [147.237.77.234|hal ag.idf.il Abnormal |y Long Request net hod B ock 1
77 125.17. 63 lsrael 147. 237, 72. 166 |aka. i df . i | Unhknown ‘Par grret er ctl 00$ct | 00$_cphMa| n$cphSachar $ct 133 in None 1
wwy aka. i df . i |/ mai n/ sachar/ paysl i ps. aspx
. . D stributed Lhaut hori zed URL Access on
188.120. 154. 65 |l srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
31.168. 82. 94 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method CPTI ONS for waw aka. i df . i | / mai n/ sachar/ Bl ock 1
nobi | e. nei tav. i df. i
169. 229. 3. 91 Lhited Sates |147.237.76. 39 | Il1egal Byte ode Character in Mthod B ock 1
66.249.65.52 I srael 147. 237.77. 216 |dover . i df . i | thauit hori zed LRL Access to : - Bl ock 1
v i df . i /. wel | - known/ appl e- app- si t e- associ ati on
169. 229. 3. 91 Wited Sates [147.237.77.234|hal ag.idf.il Mitiple Illegal Byte Gode Character in Mthod from169.229. 3. 91 B ock 1
77.138.146.172 |France 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod POST for www aka. i df.il/nai n/ hone/ def aul t. aspx |Bl ock 1
. . . Illegal Byte Gode Character in Header Narme User-Agent Mbzilla/5.0
195.189. 227. 31 [Wkraine 147.237.77. 176 |mat pash. i df . i | (X11: Ubuntu; Linux x86 64: rv Bl ock 1
169. 229. 3. 91 Uhited Sates [147.237.76.42 |refuah.idf.il I1l1egal Byte Gode Character in Mthod B ock 1
84. 95. 208. 20 I srael 147.237.76.200(ei tan. aka. i df . il Unknown Paraneter tab in v eitan. aka.idf.il/938-heleitan. aspx None
. . Unaut hori zed URL Access to
66.249.65.182  |Israel 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 8833- he/ r ef uah. aspx Bl ock 1
176.13. 0. 49 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 1
84.111.157.99 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mde None 1
46.117.65.139 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ r ef uah. aspx B ock 1
220.181.125.23 [China 147.237.77.233|atal .idf .il Ml tipl e Unhaut horized URL Access from 220.181. 125. 23 B ock 1
169. 229. 3. 91 Lhited Sates |147.237.77.233|atal .idf.il Illegal Byte Qode Character in Mt hod B ock 1
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