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Country
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TCP handshake vi ol ation, first packet not

46. 121. 238. 128 | srael 147.237.77.216 dover.idf.il Sy drop 7
69. 30. 226. 221 Lhited Sates 147.237. 76. 86 navy.idf.il bl ock-sp-trafl forvard 2
198. 204. 247. 219 Lhited Sates 147.237.76. 30 hi nush.idf.il bl ock-sp-trafl forvard 2
192.187.118. 21 Lhited Sates 147.237.76. 31 nakchal .idf.il bl ock-sp-trafl forvard 2
69. 30. 226. 222 Lhited Sates 147.237.76. 147 chi nuch. aka.idf . il bl ock-sp-trafl forvard 2
198. 204. 247. 220 Lhited Sates 147.237.76. 200 eitan. aka.idf.il bl ock-sp-trafl forward 2
63. 141. 242. 198 Lhited Sates 147.237.76. 39 nobi | e.nei tav.idf.il bl ock-sp-traf 1 forward 2
192.187.118. 69 Lhited Sates 147.237.77. 170 naar achot . i df . il bl ock-sp-trafl forvard 1
142.54.174. 84 Lhited Sates 147.237.77. 74 lawidf.il bl ock-sp-trafl forvard 1
63. 141. 231. 213 Lhited Sates 147.237.72. 166 aka.idf.il bl ock-sp-trafl forvard 1
198. 204. 255. 78 Lhited Sates 147.237.77.216 dover.idf.il bl ock-sp-trafl forvard 1
173. 208. 207. 130 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il bl ock-sp-trafl forward 1
69. 30. 226. 221 Lhited Sates 147.237.76. 42 refuah.idf.il bl ock-sp-traf 1 f orward 1
192.187.118. 70 Lhited Sates 147.237.77. 233 atal.idf.il bl ock-sp-trafl forvard 1
142.54.174. 85 Lhited Sates 147.237.0. 34 tikshuv.idf.il bl ock-sp-trafl forvard 1
63. 141. 242. 194 Lhited Sates 147.237.77. 234 hal ag.idf.il bl ock-sp-traf 1 f orward 1
204.12.217. 6 Lhited Sates 147.237.72. 156 anan.idf.il bl ock-sp-trafl forvard 1
173.208. 213. 195 Lhited Sates 147.237.77.176 nat pash. i df . i | bl ock-sp-trafl forward 1
173. 208. 150. 116 Lhited Sates 147.237.0.19 nadi matal .idf.il bl ock-sp-traf 1 f orward 1
63. 141. 242. 196 Wited Sates 147.237.0.17 o kosher-kravi. Tdf- 1 1y ook- sp-traf 1 forvar d 1
204.12.217. 6 Lhited Sates 147.237.72. 167 ishurimaka.idf.il bl ock-sp-trafl forvard 1
63.141. 231. 211 Lhited Sates 147.237.77. 235 sviva.idf.il bl ock-sp-trafl forward 1
173.208. 198. 10 Lhited Sates 147.237.77. 226 wwv chamat z. aka. i df .i|l |bl ock-sp-traf 1 f orward 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site Sgnature Devi ce Action |Oount
108. 59. 8. 70 Lhited Sates 147.237.77. 216 dover.idf.il CL000074: HTTP. maj estic bot Per nit 2
5.9.88.103 Ger many 147. 237.77. 226 vy chanat z. aka. i df . i | C1000074: HITP. naj estic bot Per nirt 1
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Attacker Address
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66.249.69.112 |147.237.77.176|lhited Sates |matpash.idf.il ET SCAN NVAP -sA (2) 41
79. 180. 43. 40 147.237. 72. 166 |I srael aka.idf.il ET SCAN NVAP -sA (2) 4
62.210. 113. 183 |147.237.72. 166 |France aka.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 2
50.84.213.146 |147.237.0.17 |wited Sates [mny-kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 3072 1
42.112.28.187 |147.237.8.27 [Metnam e.madi matal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
183, 80, 245. 167 |147. 237, 77. 235 [\t et nam svivaid il ET SCAN Behavi oral ULhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
5. 255. 90. 133 147.237.76.42 |Netherlands  [refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
163. 172. 169. 150|147. 237. 76. 177 LK?i;gegom ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
124. 243. 134. 208|147. 237. 77. 179 |Austral i a e.mazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
106. 75. 9. 82 147.237.77.61 |China e.cogat.idf.il ET SCAN NMAP -sS wi ndow 1024 1
25 99. 111. 10 147 237 0.35  |Uited Sates |akavs.idf il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
66.249. 64.103 |147.237.77.170|Wited Sates |maarachot.idf.il ET SCAN NVAP -sA (2) 1
50.116.123.33 [147.237.0.17 |Wited Sates |mny-kosher-kravi.idf.il [ET SCAN NMAP -sS wi ndow 1024 1
50.84.213.146 [147.237.0.17 |Whited Sates |mny-kosher-kravi.idf.il [ET SCAN NMAP -sS wi ndow 1024 1
208. 100. 26. 228 |147.237.76.198|Lhited Sates [e. yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
5. 255. 90. 133 147.237.76.86 |Net her| ands navy. i df il ET SCAN NVAP -sS w ndow 1024 1
163. 172. 169. 150(147. 237. 77. 216 E?ir:;gom dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
163. 172. 169. 150|147. 237. 76. 148 LKJ?i;:gom ggcenter. aka. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
123.59.173.17 |147.237. 77. 227 |Chi na e. hanaz. i df .il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Devi ce

Attacker Address [Attacker Gountry |Target Address ([Ste Signature Action ‘Count
66.191. 166. 230 |Lhited Sates 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Tineout [nonitor [346
S reaning Engi ne: TCP i i ssi
213.8.204.50  |Israel 147. 237.77. 243 |nobil e. i f . | mng tngine. Invalid segnent retransmssion. f 30
Inval i d Retransnission Packet dropped.
46.32.123.79 Jor dan 147.237.77. 170 |maar achot . i df . i | SYN Att ack SYN -> SYN-ACK -> Ti neout |nonitor 26
107.167.104.28 |United Sates 147.237. 77. 216 |dover.idf i1 SYN At t ack SYN -> SYN-ACK -> RST monitor |23
Pal esti ni an . . -
212.14.228. 210 Territory, CGeeupi ed 147.237.77.176 [nat pash. i df . i1 dr op Frst packet isn't SN drop 22
178.194. 136. 206|Snit zer| and 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout |nonitor 18
178.198. 36. 123 |Satzerl and 147.237.76. 42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> Tineout [nonitor |18
178.198.36. 123 |Sitzerland 147.237.76.42 |refuah.idf.il Bad TCP sequence i’;treer:;sns"“ wehdfferent | onitor |18
178. 194. 136. 206 |Si t zer| and 147.237.76.42 |refuah.idf.il Bad TCP sequence z':l;ee;cr:”sm‘ wthdifferent 1) ey 17
178.198.36. 123 |Sitzerland 147.237.76.42 |refuah.idf.il Bad TCP sequence i’;Jeert];:m"“ wth ditferent | ert 17
178. 194. 136. 206 |Si t zer| and 147.237.76.42 |refuah.idf.il Bad TCP sequence z':l;ee;cr:”sm‘ wehdifferent ) onitor |17
178. 194. 136. 206|SA t zer| and 147.237.76. 42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout [alert 17
178.198. 36. 123 |Satzerl and 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |alert 16
178. 194. 136. 206|Sw t zer | and 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |16
178.198. 36. 123 [Swtzerland 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |16
46.32.123.79  [Jordan 147.237. 77. 170 |naar achot .i of . i | Bad TCP sequence Invalid ACK nunber monitor |13
46.19. 85. 111 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber nonitor |13
46.32.123.79 Jordan 147.237.77. 170 |naar achot . i of . i | Bad TCP sequence Invali d sequence nunier noni tor |13
46.19. 86. 194 I srael 147.237. 77. 176 |nat pash. i df . i | SYN At t ack SYN -> SYN-ACK -> RST monitor |13
S reaning Engi ne: TCP ' i ssi
2.53.48. 195 I srael 147. 237.77. 243 |nubi 1 e.i df .i mng tngine: 1 Invalid segnent retransmssion. |, 12
Inval i d Retransmission Packet dropped.
Sreamng Engi ne: TCP i i ssi
185. 110. 108. 165|I srael 147.237. 77. 243 |robi | e. i df . | mng Engine: 1 Invalid segnent retransmssion. |, 12
Inval i d Retransmi ssion Packet dr opped.
52.3.127. 144 Lhited Sates 147.237.76.86 |navy.idf.il drop SAMrul e drop 11
141. 226. 162. 86 |l srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber alert 10
141. 226. 162. 86 |l srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber nonitor |10
93.173.104. 14 [Israel 147.237.77.74 [lawidf.il SYN At t ack SYN -> SYN-ACK -> RST monitor |9
Sreaning Engi ne: TCP i i ssi
176.13. 0. 49 I srael 147. 237. 77. 243 |nobi | e. i of . | mng gl e Invalid segnent retransmssion. |, 9
Inval i d Retransnission Packet dropped.
46.19.86. 12 I srael 147.237.72. 166 |aka. i of .| Bad TCP sequence SNFACK retransmt with moni tor (8
di fferent w ndow scal e
46.19.85.152 [ srael 147.237.77. 226 [\ chanat z. aka. 10 1pad TGP sequence Inval i d ACK number moni tor |7
84.109.114.12 |Israel 147. 237.72. 166 |aka. i of . | Bad TCP sequence SINFACK retransmt w th monitor |7
di fferent w ndow scal e
184.204.182.76 |Uited Sates 147.237.76.42 |refuah.idf.il Bad TCP sequence i’;Jeert];:m"“ wth ditferent | ert 7
46.19. 85. 111 I srael 147.237.77. 216 |dover. i df . i1 Bad TCP sequence Invalid ACK nunber alert 6
. . SYWNretransmt wth different .
87.71.31.217 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 6
184.204.182.76 |Uited Sates 147.237.76. 42 |refuah.idf.il Bad TCP sequence i’;l;ee;g:”s““ wehdfferent | onitor |6
46. 19. 85. 36 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
o SYN+tACXK retransmt wth .
2.53.159. 154 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence different vi ndow scal e nonitor |6
46.19. 85. 36 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber alert 6
148.251.86.86 |Ger many 147.237.76.42 |refuah.idf.il Bad TCP sequence i’;treer:;sns"“ wthdfferent | o |5
184.204.182.76 |United Sates 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or
148.251.86.86  |Ger many 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or
R SYN+tACXK retransmt wth .
46.19. 85. 32 I srael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence different vi ndow scal e nonitor |5
46.116.192.23 |Israel 147.237.72. 166 |aka. i df .i SYN Att ack SYN -> SYN-ACK -> RST monitor |5
148.251.86.86 |Ger many 147.237.76.42 |refuah.idf.il Bad TCP sequence i’;treer:;sns"“ wthdifferent . o 5
46.19. 85. 32 I srael 147.237.77. 176 |mat pash. i df .i | SYN At tack monitor |4
148.251.86.86  |Ger many 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST aert 4
176. 13. 228. 123 |l srael 147.237.72. 166 |aka.idf . il SYN At tack SYN -> SYN-ACK -> RST monitor |4
46.19. 86. 12 I srael 147. 237. 72. 166 |aka.i df . i1 SYN At tack SYN -> SYN-ACK -> Tineout |[nmonitor |4
. . SYNtAXK retransmt with .
46. 19. 86. 59 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent v ndow scal e noni t or 4
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 4
46.19. 86. 73 I srael 147.237.72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or
46.19. 86. 12 I 'srael 147.237.72. 166 |aka.idf . il SYN At tack SYN -> SYN-ACK -> RST noni t or
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A tacker
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Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
84. 95. 208. 20 | srael 147.237.76.200|ei tan. aka. i df . i | Mil tipl e Unhaut horized URL Access from 84. 95. 208. 20 B ock 78
84. 95. 208. 20 I srael 147.237.77. 216 |dover . i df .i | Ml tipl e Unaut hori zed URL Access from 84. 95, 208. 20 B ock 54
95. 35. 158. 35 I srael 147.237.0.19 |madi matal .idf.il Distributed Suspici ous Response Code Bl ock 42
212.76.119.83 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 27
2.53.61.238 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 14
79.177.170. 47  |Israel 147.237.76.31 |nakchal .idf.il Distributed Unaut hori zed HTTP Met hod B ock
176.13.7. 206 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock

84. 95. 208. 20 I srael 147. 237.77. 226 }IW\IN}/ chamat z. aka. i d Mil tipl e Unhaut horized UR. Access from 84. 95. 208. 20 B ock 3
46.117.31.84 I srael 147.237.77. 216 |dover . i df . i | Unaut hori zed HTTP Met hod B ock 3
84. 95. 208. 20 I srael 147.237.76.86 [navy.idf.il Mil tipl e Unauthorized URL Access from 84. 95. 208. 20 B ock 2
46.117.31. 84 I srael 147.237.77.216|dover. i df . il Ml tipl e Unaut horized URL Access from 46. 117. 31. 84 Bl ock 2
2.53.157. 234 I srael 147.237.0.19 |nadi matal .idf.il D stributed Suspicious Response Code Bl ock 2
79.177.170.47 |lIsrael 147.237.76.31 |nakchal .idf.il Lhaut hori zed URL Access to nakhal .idf.il/sip storage/files/ 2/ B ock 2
77.138.131. 128 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for wwwu aka. idf.il/ml uind B ock 1
66. 249. 64. 56 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/938-he/ at al . aspx Bl ock 1
169.229.3.91  |Wnited Sates |147.237.76.86 |navy.idf.il gdg;.'zpégl ',o,'llgefaj Byte Qe Character in Feader Rane from Bl ock 1
84.229.17.117 | srael 147. 237.72. 166 |aka. i df . i | m“;i‘grii df?ﬁﬁﬁ??\?ggfﬁ;;ggwt aspx B ock 1
17.78.122.211 |Uited Sates |147.237.72. 166|aka. i df . il mt;(:ftdefc_’iwiﬁ :/Oééczrfa? /“\ﬁteC\;:y;ﬂrp.P;ns?)\?(n UL on Bl ock 1
79.182.63.17  |Israel 147.237.77. 234|hal ag. i df .i | ﬂ?”tzggr'?ieggﬁmpggjssh;oe ol et L gif B ock 1
66.249. 65.188 I srael 147.237.76.42 |refuah.idf.il f;a?lftzg‘;r.';gd‘éftgﬁ‘fge;;z_thoe /e uah. aspx Bl ock 1
157.55.39.145 |lhited Sates [147.237.77.226 }IW\?I;/ chamat z. aka. i d Unaut hori zed URL Access to waw chanat z. aka. i df . i1/404. aspx B ock 1
46.117.31. 84 I srael 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to waw i df . il/1133-18481- he/ Bl ock 1
84. 95. 208. 20 I srael 147.237.77.216|dover. i df . il Distributed PHP Attenpt Bl ock 1
77.139. 223,105 |France 147. 237.72. 166 |aka. i df . i | m”;:grl' éfﬂ I'\frtT:iO:/ gﬁ /fy(:hash2017/| obby. a5 Bl ock 1
66. 249. 64. 58 I srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/robots. t xt Bl ock 1
169. 229. 3. 91 Lhited Sates [147.237.76.86 |navy.idf.il Mitiple Illegal Byte Qode Character in Mthod from169.229.3.91  [B ock 1
84.229.17.117 | srael 147. 237.72. 166 |aka. i df . i | mn;k\/:i Z?rﬁrf;;/;;ﬂhiﬁaﬁgmm in None 1
31.154.19.5 I srael 147.237.77.216|dover. i df . il Uhaut hori zed LRL Access to waw idf.il/images/ 1. he/error.png Bl ock 1
84. 95. 208. 20 I srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unauthorized URL Access from 84. 95, 208. 20 Bl ock
207.46.13.108 |Wiited Sates |147.237.72. 166 |aka. i df .i | 1D4§t 23[;9?2‘? 1?5“:33;: sZethtU:\L Access on Bl ock 1
66. 249. 76. 77 I srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut horized URL Access from 66.249. 76. 77 Bl ock 1
52.16.137.212 |Ireland 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to / B ock 1
169. 229. 3. 91 Lited Sates [147.237.76.86 |[navy.idf.il Illegal Byte (ode Character in URL DtOt]] 72# [ ke Songx> B ock 1
2.53.48. 195 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 1
66.249.65.24  Israel 147. 237.77. 216 |dover . i df . i | e o o e/ dover . aspx Bl ock 1
169.229.3.91  [lhited Sates |147.237.76.86 |navy.idf.il Mil tiple Ml formed URL from 169. 229.3.91 Bl ock
90.27.172.5 France 147.237.76.42 |refuah.idf.il Unaut hori zed Met hod POST for 147. 237. 76. 42/ 894- he/ r ef uah. aspx |B ock

46. 19. 86. 39 I sr el 147.237.72. 166 |aka. i df . i | mn;’k“; i'zaf“.?rl'ftn:.r nf;;gr?;itga?gffE:f;;prhsaChar$Ct' 251n None 1
66. 249. 76. 79 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
61.216.2.15 Tai wan 147.237.77.216|dover. i df . il Illegal Byte (de Character in Mt hod B ock 1
169.229.3.91  [thited Sates |147.237.76.86 |navy.idf.il I11egal HITP \ersion B ock 1
84. 95. 208. 20 I srael 147.237.77.216|dover.idf . il Paraneter Type Mol ation aspxerrorpath in wwidf.il/error.htm Bl ock 1
79.177.170. 47  |lsrael 147.237.76.31 |nakchal .idf.il Mil ti pl e Wnaut hori zed URL Access from 79.177.170. 47 B ock 1
169. 229. 3. 91 Lited Sates [147.237.76.86 |navy.idf.il Ml ti pl e Unknown HTTP Request Method from 169. 229. 3. 91 B ock 1
66. 249. 65. 51 I srael 147.237.77.216|dover.idf . il Ml tipl e Unaut horized URL Access from 66.249. 65. 51 Bl ock 1
84. 95. 208. 20 | srael 147.237.76.86 |navy.idf.il PHP Att enpt B ock 1
220.181. 108. 106 |Chi na 147.237.77. 216 |dover . i df .i | Lhaut hori zed URL Access to www i df . il/894-en/ i df gdover . aspx B ock 1
66.249. 76. 108 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to v aka. i df .il/val tam B ock 1
66.102.9. 22 Lhited Sates |147.237.72.166|aka.idf.il Unaut hori zed Met hod PCST for aka.idf.il/main/ hone/ defaul t.aspx  |B ock 1
169. 229. 3. 91 Lited Sates [147.237.76.86 |navy.idf.il Mil tipl e Abnormal Iy Long Request from 169.229. 3. 91 B ock 1
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