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|Top Attackers | n DDoS- Def ence |

Attacker Address

\Attacker Country Target Address Signature Device Action Count
134. 147. 203. 115 Ger many 147.237.76. 148 gacenter.aka.idf.il B ack List drop 2
93. 174. 95. 106 Net her | ands 147.237.76. 39 nobi | e. nei tav.idf.il B ack List drop 1
94, 23. 115. 240 Ger nany 147.237.76.176 test.ncore.idf.il B ack List dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action ‘Count |
162.210.196.130 |Lhited Sates 147.237.77.216 |dover.idf.i| |CL000074: HTTP. majestic bot Per nit 3
62.212.73.211 Net her | ands 147.237.77.216 |dover.idf.il| [Cl000074: HTTP. najestic bot Per nirt 2
162. 210. 196. 97 Lhited Sates 147.237.77.216 |dover.idf.i| |Cl000074: HTTP. najestic bot Per nirt 2
208. 51. 63. 37 Lhited Sates 147.237.77.216 |dover.idf.i| |22611: HITP. WrdPress Logi nVél | Fake Pl ugin Usage B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature
ET SCAN Behavi oral Lhusual |y fast inbound Tel net

112. 66.56. 154  |147.237.72.14 |China dover.idf.il (ol ) . 1
(ol Gonnections, Potential Scan or Brute Force
185. 40. 4.208  |147.237.77.216 ?éj::;’}m dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
106. 75. 9. 82 147. 237.77. 235|Chi na sviva.idf.il ET SCAN NVAP -sS w ndow 1024 1
185.40.4.208  |147.237.0.17 ?ég:;;m mny- kosher-kravi.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
106. 75. 9. 82 147.237.77.74 |China lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
Korea, Republic .. |ET SCAN Behavi oral Unusual |y fast inbound Tel net
175. 211. 230. 65 [147.237.0.17 mny-kosher-kravi.idf.il . . 1
of v Gonnections, Potential Scan or Brute Force
49.228.76.148 |147.237.76. 176 |Thai l and test.ncore.idf.il ET SOAN Behavi oral - Uhusual l'y fast inbound Tel net 1
T T ' o Gonnections, Potential Scan or Brute Force
154.16.199. 48  |147.237.76.31 [lhited Sates nakchal .idf.il ET SCAN Potential SSH Scan 1
24.37. 68. 226 147.237.0.17 [Canada mny-kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 1024 1
. - SERVER APACHE Apache nod_ssl non-SSL connection to SSL
139.162. 13. 205 |147.237.0.34 |S ngapore tikshuv.idf.il . . - 1
port denial of service attenpt
5. 255. 90. 133 147.237.76.31 |Netherl ands nakchal .idf.il ET SCAN NVAP -sS w ndow 1024 1
123.16. 253. 141 [147.237.0.17 [V etnam mny-kosher-kravi .idf.il ET SO Behavi oral Lhusual l'y fast inbound Tel net 1
T T v "7 |Gonnections, Potential Scan or Brute Force
114. 80. 116. 202 |147. 237. 76. 147 [Chi na chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
114. 80. 116. 202 [147.237.0.19 |China madi matal .idf.il ET SCAN Potential SSH Scan 1
185.40.4.208  |147.237.77. 233 gj;:tnim atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
107.138.98. 174 [147.237.72.14 |Uhited Sates  |[dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 1024 1
185.40.4.208  |147.237.0.33 23::;'}0'1 idf.il ET SCAN NMAP -sS wi ndow 1024 1
106. 75. 9. 82 147.237.77. 216 |Chi na dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
185.40. 4.208  |147.237.0. 16 ?éj::;’}m ny-kosher-kravi.idf.il  [ET SCAN NVAP -sS wi ndow 1024 1
50.116.123.33 |147.237.76.34 |lhited Sates |yohalan.idf.il ET SCAN NVAP -sS w ndow 1024 1
163. 172. 169. 150147. 237.0.35 |United Ki ngdom|akawvs.idf.il ET SCAN NMAP -sS wi ndow 1024 1
24. 37. 68. 226 147.237.0.33 |Canada idf.il ET SCAN NVAP -sS wi ndow 1024 1
L SERVER APACHE Apache nod_ssl non-SSL connection to SSL
139. 162. 13. 205 |147.237. 77. 176 |9 ngapore nat pash. i df .i | ) i — 1
port denial of service attenpt
24.37. 68. 226 147.237.0.16 [Canada ny-kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 1024 1
124. 243. 134. 208|147. 237. 77. 176 |Austral i a mat pash. i df . i | ET SCAN NVAP -sS w ndow 1024 1
116. 109 34. 185 1147 237 0.33 M et nam il ET SCAN Behavi oral Lhusual |y fast inbound Tel net 1
T T ' Gonnections, Potential Scan or Brute Force
114. 80. 116. 202 |147.237.0.35 |China akaws. i df . il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |Jte Signature Action ‘Count
98. 142. 92. 46 Lhited Sates 147.237.76.42 |refuah.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 181
: o SWNretransnit wth different .
74.91. 23. 166 Lhited Sates 147.237.77. 216 |dover. i df .il Bad TCP sequence “i ndow scal nonitor |32
reaming BEngine: TCP Invali i i ssi
37.46.41.170  |israel 147.237.77. 243 |mbite i1 | S NG Engi ne: TQP Invalid finvalid segnent retransmssion drop 30
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi
176.13.3.216  |Israel 147.237. 77. 243 |nwbi l €. f . 9 =9 Inval id segnent retransmssion. 30
Ret r ansni ssi on Packet dr opped.
reaming BEngine: TCP Invali i i ssi
109. 65. 69. 150 I srael 147.237.77. 243 |rbit e i1 | S NG Engi e TQP Invalid invalid segnent retransmssion drop 18
Ret r ansmi ssi on Packet dr opped.
194.77.48.121  |Ger many 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 18
87.71.31.217  [israel 147.237.76.42 |refuahidf.il [Bad TCP sequence SN retransmt with different monitor |16
W ndow scal e
Sreaning Engine: TGP Invalid i i ssi
46.117. 220. 178 |israel 147. 237.77. 243 |mubi l e. i of . i | 9 =9 Invalid segnent retransmssion. 15
Ret r ansni ssi on Packet dr opped.
185. 139. 236. 200 147.237.77. 216 |dover. i df . i SYN At tack SYN -> SYN-ACK -> RST monitor |14
31.146.114.66 |Georgia 147.237.77.74 |lawidf.il drop Frst packet isn't SN drop 13
Sreaning Engine: TQP Invalid i i ssi
66.249.65.10  |Lnited Qates 147.237. 77. 243 |nobi l e. i f . 9 =9 Inval id segnent retransmssion. 12
Ret r ansni ssi on Packet dr opped.
reaming BEngine: TCP Invali i i ssi
185.120. 124. 25 i srael 147, 237. 76. 200 e tan. aka i of 1| | SAM NG Engi ne: TP Inval id | invalid segnent retransnission drop 12
Ret r ansmi ssi on Packet dr opped.
46.19.85.2 I srael 147.237.77. 176 |matpash.idf.il |[Bad TCP sequence Invalid ACK nunber noni t or 12
188.247.74.17 |Jordan 147.237.77. 216 |dover. i df . i SYN At tack SYN -> SYN-ACK -> RST monitor |12
46.19.85.2 I srael 147.237.77. 176 |mtpash.idf.il |Bad TCP sequence Inval i d ACK nunber alert 11
46.19. 85. 119 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid AGK nunber nonitor |10
46.19. 85. 119 I 'srael 147. 237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber alert 10
46.19. 86. 197 I srael 147.237.77. 176 |natpash.idf.il |Bad TCP sequence Invalid AGK nunber nonitor |9
46.19. 85. 2 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid AGK nunber aert 8
46. 19. 86. 197 I 'srael 147.237.77. 176 |matpash.idf.il |Bad TCP sequence Inval i d ACK nunber alert 8
46.19. 85. 2 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid AGK nunber monitor |8
79.183.58. 2 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 8
46. 19. 85. 50 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d ACK nunber alert 7
46. 19. 85. 50 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
46. 19. 86. 197 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid AGK nunber aert 7
46. 19. 86. 197 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d ACK nunber monitor |7
52.3.127. 144 Lhited Sates 147.237.76.86 |navy.idf.il drop SAMrul e drop 7
Sreaning Engine: TGP Invalid i i ssi
84.95.208.20  |israel 147. 237.76. 200 |6 tan. aka.i of . i 9 =9 Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dr opped.
77.127.89.171 [Israel 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or
46. 19. 86. 30 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
115.28. 218. 121 |China 147.237.76.42 |refuahidf.il [Bad TCP sequence i’:tjreané:r‘smt wth different aert 5
77.127.89.171  |israel 147. 237.72. 166 |aka. i f . Bad TCP sequence SINFACK retransmt wth monitor |5
different w ndow scal e
196.53.60. 177 |Whited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
115.28.218.121 |China 147.237.76.42 |refuah.idf.il [Bad TOP sequence i’:l;:;é:r‘smt with different monitor |5
115. 28.218. 121 [China 147.237.76.42 |refuah.idf.il [Bad TCP sequence Invalid AGK nunber monitor |5
184.204.182.76 |United Sates 147.237.76.42 |refuah.idf.il [Bad TOP sequence :’Z’;J:;ésnsmt wth different monitor |5
176. 13.247.8 | srael 147.237.72. 166 |aka. i df .il dr op Frst packet isn't SN drop 5
. . SYNtACK retransmt wth .
46.19. 85. 33 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence afferent vi ndow scal e nonitor |5
184.204.182. 76 |Lnited Sates 147.237.76.42 |refuah.idf.il |Bad TCP sequence Invalid ACK nunber nonitor |5
46. 19. 86. 166 I srael 147.237.76.42 |refuah.idf.il [Bad TCP sequence Invalid AGK nunber monitor |5
176. 13. 247. 8 I srael 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> Ti neout monitor |4
52.3.127. 144 Lhited Sates 147.237.77. 176 |natpash.idf.il |dr op SAMrul e drop 4
188. 161. 30, 166 | & CStiNian Termitory.fy 4z 937 77216 |dover.idch.il  |drop First packet ismt SN drop 4
Qccupi ed
184.204.182.76 |Uhited Sates 147.237.76.42 |refuah.idf.il [Bad TOP sequence i’:l;:;é:r‘smt with different aert 4
196. 106. 122. 81 |Kenya 147.237.77.74 |lawidf.il drop Frst packet isn't SYN drop 4
176. 106. 47. 35 ga:lcis;i':éa” Territory.l147. 237. 77. 170 |naarachot . i df .i I{SYN At t ack SYN -> SYN-ACK -> Timeout  |nonitor |4
46. 19. 86. 49 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop
115. 28.218. 121 |Chi na 147.237.76.42 |refuah.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
Sreaning Engine: TQP Invalid i i SSi
185. 110. 108. 165|i srael 147.237. 77. 243 |robi l e i df . i | 9 =g Invalid segnent retransmssion. g 4
Ret r ansmi ssi on Packet dr opped.
79.181.99.166 |lIsrael 147. 237.72. 156 |anan. i of . i | Bad TCP sequence monitor |4
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|Top Attackers In V\AF|

At acker

Devi ce

df.il

ountry Target Address |Site Sgnature Acti on ‘Count
46.19.85.241 |[Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 183
84.95.208.20 |Israel 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 84. 95. 208. 20 B ock 132
84.95.208.20 |[Israel 147.237.77. 216 |dover.idf .l Ml tiple Unaut horized URL Access from 84.95. 208. 20 B ock 95
109. 253. 206. 34 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 29
wwmv. chamat z. aka. i . .
84. 95. 208. 20 | srael 147.237.77. 226 df il Mil ti pl e Unaut hori zed URL Access from 84. 95. 208. 20 B ock 15
84.95.208.20 |Israel 147.237.77.216|dover . i df . i O stributed PHP A tenpt B ock 12
www. chamat z. aka. i
84. 95. 208. 20 | srael 147.237.77. 226 df il PHP Attenpt B ock 8
84.95.208.20 |[Israel 147.237.77.233|atal .idf.il Ml tipl e Unauthorized URL Access from 84.95. 208. 20 B ock
84.95.208.20 |lsrael 147.237.76.200|ei tan. aka. i df . i | Mil tiple Unaut hori zed URL Access from 84. 95. 208. 20 B ock
208. 51. 63. 37 g";tts: 147.237.77.216|dover. i df . il Dstributed PHP At enpt B ock 4
109. 65. 69. 150 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Qode B ock 4
208. 51. 63. 37 ;h;:: 147.237.77. 216 |dover.i df . il Ml tipl e Unaut horized URL Access from 208.51.63. 37 B ock 4
84.95.208.20 |[Israel 147.237.77.233|atal .idf.il PHP At t enpt B ock 4
84.95.208.20 |Israel 147.237.72. 166 |aka. i df . i | PHP At t enpt B ock 3
77.139.64.50 |Rrance 147.237.77.74 |lawidf .il Uhaut hori zed URL Access to v | awidf.il/images/ 1. he/infocenteritent |B ock 3
176. 13. 246. 101 [l srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to v aka. i df.il/main/giyu's B ock 3
46.117. 220. 178 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 3
84.95.208.20 |[Israel 147.237.77.234|hal ag.i df . i | Ml tipl e Unaut horized URL Access from 84.95. 208. 20 B ock 2
31.154.45. 114 |[Israel 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 2
77.139.100. 23 |France 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod PCST for www aka. i df . i|/sachar Bl ock 2
66.249.65.10 |Israel 147.237.77.243|nobi | e.i df . i | DO stributed Suspici ous Response Qode B ock 2
84.95.208.20 |[Israel 147.237.77. 176 [mat pash. i df . i | Mil tipl e Unaut hori zed URL Access from 84.95. 208. 20 Bl ock 2
77.139.139. 20 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Method POST for www aka. i df .il/nai n/snalindsmal i maspx |B ock 2
. . Unaut hori zed Met hod HEAD f or
109. 66. 105. 15 |l srael 147.237.72. 166 [aka. i df . i | voww aka. i i |/ nai v sachar/ vi ewpays! i p. aspx Bl ock 2
Wi ted NLLL Character in Mt hod
169.229.3.91 [oo 147.237.77.74 [lawidf.il SO [#20] ] -{ [#0] 11 &pa(! [ [#20]][[#31]] ™[ [#16]] 0% h»[ [#25] ] (6i A [#24]] - |Bl ock 1
6[ [ #16] ] BAEyr«"[ [ #24] ] ©™ég[ [ #28] ] u
77.138. 146. 157 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Method POST for waw aka. i df . i |/ nai n/ sachar/kl al i . aspx B ock 1
157. 55. 39. 144 gq;tt:‘: 147.237.76.86 |navy.idf.il Unaut hori zed LRL Access to waw navy. idf.il/main/drushi mimsrot.aspx [B ock 1
66.249.65.52 |[Israel 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to wawidf.il/atal 1/izkor/print_text.asp B ock 1
85. 64.176. 250 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to ww aka. i df.i|/mai n/ horme/ def aul t B ock 1
46. 19. 86. 30 I srael 147.237.77.216|dover . i df . i Mal formed URL Bl ock 1
195.167.55.5 |Geece 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
- ] Uhaut hori zed URL Access to
84.95.208.20 |Israel 147.237.0.15 |kosher-kravi.idf.il vaw kosher - kravi i df .11/t enpl at es/ homepage/ pi wi k. php Bl ock 1
169. 229. 3. 91 glatt:s 147.237.77.74 [lawidf.il Abnormal |y Long Request net hod B ock 1
. . Miltiple Lhtraceabl e SS. Sessions from 139. 162. 13. 205 (Pr ot ocol
139. 162. 13. 205 |S ngapore  [147.237.77. 176 |mat pash. i df . i | viol ation (SS. GONN QLI ENT HELLO)) None 1
74.91. 23. 166 g“'att:: 147.237.77. 216 |dover. i df .i | Unaut hori zed Method HEAD for 147.237.77.216/ B ock 1
. . Uhaut hori zed URL Access to
66.249.64.15 |Israel 147.237.72. 166 |aka. i df . i | 147.237.72. 166/ si p st or age/ i | es/ O/ 61150, pef Bl ock 1
i ted Unknown HTTP Request Met hod
169.229.3.91  fo o o 147.237.77.74 [lawidf.il SO [#20] ] -{ [#0] 11 &pa(! [ [#20]][[#31]] W[ [#16] ] 0% h»[ [#25]] (6i A [#24]] - |B ock 1
6[ [ #16] ] BAEyr«"[[#24] ] O%ég[ [#28] 1p in URL
169. 229. 3. 91 g';tt:: 147. 237.72. 156 |anman. i df . i | Abnornal |y Long Request met hod B ock 1
66. 249. 65. 185 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 994- 8879- he/ r ef uah. aspx |B ock
87.71.31.217 |[Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shared/ reset . css B ock
. . Unknown HTTP Request Met hod
46.19.86.30  |Israel 147.237.77. 216 |dover . i df . i | http:// wan i df . i |/ 1133- 21666- he/ Dover . aspx i n UR. Bl ock 1
169. 229. 3. 91 léh'alt:: 147.237.77.74 |lawidf.il Illegal Byte Qode Character in Header Nane B ock 1
84.95.208.20 |lsrael 147.237.0.34 |tikshuv.idf.il Mil tiple Unaut hori zed URL Access from 84. 95. 208. 20 B ock 1
: . SSL Untraceabl e Gonnection - Protocol violation
139. 162. 13. 205 (S ngapore  |147.237. 77. 176 |nat pash. i df . i | (SSL OONN LI ENT FELLO) None 1
77.127.39.169 |[Israel 147. 237. 76. 147 |chi nuch. aka. i df . i | Uhaut hori zed URL Access to wa chi nuch. aka.idf.il/404. ht m B ock 1
. . Uhaut hori zed URL Access to
66.249.64.43 |Israel 147.237.72. 166 |aka. i df . i | 147.237.72. 166/ si p st or age/ i | es/ 5/ 71095. pof Bl ock 1
84.95.208.20 |[Israel 147.237.77.234|hal ag.i df . i | PHP Attenpt Bl ock 1
84.95.208.20 |[lIsrael 147.237.77. 176 |nat pash. i df . i | Distributed PP Attenpt Bl ock 1
169. 229. 3. 91 g";tts: 147.237.72. 156 |anan. i df . i | Illegal Byte (de Character in Mthod B ock 1
www. chamat z. aka. i i S
66. 249. 66. 101 |l srael 147.237.77. 226 Unaut hori zed URL Access to waww chamat z. aka. i df . i1/404. aspx B ock 1
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