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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Signature Device Action Count
134. 147. 203. 115 Ger nany 147.237.76.176 test.ncore.idf.il B ack List drop 5
134. 147. 203. 115 Ger many 147.237.76. 30 hi nush.idf.il B ack List dr op 3
79.179. 55. 62 | srael 147.237.72. 166 aka.idf.il B ack List drop 1
115. 146. 126. 249 Vi et nam 147.237.76. 196 e.sviva.idf.il B ack List drop 1
66. 240. 236. 119 Lhited Sates 147. 237. 76. 147 chinuch. aka.idf.il B ack Li st drop 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
180. 66. 11. 10 147.237.77. 234 |Korea, Republic of |halag.idf.il ET SCAN Behavi or al .Unusual y fast inbound Tel net 3
Gonnections, Potential Scan or Brute Force
117.135. 131. 60 [147.237.76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan
117.81.155. 211 [147.237.8.45 |China eeitanidf.il ET SCAN Behavi oral Lhusual 'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
91.201.236.50 [147.237.0.16 |Wraine ny-kosher-kravi .idf.il |ET SCAN NVAP -sS wi ndow 1024 1
211.149.222.5 |147.237.77.212|Chi na e. dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
80. 246. 130. 171 |147.237.77. 233 |l srael atal.idf.il EI' DOS Large anount of TCP ZeroWndow - Possi bl e 1
Nki |l er2 CDos attack
188. 136. 237. 251|147, 237. 77. 61 :{e[;mub”'z';"“'c e cogat.idf.il ET SCAN NVAP -sS wi ndow 2048 1
58. 218. 200. 137 [147.237. 76. 199 |Chi na e. nakchal .idf.il ET SCAN Potential SSH Scan 1
188. 136. 237. 251|147. 237. 77. 61 :égu”'b”'z'?c e.cogat.idf.il ET SCAN NVAP -f -sS 1
58.218. 200. 137 |147.237.0.17 |China mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
182. 254. 131. 170|147. 237. 77. 216 [Chi na dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
50.116.123.33 |147.237.0.35 |Lhited Sates akavs. i df . il ET SCAN NVAP -sS wi ndow 1024 1
172.242.41. 105 |147.237.77.19 |lhited Sates | awforumidf.il ET SCAN NVAP -sS w ndow 3072 1
46.172.91.21 147. 237. 72. 166 |Wkr ai ne aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
163.172.129. 15 |147.237.76.31 |Unhited Kingdom |nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
1.162. 14. 128 147.237.8.45 [Taiwan eeitanidf.il ET SCAN Behavi oral Lhusual 'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
117.135.131. 60 |147.237.0.15 [China kosher -kravi . i df.il ET SCAN Potential SSH Scan 1
91.201.236.50 [147.237.0.16 |Wkraine ny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 3072 1
211.149.222.5 |147.237.77.233|Chi na atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
84.229.12.142  |147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
195. 128. 127. 140|147. 237. 76. 39 |Russi an Federation |nobile. neitav.idf.il ET SCAN NVAP -sS w ndow 1024 1
58. 218. 200. 137 |147. 237. 76. 200 |Chi na eitan aka.idf.il ET SCAN Potential SSH Scan 1
188. 136. 237. 251|147. 237. 77. 61 :égu”'b”'z'?c e.cogat.idf.il ET SCAN NVAP -sS wi ndow 1024 1
58. 218. 200. 137 [147.237.0.35 [China akavs. i df . i ET SCAN Potential SSH Scan 1
186.67.104. 75 |147.237.8.28 |Ghile e.nobi | e-ks.idf.il ET SOAN Behavi oral Lhusual 'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
58.218.200. 137 [147.237.0.16 |China ny-kosher-kravi.idf.il  |ET SCAN Potential SSH Scan 1
50.116.123.33 [147.237.0.33 |lLhited Sates idf.il ET SCAN NMAP -sS wi ndow 1024 1
163.172.129. 15 |147.237.76.197 [Uhited Ki ngdom |e. hinush.idf.il ET SCAN NVAP -sS w ndow 1024 1
41. 215. 36. 46 147.237.8.28 |Kenya e. nobi | e-ks.idf.il ET SCAN NVAP -sS w ndow 1024 1
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Ret ransm ssi on

Packet dropped.

74.91.23.166  |wited Sates [147.237.77.216|dover.icf.il  [Bad TCP sequence wi ndow scal e noni t or 61

5.22.134. 250 I srael 147.237.76.42 |refuah.icdf.il |Bad TCP sequence Inval i d ACK nunber noni t or 17

212.199.57. 196 |israel 147237, 77, 243 |mbi e i 11| €AM NG Engi ne: TGP Inval i d nvalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dr opped.

212.11.162.171 |Saudi Arabia |147.237.77.216|dover.idf.il drop Frst packet isn't SYN drop 12

79.181.130. 44 |israel 147.237.77.234|nalag.idf.il  [Bad TCP sequence V?':dﬁrsaé:"y Wth different monitor |11

46.19. 86. 71 I sr ael 147.237.77. 216 |dover.idf.il  |SYN Attack SYN -> SYN-ACK -> RST noni t or 10

52.3.127. 144 Lhited Sates |147.237.72.166 |aka.idf.il drop SAMrul e drop 9

84.108. 137. 245 |l srael 147.237.77. 216 |dover.idf .il drop Frst packet isn't SN drop 8

141. 226. 161. 2501 srael 147.237.77.216|dover.idf.il  [Bad TCP sequence I'nval i d ACK nunber noni t or 8

2.53.189.231 | srael 147. 237. 72. 156 |anan. i df . i | SYN Att ack SYN -> SYN-ACK -> RST noni t or 8

77.138.240.89 |France 147, 237.76. 200 |ei tan. aka i o 11| €M NG Engi ne: TCP Invalid nval i d segnent retransmssi on. drop 8
Ret r ansni ssi on Packet dr opped.

141. 226. 161. 2501 sr ael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Invalid ACK nunber aert 8

109. 253. 156. 171l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 7

46. 19. 86. 129 I srael 147.237.77. 216 |dover.idf.il  [Bad TCP sequence I'nvali d ACK nunber alert 6

88.238.10. 165 |Turkey 147.237.76. 42 [refuah.idf.il |SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 6

84.109.69.105 | srael 147.237.76.86 |navy.idf.il Streaning Engi ne: TCP Invalid nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.

46. 19. 86. 129 I sr ael 147.237.77. 216 |dover.idf.il  [Bad TCP sequence I'nval i d ACK nunber noni t or 6

2.55.29. 107 I srael 147.237.77. 203 | ei a1 | F €@ NG Engi ne: TCP Invalid nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.

84.229.62.184 |Israel 147.237. 72. 166 [aka. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout alert

141. 226. 161. 63 |l srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Invalid ACK nunber aert

46. 19. 86. 145 I 'srael 147.237.77. 216 [dover.idf.il Bad TCP sequence Inval i d ACK nunber alert

185.120.124.3 [ srael 147237, 77, 243 |mbi e i 11| €AM NG Engi ne: TGP Inval i d Ivalid segnent retransnssion. drop 6
Ret ransni ssi on Packet dr opped.

46. 19. 86. 129 I srael 147.237.76.42 |refuah.idf.il [Bad TCP sequence I'nval i d ACK nunber alert 6

84.229.62.184 |Israel 147. 237. 72. 166 [aka. i of .i | SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 6

141. 226. 161. 63 |l srael 147.237.77. 216 |dover.idf.il  [Bad TCP sequence I'nval i d ACK nunber noni t or 6

46. 19. 86. 145 I 'srael 147.237.77. 216 [dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6

46. 19. 86. 129 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6

109. 66. 113.60 |l srael 147237, 77, 243 |mbit e icf i1 | €AM NG Engi ne: TGP Invalid  finvalid segnent retransnissi on dr op 6
Ret ransni ssi on Packet dr opped.

84.229.62.184 |israel 147.237.72. 166 |aka i f . i Bad TCP sequence mﬁﬁsg Lans”“ wehdifferent | onitor |6

5.22.134. 250 I sr ael 147.237.76.42 |refuah.idf.il [Bad TCP sequence I'nvali d ACK nunber alert 5

173.17. 8. 254 Lhited Sates [147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 5

52.3.127.144  [Wwited Sates [147.237.77. 170 |mearachot.idf.il|dr op SAMrule drop 5

2.53.12.121 I sr ael 147. 237. 72. 156 |anan. i df .i | SYN Att ack SYN -> SYN-ACK -> RST noni t or 5

2.55.167. 169 | srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 5

109. 253. 156. 171 sr ael 147.237.77. 216 |dover.idf il [Bad TCP sequence mﬁﬁsg reansm't wthdifferent \onitor |5

5.102.195.129 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4

185.26.183.9  |Europe 147, 237.76. 200 e tan. aka i of 11| | €AM NG Engi ne: TGP Inval i d nvalid segnent retransmssion. drop 4
Ret r ansni ssi on Packet dropped.

46. 19. 85. 84 I sr ael 147.237.77. 176 |natpash.idf .il |SYN At t ack SYN -> SYN-ACK -> RST noni t or

196. 106. 122. 81 |Kenya 147.237.77.74 |lawidf.il drop First packet isn't SYN drop

109. 253. 156. 171 |l srael 147.237.77. 216 |dover.idf.il  |SYN Attack SYN -> SYN-ACK -> Ti meout alert

109. 253. 156. 171|I srael 147.237.76.42 |refuahidf.il |Bad TCP sequence Sweaere reansm wehdifferent fonitor |4

109. 253. 156. 171l srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti nmeout noni t or 4

5.29.191. 141  |israel 147 237,77, 243 |mbi e i 11| €AM NG Engi ne: TGP Inval i d Ivalid segnent retransnssion. drop 4
Ret ransni ssi on Packet dr opped.

212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3

24. 4.50. 221 Wited Sates [147.237.76.42 |refuah.idf.il |Bad TOP sequence i’:l;:;é:’mt Wth different monitor |3

46.19.86.187  |israel 147.237.77. 243 |rwvi e i i1 | S NG Engine: TCP Invalid - invalid segnent retransnission drop 3
Ret r ansmi ssi on Packet dropped.

109. 253. 156. 171 |l srael 147.237.76. 42 |refuah.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout alert

46. 19. 85. 18 I sr ael 147.237.77. 176 |natpash.icf.il [Bad TCP sequence I'nvali d ACK nunber noni t or

196.53.36.119 [lnited Sates |147.237.0.34 |[tikshuv.idf.il [SYN Attack SYN -> SYN-ACK -> RST noni t or

80.246.137.92 | srael 147.237.77. 203 |mobi e i o 11 |27 €M NG Engine: TP Invalid - invalid segnent retransnissi on, drop 3
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A tacker
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Attacker Address Qount ry Target Address |Site dgnature Acti on ‘Count
2.55.53.232 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 78
84. 95. 208. 20 I srael 147.237.77. 216 |dover.i df .i | Mil tipl e Unaut hori zed URL Access from 84. 95. 208. 20 B ock 77
79.179. 10. 18 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 63
www. chanat z. aka. i d . :
84. 95. 208. 20 | srael 147.237.77. 226 £l Ml ti pl e Unaut hori zed URL Access from 84.95. 208. 20 Bl ock 6
84. 95. 208. 20 I srael 147.237.77. 216 |dover.i df .i | Distributed PHP Attenpt B ock 6
212.199.57.196 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 3
62. 90. 167. 68 I srael 147.237.0.19 |madimatal .idf.il Paraneter Type Mol ation ReturnU| in nadimatal.idf.il/loginaspx  |B ock 3
84. 95. 208. 20 I srael 147.237.76.86 |navy.idf.il Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 3
84. 95. 208. 20 I srael 147.237.76.200(ei tan. aka. i df . il Mil tipl e Unauthorized URL Access from 84. 95, 208. 20 B ock 3
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Mil tipl e Lhaut horized URL Access from 84.95. 208. 20 B ock 3
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | PHP At t enpt B ock 2
84. 95. 208. 20 I srael 147.237.0.34 |tikshuv.idf.il Mil tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 2
wwnv, chanat z. aka. i d
84. 95. 208. 20 | srael 147.237.77. 226 £l PHP At t enpt Bl ock 2
77.126.8.138 I srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 2
2.53.32.220 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 2
66. 249. 65. 51 I srael 147.237.77. 216 |dover.i df . i | Mil tipl e Unaut hori zed URL Access from 66. 249. 65. 51 B ock 2
2.53.55.134 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
37.26.146.233 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 2
84. 95. 208. 20 I srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 84. 95, 208. 20 B ock 2
77.138.188.53 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method POST for waw aka. i df . i/ mai n/sachar B ock 1
212.179.21.194 |lIsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to atal.idf.il/894-hel dover. aspx Bl ock 1
- - Unhaut hori zed URL Access to
66.249. 65.182 |l srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 8819- he/ r ef uah. aspx Bl ock 1
. . . Mil tiple Untraceabl e SS. Sessions from 139. 162. 13. 205 (Pr ot ocol
139. 162. 13. 205 |9 ngapor e 147.237.0.34 |tikshuv.idf.il viol ation (SSL COAN QLI ENT HELLO)) None 1
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il [Mitiple Wauthorized UR. Access from 84. 95, 208. 20 B ock 1
. . Uhknown Par anet er ct| 00$ct | 00$cphMai n$cphSachar $ct 1 95 in
194. 90. 79. 80 I srael 147.237.72. 166 [aka. i df . i | v aka. i df . i | / mai n/ sachar / paysl i ps. aspx None 1
68.180.230. 186 [Lhited Sates |147.237.77.74 |lawidf.il Wnaut hori zed URL Access to B ock 1
waw. nag. i df . i |/ consol e/ cor e/ doc_ngr/ doc_ngr. asp
. . Unaut hori zed URL Access to
52.209.46.233 [Ireland 147.237.72. 156 [anan. i df . i | 147. 237. 72. 156/ veb- consol e/ server i nf .| sp Bl ock 1
. . Unaut hori zed Method GPTI ONS for
87.68.8.61 I srael 147.237.72. 166 [aka. i df . i | viwv aka. i df . i | / mai n/ gi yus/ aut hent i cati onser vi ce. asnx/ get aut huser B ock !
. . Unaut hori zed Met hod PCBT for
77.139.86.186 |Fance 147.237.72. 166 |aka. i df . i | v aka. i df i 1/ mai n/ hoe/ def aul t . aspx B ock 1
. . . SS. Lhtraceabl e Gonnection - Protocol violation
139. 162. 13. 205 |9 ngapore 147.237.0.34 |tikshuv.idf.il (SSL OONN LI ENT HELLO) None 1
. . Unaut hori zed URL Access to
66. 249. 65. 185  Israel 147.237.76.42 [refuah.idf.il 147. 237, 76. 42/ 994- 8675- he/ r ef uah. aspx Bl ock 1
5.22.134. 250 I srael 147.237.76. 42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx |B ock 1
212.25.82.123 |Israel 147.237.77. 170 |maar achot . i df . i | Unaut hori zed HTTP Met hod B ock 1
74.91. 23. 166 Lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed Method HEAD for 147.237.77.216/ B ock 1
89.237.67.170 |France 147.237.77.216|dover.i df .i | Uhaut hori zed URL Access to waw idf.il/https:/wanidf.il/ Bl ock 1
Paraneter Type Mol ation
213. 8. 204. 65 I srael 147.237.77. 176 |mat pash. i df . i | ct | 00$Cont ent P aceHol der 1$ucNewsCont r ol $I nageButtonl.y in B ock 1
wan cogat . i df . i1 /901- he/ cogat . aspx
. . Unaut hori zed Met hod HEAD for
148. 251. 192. 100|Ger many 147.237.72. 166 [aka. i df . i | ww aka. i o i1/ brot her s/ ski ral def aul t. asp B ock 1
66. 249. 75. 53 I srael 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to v rag. i df . i|/993/ pat zar . aspx B ock 1
23.247.85. 14 Uited Sates |[147.237.77.216|dover.idf.il Dstributed PHP Attenpt B ock 1
84. 95. 208. 20 I srael 147.237.72. 156 [aman. i df . i | Mil tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 1
212.25.82.123 |lIsrael 147.237.77. 170 |maar achot . i df . i | Lhaut hori zed URL Access to naarachot.idf.il/sip storage/files/7/ B ock 1
66. 249. 64. 41 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
Russi an . . Unaut hori zed Met hod PCST for
94. 180. 145. 50 Federation 147.237.72. 166 |aka. i df . i | www aka. i df . i |/ mai n/ gi yus/ yahash2017/ | obby. aspx Bl ock !
. . Unhaut hori zed URL Access to
79.181.130.44 |lIsrael 147.237.77.234|hal ag.i df . il 147. 237. 77, 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 1
157.55.39.100 |wnited Sates |147.237.72.166|aka. i df.i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
66.249.75.137 |l srael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ robots. txt B ock 1
23.247.85. 14 Uited Sates |[147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.i|/wp-1ogin. php B ock 1
84. 95. 208. 20 I srael 147.237.72. 156 [aman. i df . i | PHP At t enpt B ock 1
. . Unknown Paraneter docld in
77.127.94.107 I srael 147.237.72. 166 [aka. i df . i | www aka. i df . i |/ mai n/ gi yus/ yahash2017/ | obby. aspx None !
wWww. chanmat z. aka. i d )
212.143.103. 172|l srael 147.237.77. 226 Unaut hori zed URL Access to 147.237.77.226/ Bl ock 1
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