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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site

|Signature

|Device Action|Count

109. 253. 192. 211 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 52
185.94.111. 1 Russi an Federation 147.237.76. 201 e atal.idf.il B ack List drop 1
63. 141. 231. 214 Lhited Sates 147.237.77. 226 wwn chanmat z. aka. i df . i | |bl ock-sp-traf 1 forvard 1
204. 42.253. 2 Lhited Sates 147.237.76.201 e ata.idf.il B ack List drop 1
185.94.111.1 Russi an Federation 147.237.76. 39 nobi | e.nei tav.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Address Aé)tuiikre; Signature

14.152.59. 11 147.237.8.45 |[China eeitanidf.il ET SCAN NMAP -sS wi ndow 1024 1
180.97.81. 71 147.237.8.46 |China e.chinuch.idf.il [ET SCAN Potential SSH Scan

106. 38, 241 106|147, 237. 72. 156 | na v i il SER\/ER APAO—E.Apache nod_ssl non-SSL connection to SSL port 1

deni al of service attenpt

62.150. 255. 205 [147.237.76.34 |Kuwait yohal an. i df . il ET SCAN NMAP -sS wi ndow 1024 1
46. 249. 82. 10 147.237. 76. 196 [Bul gari a e svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
24.37. 68. 226 147. 237. 76. 147 |Canada chinuch.aka.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
185.40.4.208  |147.237.76.31 E;Z:::I”i o nakchal .idf.il  |ET SCAN NVAP -sS wi ndow 1024 1
163. 172. 169. 150(147.237.8.27 |United Ki ngdom |e.nadi matal .idf.i [ET SCAN NVAP -sS wi ndow 1024 1
62. 150. 255. 205 |147.237.76.34 |Kuwait yohal an. i df .il ET SCAN NVAP -sS w ndow 3072 1
46.249. 82. 10 147. 237.76. 196 |Bul gari a e.svivaidf.il ET SCAN NVAP -sS wi ndow 3072 1
24.37. 68. 226 147. 237. 76. 196 |Canada e svivaidf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
37.217.74.173 |Saudi Arabia |147.237.77.176 |nat pash.idf.il drop First packet isn't SN drop 47
Sreanming Engine: TGP Invalid i i ssi
109. 253. 147. 81 |Israel 147. 237.77. 243 |nobi 1 e.i df .i 9 =9 Invalid segnent retransmssion. g 30
Ret ransni ssi on Packet dropped.
80. 246.133.60 I srael 147.237.76.42 |refuah.id.il Bad TCP sequence SNretransmt wih different ooy vor 17
wi ndow scal e
182. 53. 254. 113 |Thai | and 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |10
46.243.150. 194 |Bahrain 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST monitor |9
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
182. 53. 254. 113 |Thai | and 147.237.72. 166 |aka.i df .il Bad TCP sequence monitor |8
80. 246. 130. 171 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber monitor |7
185. 32, 179. 221 |Israel 147.237.72. 166 |aka.i df i drop First packet isn't SN drop 7
192.99.150.95 |Canada 147.237.76.42 |refuah.idf.il Bad TCP sequence i’(\;l;ee;gsnsn“ wth dfferent aert 6
46. 19. 85. 84 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert
46.19. 86. 19 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or
192.99.150.95 |Canada 147.237.76.42 |refuah.idf.il Bad TCP sequence f:';l;ee;cr:”s”“ wth different monitor |6
46. 19. 85. 84 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
182. 53. 254, 113 |Thai | and 147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or
219. 85. 200. 209 |Tai van 147. 237.77. 227 |e. hanaz. i df .| Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 6
enf or cenent
Sreaning Engine: TCP Invalid i i ssi
185.32.179.45  |Israel 147. 237. 77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. |, 6
Ret ransni ssi on Packet dropped.
46. 19. 86. 19 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 85. 31 I srael 147.237.77. 216 |dover.idf .i| Bad TCP sequence Invalid ACK nunber nonitor (6
182.53. 254. 113 |Thai | and 147.237.72. 166 |aka.idf .il dr op First packet isn't SN drop 6
185. 32.179. 221 |l srael 147.237. 72. 156 |anan.i df .il dr op Frst packet isn't SYN drop 6
46. 19. 86. 19 I srael 147.237.77. 216 |dover.idf .i| Bad TCP sequence Invalid ACK nunber nonitor  [6
52.3.127.144 Lhited Sates |147.237.72.166 |aka.idf.il drop SAMrul e drop 6
Sreamng Engine: TCP Invalid i i ssi
79.180.11.130 |Israel 147.237.77. 243 |nobil e. i df . 9 =g Invalid segnent retransmssion. o 6
Ret r ansni ssi on Packet dropped.
182. 53, 254. 113 |Thai | and 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid ACK nunber alert
46. 19. 86. 19 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber alert
109. 253. 146. 159! srael 147.237.72. 166 |aka.i df i SYN At t ack SYN -> SYN-ACK -> RST monitor |5
109. 201. 138. 238|Netherl ands ~ [147.237.8.50 e tikshuv.idf.il Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 4
enf or cenent
192.99.150.95 |Canada 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST monitor |4
46.19. 86. 251 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
192.99.150.95 [Canada 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d ACK nunber monitor (4
192. 99. 150. 95 Canada 147.237.76.42 |refuah.idf.il SYN At t ack SYN - > SYN- ACK -> Ti meout noni t or 4
Sreaming Engine: TCP Invalid i i SSi
202.79.21.58  |Bangl adesh  |147.237.76. 200 |ei tan. aka idf. il 9 =g Invalid segnent retransmssion. | 4
Ret ransni ssi on Packet dropped.
46.19.86.181 | srael 147.237.77. 226 "} chamatz.aka.1df |pag TGP sequence Inval i d ACK number moni tor |3
176. 13. 18. 128 | srael 147.237.72. 166 |aka.idf . il dr op Frst packet isn't SN drop
89.237.121.61 |France 147.237.72. 166 |aka.i df .il Bad TCP sequence noni t or
192.99.150.95 |Canada 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST alert
Sreamng Engine: TCP Invalid i i SSi
84.95.208.20  |Israel 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, 3
Ret ransni ssi on Packet dropped.
46. 19. 85. 31 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber alert
79.181.99.166 |lsrael 147.237.72. 156 |anan.idf . il Bad TCP sequence Inval i d AK nunber noni t or
. B SYNtACXK retransmt wth .
46. 19. 86. 178 | srael 147.237.72. 156 |anan.idf . il Bad TCP sequence di fferent wi ndow scal e noni t or 3
80. 246. 130. 171 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber alert
2.53.150. 192 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
46.166.190. 186 |Netherlands |147.237.76.196 |e.sviva idf.il Geo- | ocati on enf or cenent Geo-I ocat i on i nbound drop 2
enf or cenent
85.64.120. 136 |lIsrael 147.237.72. 167 |i shurimaka. i df . i | Bad TCP sequence Inval i d AK nunber noni t or 2
139. 255. 76. 230 |l ndonesi a 147.237.76.42 |refuah.idf.il SYN Attack noni t or 2
79.181.99.166 |l srael 147.237.72. 156 |anan.i df .i | Bad TCP sequence nonitor |2
185.3.147.216 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber monitor |2
89.237.121.61 |France 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti neout nonitor |2
46. 116. 36. 93 | srael 147.237.72. 166 |aka.idf . il dr op First packet isn't SYN drop 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Acti on ‘Count
77.127. 44. 47 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response CGode B ock 151
2.53.182. 180 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 81
120. 86. 186. 204 |Chi na 147.237.77. 216 |dover.idf.il Ml ti pl e Unhaut horized LRL Access from 120. 86. 186. 204 B ock 19
120. 86. 186. 204 |Chi na 147.237.77. 176 |mat pash. i df . i | Mil ti pl e Uhaut hori zed URL Access from 120. 86. 186. 204 B ock 15
37.46.39. 127 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 13
79.178.227.153 |[Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 13
120. 86. 186. 204 |Chi na 147.237.77.216|dover. i df . il Dstributed PHP Attenpt B ock 7
120. 86. 186. 204 [Chi na 147.237.77. 176 |nat pash. i df . i | Distributed PHP Attenpt B ock 6
84. 95. 208. 20 I srael 147.237.77. 216 |dover.idf .l Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 5
84. 95. 208. 20 I srael 147.237.77.216|dover.idf . il Dstributed PHP Attenpt B ock 4
wwv. chamat z. aka. i d . .
84. 95. 208. 20 | srael 147.237.77. 226 £l Mul ti pl e Unaut hori zed URL Access from 84. 95. 208. 20 B ock 4
2.55.53. 232 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
194. 90. 128. 185 |Israel 147.237.77.216|dover. i df . il Mil tipl e Lhaut hori zed URL Access from 194. 90. 128. 185 B ock 3
5.29.191. 141 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | PHP Attenpt B ock 3
84. 95. 208. 20 I srael 147.237.76.200|ei tan. aka. i df . i | Mil tipl e Unaut hori zed URL Access from 84. 95, 208. 20 B ock 2
77.127.25.184 |[israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 2
: . . Unaut hori zed Met hod PCST for
66.181.21.210 |wnited Sates |147.237.72.166|aka.idf.il ww aka i cf i |/ edi 1 brary/ gener al doc. asp Bl ock 2
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 2
185. 23. 60. 4 LKJ?'r:gegom 147. 237.72. 166 |aka. i df . i | Unaut hor i zed Met hod PCST for v aka. i df . i1/ mai n/ sachar B ock 2
www. chanmat z. aka. i d ) )

66. 249. 66. 103 | srael 147.237.77. 226 £l Ml tiple Whaut horized URL Access from 66. 249. 66. 103 B ock 2
5.97.217. 162 Italy 147.237.0.19 |madimatal .idf.il Unhaut hori zed Met hod HEAD for / B ock 1
. . Unknown Paraneter asmin
94.159. 255. 173 [l srael 147.237.72. 166 [aka. i df . i | v aka. i df . i |/ nai n/ gi yus/ yahash2017/ | obby. aspx None 1
66.249. 64. 107  [Israel 147.237.77. 170 [maar achot . i df . i | Uhaut hori zed URL Access to maarachot.idf.il/pdf/files/9/109989  |B ock 1

www. chanmat z. aka. i d '
84.95.208.20  |Israel 147.237.77. 226, Wnaut hori zed UR. Access to . B ock 1
f.oil wwnv chamat z. aka. i df . i1/ tenpl at es/ honepage/ di v.item
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il |[Miltiple Wauthorized LRL Access from 84.95. 208. 20 B ock 1
66.249. 69. 112  |Israel 147.237.77. 176 |nat pash. i df . i | Unhaut hori zed URL Access to waw cogat . i df . i1/ nobil e/ Bl ock 1
192. 115. 100. 190|1 sr ael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method HEAD for waw aka.idf.il/iturintasp/wars.asp |B ock 1
157. 55. 39. 43 Uhited Sates [147.237.72.156 |anan.idf.il Uhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
66. 249. 64. 109 | srael 147. 237. 72. 166 |aka. i df . i | lshé;]l:léhorl zed URL Access to waw aka.idf.il/sip_storage/files/7/ipy 8 ock 1
84. 95. 208. 20 I srael 147.237.72. 156 [aman. i df . i | Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 1
Uhaut hori zed URL Access to
66.249.73.188 |[Israel 147.237.72. 166 [aka. i df . i | ww aka. i df . i | /sites/resources/ chi nuch/ styl es/i nport/ bot t ormavi gat |Bl ock 1
on. asp
. . . Uhaut hori zed URL Access to
77.127. 44. 47 I srael 147.237.0.19 |[nmadimatal .idf.il naci matal i df i1/ nobi | ef tenpl at es/ basket / basket . aspx Bl ock 1
172.92. 4. 43 Lhited Sates |147.237.72.166aka.idf.il Unaut hori zed Met hod PCST for aka.idf.il/mai n/sachar B ock
66. 249. 65. 51 I srael 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to waw idf.il/atal 1/izkor/vi ew i nut op. asp|B ock
85. 64. 36. 220 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
- kosher-kravi . i df . i
66.249.76.78  |Israel 147.237.0.16 |V Whaut hori zed LRL Access to . . B ock 1
il v ny- kosher -kravi . idf.il/tenpl ates/ | ogi n/| ogi n. aspx
194. 90. 128. 185 |Israel 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to waw i df.il/inages/ 1. he/trigger. png Bl ock 1
120. 86. 186. 204 |Chi na 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to wwwy cogat . i df.il/index. asp B ock 1
. . Unaut hori zed URL Access to
66. 249. 64. 9 | srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 1661 br ot her s/ gal | ery/ showpi ct ur e. asp Bl ock 1
. . Unaut hori zed Met hod PCST for
77.138.138.99 |France 147.237.72. 166 |aka. i df . i | wws aka. i o i 1/ rai v sachar /Kl al i . aspx Bl ock 1
. . Unaut hori zed URL Access to
66. 249. 65. 188 Israel 147.237.76.42 [refuah.idf.il 147. 237, 76. 42/ 994- 9237- he/ r ef uah. aspx Bl ock 1
5.97.217. 162 Italy 147.237.0.15 |kosher-kravi.idf.il |Unauthorized LRL Access to / B ock 1
89.237.121.61 |France 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
66.249.79.110 [Israel 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/nain/snalinshowbi g. aspx |Bl ock 1
-kosher -kravi . i df .
66. 249. 64. 21 | srael 147.237.0. 16 Inly Uhaut hori zed URL Access to ww ny-kosher-kravi.idf.il/robots.txt |B ock 1
wwv. chamat z. aka. i d
84. 95. 208. 20 I srael 147. 237.77. 226 - PHP Attenpt B ock 1
185.32.179.45 |lIsrael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code Bl ock 1
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