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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
192.187.118. 18 Lhited Sates 147.237.76. 39 nobi | e. nei tav.idf.il bl ock-sp-traf 1 forward 2
192. 187. 109. 59 Lhited Sates 147.237.76. 42 refuah.idf.il bl ock-sp-traf 1 forward 2
192.187.118. 68 Lhited Sates 147.237. 76. 86 navy.idf.il bl ock-sp-traf 1 forward 2
63. 141, 231. 211 Lhited Sates 147.237.76. 147 chi nuch. aka.idf.il bl ock-sp-traf 1 forvard 2
198. 204. 255. 76 Lhited Sates 147.237.76. 30 hi nush. i df .i | bl ock-sp-traf 1 forvard 2
63. 141. 231. 213 Lhited Sates 147.237. 76. 200 eitan. aka.idf.il bl ock-sp-traf 1 forward 2
173. 208. 198. 10 Lhited Sates 147.237.0. 19 nadi matal .idf.il bl ock-sp-traf 1 forward 1
69. 30. 193. 254 Lhited Sates 147.237.72. 156 anan.idf.il bl ock-sp-traf 1 forward 1
173.208. 213. 198 Lhited Sates 147.237.77. 233 atal.idf.il bl ock-sp-traf 1 forward 1
142.54. 180. 66 Lhited Sates 147.237.77.170 naar achot . i df . il bl ock-sp-traf 1 forward 1
63. 141. 242. 194 Lhited Sates 147.237.77. 74 lawidf.il bl ock-sp-traf 1 forvard 1
192. 187.118. 20 Lhited Sates 147.237.76. 31 nakchal .idf.il bl ock-sp-traf 1 forward 1
173. 208. 198. 12 Lhited Sates 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 forward 1
69. 30. 226. 219 Lhited Sates 147.237.0. 15 kosher-kravi .idf .il bl ock-sp-traf 1 forward 1
37.186. 206. 220 Italy 147.237.77. 205 prisha.idf.il L4 Source or Dest Port Zero drop 1
142. 54. 180. 67 Lhited Sates 147.237.72. 166 aka.idf.il bl ock-sp-traf 1 f orward 1
63. 141. 250. 157 Lhited Sates 147.237.0. 17 m ny- kosher - kravi . i df. il bl ock-sp-traf 1 f orward 1
173. 208. 207. 133 Lhited Sates 147.237.77.176 nat pash. i df .| bl ock-sp-traf 1 forward 1
93. 174. 94. 235 Net her | ands 147.237.76. 31 nakchal .idf.il B ack List drop 1
192. 187. 109. 59 Lhited Sates 147.237.77. 234 hal ag.i df .il bl ock-sp-traf 1 forward 1
142. 54. 180. 70 Lhited Sates 147.237.72. 167 i shurimaka.idf.il bl ock-sp-traf 1 forvard 1
69. 30. 193. 250 Lhited Sates 147.237.77.235 sviva.idf.il bl ock-sp-traf 1 f orward 1
173. 208. 207. 134 Lhited Sates 147.237.0. 34 tikshuv.idf.il bl ock-sp-traf 1 forvard 1
93. 174. 94. 235 Net her | ands 147.237. 76. 196 e.sviva.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site Sgnature Devi ce Action |Count
85. 14. 244. 98 Ger many 147.237.77. 216 dover.idf.il CL000074: HTTP. naj estic bot Per nit 11
193. 111. 140. 106 Ger nany 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per it 9
85. 14. 244. 113 Ger many 147.237.77. 216 dover.idf.il C1000074: HITP. maj estic bot Permt 7
193. 111. 140. 106 Ger many 147. 237.72. 166 aka.idf.il CL000074: HTTP. naj estic bot Per nit 5
85. 14. 244. 98 Ger nany 147.237. 72. 166 aka.idf.il C1000074: HITP. naj estic bot Per it 5
85. 14. 244. 113 Ger many 147. 237.72. 166 aka.idf.il C1000074: HITP. maj estic bot Permt 3
193. 111. 140. 106 Ger many 147.237.77. 226 wwn chanat z. aka. i df . i | CL000074: HTTP. naj estic bot Per nit 2
162. 210. 196. 97 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per it 2
62.212.73. 211 Net her | ands 147.237.77.74 lawidf.il C1000074: HITP. naj estic bot Per nirt 2
85. 14. 244. 113 Ger many 147.237.76. 42 refuah.idf.il CL000074: HTTP. naj estic bot Per nit 1
193. 111. 140. 106 Ger many 147.237.77.74 lawidf.il C1000074: HITP. naj estic bot Per it 1
85. 14. 244. 113 Ger many 147.237.77. 74 lawidf.il C1000074: HITP. maj estic bot Permt 1
85. 14. 244. 98 Ger many 147.237.76. 42 refuah.idf.il CL000074: HTTP. naj estic bot Per nit 1
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|Top Attackers In |D|

‘ Target Address

A tacker
CGountry

Signature

66.249. 76. 108 |147.237.72. 166 |lhited Sates |aka idf.il ET SCAN NVAP -sA (2) 2
62.210. 113. 73 [147.237.77. 216 |France dover.idf.il ET WEB _SERVER Fake (oogl ebot UA 1 | nbound 2
46.172.91.21  |147.237.77. 243 |krai ne nobi | e.idf il ET SCAN NVAP -sS w ndow 1024 1
14.152.59. 11  |147.237. 72. 167 [Chi na ishurimaka.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
13. 75. 43. 42 147.237.0.34 |Hong Kong tikshuv.idf.il ET SCAN Potential SSH Scan 1
208. 100. 26. 228 [147.237.76.30 |[Wited Sates |hirush.idf.il ET SCAN NVAP -sS w ndow 1024 1
125. 65. 82. 44  |147.237.77. 121 |Chi na e navy.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91.201. 236. 155 |147.237.8.46  |lkrai ne e.chinuch.idf.il [ET SCAN NVAP -sS wi ndow 3072 1
54.144.119. 103 |147.237.0.15 |Whited Sates [kosher-kravi.idf.i|ET SCAN NMAP -sS wi ndow 1024 1
46.172.91.21  |147.237.77. 235|krai ne svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
13. 75. 43. 42 147. 237.76. 38 |Hong Kong eenetav.idi.il [ET SCAN Potential SSH Scan 1
208. 100. 26. 228 [147. 237. 77. 235 |Whited Sates |[svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
125. 65. 82. 44  |147.237. 77. 235 [Chi na svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
93, 114. 183. 170 |147. 237.8.45 |Fonmani a e itanidh il ET SI:AN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
91. 201. 236. 155 [147.237.8.46 |Wkraine e.chinuch.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Devi ce

Attacker Address [Attacker Gountry |Target Address ([Ste Signature Action ‘Count
52.3.127. 144 Lhited Sates 147. 237.72. 166 |aka. i df .i | drop SAMrul e drop 15
98. 254, 147.211 [Wnited Sates 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [nonitor |11
Sreaning Engi ne: TCP i i ssi
176.13.233.27 |israel 147. 237. 77. 243 |nobi | e. i of . | mng thgi e Invalid segnent retransmssion. | . 6
Inval i d Retransnission Packet dropped.
69.174.160.32 |[United Sates 147.237.76. 42 |refuah.idf.il Bad TCP sequence z’:l;ee;cr:”sm‘ wthdifferent 1) ey 4
139. 255. 76. 230 |l ndonesi a 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |[nonitor |4
139. 255. 76. 230 I ndonesi a 147.237.76. 42 |refuah.idf.il Bad TCP sequence i’;l;ee;g:”s““ wehdfferent | onitor |
139. 255. 76. 230 |l ndonesi a 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST monitor |3
Sream ng Engi ne: TCP Invali d segnent retransnission
84. 95. 208. 20 I srael 147.237.76.86 |navy.idf.il . . " |drof 3
W Inval i d Retransmnission Packet dropped. P
69.174.160.32 |United Sates 147.237.76. 42 |refuah.idf.il Bad TCP sequence i’;l;ee;g:”s““ weh dfferent | onitor |3
69.174.160.32 |[Lnited Sates 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
109. 253. 132. 207 |l srael 147.237.77. 216 [dover.idf.il SYN Attack SYN -> SYN-ACK -> RST moni t or
S reanm ng Engi ne: TCP i i ssi
37.26.146.192 | srael 147. 237. 77. 243 |nubi 1 e.i df .i mng tngine: ! Invalid segnent retransmssion. | 3
Inval i d Retransnission Packet dropped.
139. 255. 76. 230 |I ndonesi a 147.237.76.42 |refuah.idf il Bad TCP sequence i’:l;eer:é:”sn“ wWth different 1 ert 3
69.174.160.32 [lLited Sates 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |[nonitor |3
91.121.109.55 |Fance 147.237.77.74 |lawidf.il drop SAMrul e drop 2
77.138. 64. 24 France 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber monitor |2
141.226. 218. 18 |l srael 147.237.72.166 |aka i df .i | Bad TCP sequence Invalid ACK nunber nonitor |2
139. 255. 76. 230 |l ndonesi a 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d AK nunber noni t or 2
91.121.109.55 |France 147. 237.77. 176 |nat pash. i df . i | drop SMMrule drop 2
24, 4.50. 221 Lhited Sates 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |[nonitor |2
79.181.99.166 |l srael 147.237. 72. 156 |anan.i df . i | Bad TCP sequence Invalid ACK nunber alert 2
139. 255. 76. 230 |l ndonesi a 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [alert 2
84.229.12.142 |Israel 147.237.77. 176 |nat pash. i df .i | SYN Attack SYN -> SYN-ACK -> Tinmeout |alert 2
84.229.12. 142 [lIsrael 147. 237. 77. 176 |nat pash. i df . i | SYN At tack SYN -> SYN-ACK -> Tineout |[nmonitor |2
Sreamng Engi ne: TCP i i ssi
5.29. 225, 95 I'srael 147.237.77. 243 |robi L e. i of . | mng Engine: 1 Invalid segnent retransmssion. |, 2
Inval i d Retransmi ssion Packet dr opped.
79.178. 62. 55 I srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti neout |nonitor
46.116.44.203 |Israel 147. 237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
98.109.176.53 |lhited Sates 147.237.76. 42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout |nonitor
24.4.50.221  |uwnited Qates 147.237.76.42 |refuah.idf.il Bad TCP sequence i’;Jeert];:m"“ wehdfferent | onitor |2
79.181.99. 166 |[lIsrael 147. 237. 72. 156 |anan. i df . i SYN At tack SYN -> SYN-ACK -> Ti neout |nonitor
69.174.160.32 |[Lhited Sates 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [alert
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
. . SYNtAXK retransmt with .
84.229.12. 142 [Israel 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence di fferent w ndow scal monitor |2
79.181.99.166 |Israel 147.237.72. 156 |anan. i df .i Bad TCP sequence noni t or
139. 255. 76. 230 |l ndonesi a 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST alert
176.106. 46,74 |FASStiman 140 537 76.86 [navy.idr. il SYN At t ack SYN -> SYN-ACK -> Timeout |[monitor |2
Territory, Gecupied
41.37.67.148 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 1
184. 105. 247. 226|lnited Sates 147.237.76.42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> RST monitor |1
79.181.99.166 |Israel 147. 237. 72. 156 |anan. i of . i | drop First packet isn't SWN drop 1
163. 172. 220. 201 |Uni ted Ki ngdom 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Tineout |[nonitor |1
24. 4.50. 221 Lhited Sates 147.237.76. 42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> Tineout [alert 1
74.82.47.7 Lhited Sates 147.237.76.30 |himush.idf.il SYN Attack SYN -> SYN-ACK -> RST monitor |1
62.210. 243. 100 |France 147.237.72.14 |dover.idf.il(old) dr op SAMrul e drop 1
98.109.176.53 |Uhited Sates 147.237.76. 42 |refuah.idf.il Bad TCP sequence z’:l;ee;cr:”sm‘ wehdifferent ) onitor |1
185.40.66.32  |ireland 147.237.76.42 |refuah.idf.il Bad TCP sequence i’;Jeer:Cf”S”“ wehdfferent | onitor |1
24.29.81.144  |United Sates 147.237.76. 42 |refuah.idf.il Bad TCP sequence z’:l;ee;cr:”sm‘ wehdifferent 1) ey 1
184.105.139. 79 |Uhited Sates 147.237. 72. 156 [aman. i df . i SYN Attack SYN -> SYN-ACK -> RST monitor |1
218.22.211. 69 Chi na 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Ti nmeout |nonitor 1
46.19.85.157  |israel 147.237.77. 226 [\ chanat z. aka. 101 1pad TGP sequence Inval i d ACK nunber moni tor |1
185. 40. 66. 32 I'rel and 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber monitor |1
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|Top Attackers In V\AF|

Devi ce

‘Attacker Qount ry ‘Target Address |Site Sgnature Action ‘Count

14.127.67.88 |China 147.237.77.216|dover. i df .i | Mil tipl e Unaut hori zed URL Access from 14.127.67. 88 Bl ock 17
14.127.67.88  |China 147.237.77. 176 |nat pash. i df . i | Ml tiple Unauthorized URL Access from 14.127. 67. 88 B ock 16
79.178.227. 153 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Code B ock 11
14.127.67.88 |China 147.237.77.216|dover. i df .i | PHP Attenpt B ock
14.127.67.88  |China 147.237.77. 176 |nat pash. i df . i | PHP Attenpt B ock

80. 178, 191. 219 i srael 147. 237.72. 166 |aka. i df . i | g’g'_ tl';:s'_elgLf_a;igo” zed Nethod for Known LR from Bock |5
77.138.67.71 |France 147.237.72. 166 |aka. i df . i | Unhaut hori zed Method PCST for wwwy aka. i df . i/ nai n/ sachar B ock
2.53.138. 51 I srael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock
77.138.67.71  |France 147.237.72. 166 |aka. i df . i | m;&:‘f;eiwiﬁ 2/02;;?; Method for Known LR on B ock 2
46.19.85.250 |[lIsrael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Qode B ock

66. 249. 64. 9 I srael 147.237.72. 166 |aka. i df . i | Distributed Unauthori zed URL Access on 147.237. 72. 166/ B ock

109. 63. 239. 42 |Russian Federation |147.237. 72. 166 |aka. i df . i | mu;:gii;??lhﬁfa?ﬁgm ;:irot ansver . aspx B ock 1
66.249.76.75 |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72.166/ti znoret/ gal l ery/ |B ock 1
84.95.208.20 |lIsrael 147.237.77. 216 |dover . i df . i | Unhaut hori zed URL Access to v idf.il/defaul t.aspx B ock 1
66.249.65.51 |Israel 147.237.77.216|dover. i df .i | Ml tiple Unauthorized URL Access from 66.249. 65. 51 Bl ock 1
176. 13. 233. 27 |[lIsrael 147.237.77.243|nobi [ e. i df . i | O stributed Suspicious Response Code B ock 1
80.122.66.42 |Astria 147. 237.72. 166 |aka. i df . i | chaut hor zed /M;;jhr?/dsaﬁ/f/io;maysl b aspx Bock |1
66.249.76.77 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock
14.127.67.88 |China 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to ww i df.il/index. asp B ock

Unknown Par anet er
85. 64. 151. 190 |l srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$cphSachar $cb15038310 i n None 1
ww aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
66.249.65.52 |Israel 147.237.77.216|dover. i df .i | Ml tipl e Unauthorized URL Access from 66.249. 65. 52 Bl ock 1

Pal estinian Territory, . . . Unaut hori zed URL Access to
176. 106. 46. 74 Qecupi ed 147.237.76.200|ei tan. aka. i df . i | v i tan. aka, i o .i | /t enpl at es/ honepage/ homepage. aspx B ock 1
66.249.76.79 |Israel 147.237.72. 166 |aka. i df . i | Wnaut hori zed LRL Access to B ock 1

147. 237. 72. 166/ gi yus/ f or uni asp/ showf or um asp

. . Unaut hori zed Met hod HEAD for
85. 65. 233. 40 | srael 147.237.72.166 |aka. i df . i | v aka. i df . i | / mai v gi yus/ ki osk/ ki osk. aspx B ock 1

77.138. 233. 210 |France 147.237.72. 166 |aka. i df . i | Distributed thauthorized Mthod for Known LRL on Bl ock 1
ww aka. i df . i |/ nai n/ sachar/ vi ewpaysl i p. aspx

Unaut hori zed URL Access to

wwy, chamat z. aka. i d

66. 249. 66. 103 |l srael 147.237.77. 226 fi wan chanat z. aka. i df . i1/t enpl at es/ depart nent sl obby/ depart nen |B ock 1
il t sl obby. aspx
y. asp
207.46.13.102 [Lhited Sates 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
80. 246. 133. 60 |Israel 147.237.76.42 |refuah.idf.il Wnaut hori zed LRL Access to B ock 1

147. 237. 76. 42/ 1518- he/ r ef uah. aspx
Par aneter Type M ol ati on PageNumin
wan cogat . i df . i |/ 1043- he/ cogat . aspx
. . Unaut hori zed URL Access to

46.121. 247. 107 |l srael 147.237.77.233|atal .idf.il 147. 237.77. 233/ 1134- hel at al . aspx Bl ock 1
. . . S Uhtraceabl e Gonnection - Protocol violation
106. 38. 241. 106 |Chi na 147.237.72. 156 [anan. i df . i | (SSL CONN LI ENT FELLO) None 1
D stributed Whaut hori zed Met hod for Known URL on

77.139.66.30 |France 147.237.72. 166 |aka. i df . i | wanaka i f i1/ i sachar B ock 1

Paraneter Type Mol ati on SearchText in
waw | aw i df . i |/ 163- 6639- he/ pat zar . aspx
Unaut hori zed URL Access to

84.95.208.20 |[Israel 147.237.0.15 |kosher-kravi .idf.il A B ock 1
vww kosher - kravi . i df . i |/ defaul t. aspx

68.180.231.60 |lhited Sates 147.237.77. 176 |mat pash. i df . i | B ock 1

66. 249. 75. 167 |l srael 147.237.77.74 |lawidf.il B ock 1

: . . Unaut hori zed Met hod PCST for
76.91.33.211 |Lhited Sates 147.237.72. 166 |aka. i df . i | vown aka. i df i 1/ mai n/ r abanut / gener al . asp Bl ock 1
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