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|Top Attackers | n DDoS- Def ence |

Attacker Address \Attacker Country Target Address Site Signature Device Action Count
109. 67. 123. 183 | srael 147.237.77. 216 dover.idf.il |SYNHood del ete reset drop 5
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site Devi ce Action |Count |

106. 38. 241. 106 Chi na 147.237.77.176  |mat pash.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der Per nit 13
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|Top Attackers In |D|

Attacker Address |Target Address At tacker

Gountry

Signature

190. 214. 49. 3 147.237.8.46  |Ecuador e. chinuch.idf.il ET SCAN Behavi oral Lhusual ly fast inbound Tel net Connections, 2
Potential Scan or Brute Force
91.201. 236. 155 |[147.237.0.33 |lkraine idf.il ET SCAN NMAP -sS wi ndow 2048 1
52.187.42.85 147.237.77.235|hited Sates [svivaidf.il ET SCAN Potential SSH Scan 1
41. 215. 36. 46 147.237. 77. 227 |Kenya e hamaz.idf.il ET SCAN NVAP -sS w ndow 1024 1
183. 60. 48. 25 147.237.76.39 |China nobi | e. nei tav. i df.il ET SCAN Potential SSH Scan 1
176.47.77.71  (147.237.77.216 |Saudi Arabia  |[dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
91.224.161.69 [147.237.0.34 [Netherlands  |tikshuv.idf.il ET SCAN Potential SSH Scan 1
91.201. 236. 158 [147.237.0.17 |Wkraine mny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 2048 1
91.201. 236. 155 |[147.237.0.33 |lkraine idf.il ET SCAN NMAP -sS wi ndow 4096 1
91.201. 236. 155 |[147.237.0.33 |lkraine idf.il ET SCAN NVAP -f -sS 1
46.172.91. 21 147.237.72.14 |krai ne dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1
183. 129. 160. 229|147. 237. 0. 34  |Chi na tikshuv.idf.il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147.237.0.17 |China mny-kosher-kravi.idf.il |[ET SCAN Potential SSH Scan 1
91.224.161.69 |[147.237.76.38 |Netherlands |e.e meitav.idf.il ET SCAN Potential SSH Scan 1
91.201. 236. 158 [147.237.0.17 |Wraine mny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 3072 1
91.201. 236. 158 |[147.237.0.17 |lkraine mny-kosher-kravi.idf.il [ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address | . ry Target Address Signature Acti on ‘Count
149. 56. 27. 31 Lhited Sates |147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 62
149. 56. 27. 31 Lhited Sates [147.237.76.42 |refuah.idf.il |SYN Attack noni t or 26
149. 56. 27. 31 Lhited Sates |147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 12
85. 64. 130. 93 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 8
46. 19. 85. 200 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 7
46. 19. 85. 204 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
98. 109. 176. 53 Lhited Sates |147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
77.124.39.199 [israel 147.237.77. 216 |dover.idf.il  [Bad TOP sequence SIACK retransmt with different monitor |6
46. 19. 85. 200 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber alert 6
112.124. 124. 227|Chi na 147.237.76. 42 |refuah.idf.il Bad TCP sequence SWNretransmt wth different sequence |nonitor 5
112. 124. 124, 227 |Chi na 147.237.76.42 |refuah.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 5
112. 124. 124. 227|Chi na 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
112.124. 124. 227|Chi na 147.237.76. 42 |refuah.idf.il Bad TCP sequence SWNretransmt wth different sequence |alert 5
46.19. 85. 91 I srael 147.237.77. 216 |dover.i df .il Bad TCP sequence Invalid ACK nunber aert 4
46. 19. 85. 91 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
98.109.176.53 |lLhited States [147.237.76.42 [refuah.idf.il |Bad TCP sequence SN retransmt wth different sequence [nonitor 4
46.19. 85. 51 I srael 147.237.77. 176 |matpash.idf .il |Bad TCP sequence Invalid ACK nunber noni t or 3
71.187.61. 84 Lhited Sates |147.237.76.42 |refuah.idf.il Bad TCP sequence SYNretransmt wth different sequence |alert 3
112.124. 124. 227|Chi na 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout aert 3
2.55.56. 220 I srael 147.237.77. 243 |vi e i 11 | €M NG Enginer TCP Invalid - finvalid segnent retransnission. Packet drop 3
Ret r ansni ssi on dr opped.

212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
71.187.61.84 Lhited Sates [147.237.76.42 |refuah.idf.il [Bad TCP sequence SWNretransmt wth different sequence [nonitor 3
71.187.61. 84 Lhited Sates [147.237.76.42 |refuah.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 3
24.184.77.28 Lhited Sates |147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 2
71.187.61.84 Lhited Sates |147.237.76.42 |refuah.idf.il SYN Attack SYN - > SYN ACK -> Ti neout aert 2
98. 109. 176. 53 Lhited Sates |147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout aert 2
79. 181. 99. 166 | srael 147.237.72. 156 |anan.idf .il Bad TCP sequence noni t or 2
159. 192. 248. 80 |Thai | and 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 2
71.187.61. 84 Lhited Sates |147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 2
115. 87. 234. 224 |Thai | and 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 2
46. 19. 85. 204 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber aert 2
27.34.32. 45 Nepal 147.237.72. 166 |aka i df . | Bad TCP sequence m’cﬁsg ;ans”“ w th different monitor |2
98.109.176.53 |lLhited States [147.237.76.42 [refuah.idf.il |Bad TCP sequence SWNretransmt wth different sequence |[alert 2
46. 19. 86. 3 I srael 147.237.77. 176 |matpash.idf.il [Bad TCP sequence Inval i d ACK nunber nonitor |2
24.184.77.28 Lhited Sates |147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout alert 2
115. 87. 234. 224 |Thai l and 147.237.72. 166 |aka.idf . il Bad TCP sequence Inval id ACK nunber noni t or 2
41.37.67.148 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 2
46.19. 85. 51 I srael 147. 237.77.176 |matpash.idf.il |Bl ock HTTP Non Conpl i ant L_'t L:?a: i :zaidﬁrrggze":i detected: 11Tegd | onitor |1
77.138.125. 108 |Fance 147.237. 72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
159. 192. 248. 80 |Thai l and 147.237. 72. 166 |aka. i df . il drop First packet isn't SYN drop 1
115. 87. 234. 224 |Thai | and 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
67.224.154.90 |Puerto Rco  [147.237.76.42 [refuah.idf.il |Bad TCP sequence SWNretransnmit wth different sequence |nonitor 1
108. 172. 55. 87 Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
216.154.212.80 |Wited Sates |147.237.77.170|maarachot.idf.il|Bad TCP sequence Invalid ACK nunber noni t or 1
80. 246. 137. 1 | srael 147.237. 72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
163. 172. 220. 201 LK?ir:gegom 147.237.77. 216 |dover. i df .il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 1
46. 19. 85. 51 | srael 147.237.77. 176 |matpash.idf.il |Bad TCP sequence Inval id ACK nunber aert 1
71.244.142. 181 |Wited Sates |147.237.77.176|natpash.idf.il |SYN Al t ack SYN -> SYN-ACK -> RST noni t or 1
141.212.122.19 |Uhited Sates |147.237.76.200 |eitan aka.idf.il|{SYN At tack SYN -> SYN-ACK -> RST noni t or 1
69. 174. 160. 32 Lhited Sates |147.237.76.42 |refuah.idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
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|Top Attackers In V\AF|

At acker

Devi ce

count ry Target Address |Site Sgnature Action ‘Count
66.249.65.51 |[Israel 147.237.77.216|dover. i df . il Mil tiple Unaut hori zed URL Access from 66. 249. 65. 51 Bl ock 5
. . Uhaut hori zed Met hod PCST for
77.138.197. 114 |France 147.237.72. 166 |aka. i df . i | vaww aka. i dff i 1/ mai n/ hore/ def aul t . aspx B ock 3
64.118.104. 215 |Lhited Sates [147.237.77.216|dover.idf .l SSL Untraceabl e Connection - Qpen Mde None 1
. . Uhknown Paraneter asmin
185. 27. 106. 161 |l srael 147.237.72. 166 [aka. i df . i | vaww aka. i df . |/ mai n/ gi yus/ yahash2017/ | obby. asp None 1
. . Uhaut hori zed URL Access to
66. 249. 65. 185 |l srael 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 994~ 8941- he/ r ef uah. aspx B ock 1
46.19. 85. 51 I srael 147.237.77. 176 |nat pash. i df . i | Abnormal |y Long Request net hod B ock 1
66. 249. 64. 124 |l srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to ww aka. i df.il /| ondi niforuni B ock 1
5.102. 242. 124 |l srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 1
m ny- kosher-kravi .id i i
66.249.76.52 |Israel 147.237.0. 17 my llegal Paraneter Encoding rnd in . None 1
foil m ny- kosher - kravi . i df.i1/aj ax/ creat ecapt chai nage. aspx
46. 19. 85. 51 I srael 147.237.77. 176 |nat pash. i df . i | I11egal HITP Version Bl ock 1
80. 178. 191. 219 [l srael 147.237.72. 166 |aka. i df . i | Unhaut hor i zed Met hod HEAD for www aka. i df . i1/ nai n/ sachar/ Bl ock 1
27.34.108.219 |Nepal 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mvde None 1
. . Uhaut hori zed URL Access to
66.249.79.8  |Israel 147.237.76.86 [navy.idf.il v navy. | df i |/ 1132- 8613- he/ navy. aspx. aspx B ock 1
46.19. 85. 51 I srael 147.237.77. 176 |nat pash. i df . i | Mal formed URL asp. net _sessi oni d=qyf Scr51vaf 51 4504xI vivl B ock 1
. . Paraneter Type Mol ation searchText in
80. 246. 130. 242 |I srael 147.237.76.42 |refuah.idf.il voww ref U, atal i df . |/ 1653-he! ref uah. aspx B ock 1
66.249.65.52 |Israel 147.237.77. 216 |dover.idf .il tnaut hor | zed URL Access to Bl ock 1
ww i df . i | / hebrew organi zati on/ par at r ooper s
40.77.169. 101 |Wited Sates |147.237.77. 216 |dover.idf il t"r::g::\;” zed URL Access to wiw idf.i1/1133-14686-he/ dover. aspx |gy 1
77.138. 124. 163 |France 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized Method for Known URL from 77.138. 124. 163 |B ock 1
. . Unhknown HTTP Request Method 4839.1461754585.; in URL
46. 19. 85. 51 I srael 147.237.77. 176 [nat pash. i df . i | asp. net_sessi oni d=qyf 5cri51vat 51 4504x] v Bl ock 1
157.55.39. 144 [Lhited Sates |147.237.76.86 [navy.idf.il Lhaut hori zed URL Access to navy.idf.il/mnain/ hone/ def aul t. aspx Bl ock 1
. . Uhaut hori zed URL Access to
66. 249. 65. 182 |l srael 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 994- 8804- he/ r ef uah. aspx Bl ock 1
. . Unaut hori zed Met hod HEAD f or
46.4.74. 42 Ger nmany 147.237.72. 166 [aka. i df . i | voww aka, i of i | /il Uit enpl at es/ i nner . asp B ock 1
77.138. 124. 163 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCBT for aka.idf.il/rights/asp/ hone. asp B ock 1
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