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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
134. 147. 203. 115 Cer many 147.237.76. 177 ncore.idf.il B ack List drop 2
54.72.73. 168 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 2
71.6.146. 186 Lhited Sates 147.237.76. 199 e. nakchal .idf.il B ack List drop 1
188. 138. 26. 214 Cer many 147.237.76. 86 navy.idf.il B ack List drop 1
8. 37.231. 238 Lhited Sates 147.237.77. 216 dover.idf.il JLM Under _Attack _Con Htp drop 1
185.94. 111. 1 Russi an Federation 147.237. 76. 44 e.refuah.idf.il B ack List drop 1
58. 218. 200. 137 Chi na 147.237.0. 17 m ny- kosher -kravi .idf . il JLM Purple Gon Linit_Tcp drop 1
185.94.111. 1 Russi an Federati on 147.237.76. 196 e.svivaidf.il B ack List dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount
109. 90. 210. 70 Ger many 147. 237.72. 166 aka.idf.il C1000074: HITP. naj estic bot Per nit 3
69. 30. 213. 202 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HITP. maj estic bot Per nirt 2
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|Top Attackers In |D|

Target Address

At acker

Signature

Count ry
14.919 67 91 |147. 237 72. 166 |hi na kaidh il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
218. 87. 109. 253 [147. 237. 72. 156 |Chi na anan. i df.il ET SCAN Potential SSH Scan 1
218. 87. 109. 253 [147.237.8.45 |China e.eitanidf.il ET SCAN Potential SSH Scan 1
208. 100. 26. 228 |147.237.0. 200 |Uhited Sates [rdu.idf.il ET SCAN NVAP -sS wi ndow 1024 1
218. 87. 109. 253 [147. 237. 77. 243 |Chi na nobi | e.idf.il ET SCAN Potential SSH Scan 1
91. 201. 236. 158 |147.237.0. 17 |Wkrai ne mny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 4096 1
218. 87. 109. 253 [147. 237. 77. 205 |Chi na prishaidf.il ET SCAN Potential SSH Scan 1
66.249.75.48 [147.237.77.74 |Wited Sates [lawidf.il ET SCAN NVAP -sA (2) 1
218. 87. 109. 253 [147. 237. 77. 170 |Chi na nmar achot . i df .i | ET SCAN Potential SSH Scan 1
58.220.2.5 147.237.8.14 |thina e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
218. 87. 109. 253 [147. 237. 76. 44 |Chi na e.refuah.idf.il ET SCAN Potential SSH Scan 1
46.172. 9120|147 237 76.38 |Ukrai ne o o neitav.id il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
218. 87. 109. 253 |147. 237.76. 31 |Chi na nakchal .idf.il ET SCAN Potential SSH Scan 1
24.39.95.126 [147.237.72.166|lited Sates |aka.idf.il ET SCAN NMAP -sS w ndow 1024 1
218. 87.109. 253 |147. 237. 72. 166 |Chi na aka.idf.il ET SCAN Potential SSH Scan 1
218. 87. 109. 253 |147.237.8.50 |Chi na e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
218. 87. 109. 253 [147.237.0.34 |China tikshuv.idf.il ET SCAN Potential SSH Scan 1
94.102. 48.194 (147.237.8.24 [Netherl ands elifestyle.idf.il ET SCAN NVAP -sS w ndow 1024 1
218. 87. 109. 253 |147. 237. 77. 235 |Chi na sviva.idf.il ET SCAN Potential SSH Scan 1
91. 201. 236. 158 |147.237.0. 17 |Wkrai ne mny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 3072 1
218. 87. 109. 253 |147. 237. 77. 178 |Chi na e.matpash.idf.il ET SCAN Potential SSH Scan 1
66.249. 65.51  [147.237.77.216|Wited Sates |dover.idf.il ET SCAN NVAP -sA (2) 1
218. 87. 109. 253 [147. 237. 76. 201 |Chi na eatal.idf.il ET SCAN Potential SSH Scan 1
50.116. 123. 33 |147.237.76. 176 |hited Sates |test.ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
218. 87. 109. 253 [147. 237. 76. 34 |Chi na yohal an. i df .i| ET SCAN Potential SSH Scan 1
7 151 137, 151 |147. 237, 76. 202 |chi na el ag.i i1 ET SSAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
218. 87. 109. 253 [147. 237. 72. 167 |Chi na i shuri maka.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
172.245.202.53 |Uited Sates [147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout moni t or 199
141. 226. 162. 111l srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber aert 10
71.62.141.29  |Uited Qates [147.237.76.42 |refushidf.il  |Bad TCP sequence i;‘ureertlésnsn"t wth different monitor |8
71.62.141.29  [lnited Qates [147.237.76.42 [refuah.icf.il  |Bad TCP sequence isureeécr:nsn"t Wth different aert 7
71.62. 141. 29 Lhited Sates [147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
109. 253. 202. 199|l srael 147.237.77. 243 |nobil e.idf.il dr op First packet isn't SN drop 7
71.62.141. 29 Lhited Sates |147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout alert 7
71.62.141. 29 Lhited Sates [147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 7
125. 24.191. 109 |Thai | and 147.237.76. 197 |e.hinush.idf.il |Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf orcenent |drop 6
141. 226. 162. 111l srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 5
2.53.28.20 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber alert 5
84.109. 1. 247 I srael 147.237.72. 166 |aka. i df . i | SYN Att ack SYN -> SYN-ACK -> RST noni t or 4
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
109. 253. 202. 1991 srael 147.237.77.243|mbile.icf.il  |Bad TCP sequence SIHAK retransmt with different | oo 3
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
207.46.13.7  |Wited Sates |147.237.77. 243 |mobile.idf il 9 =g Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
66.249.76.108 |lhited Sates |147.237.72. 166 |aka idf.il 9 =g Invalid segment retransmission. drop 3
Ret ransmi ssi on Packet dropped.
109. 253. 202. 199|1 sr ael 147. 237. 77. 243 |nobi l e.i df . | SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 3
77.139. 246. 219 |France 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout alert 2
197. 45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
77.139. 246. 219 |France 147. 237. 77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 2
s SYN+AXK retransmit with different .
77.139. 246. 219 |France 147. 237. 77. 216 |dover.i df . i | Bad TCP sequence i ndow scal 6 noni t or 2
47.16. 89. 15 Lhited Sates [147.237.72.156 |aman.idf.il dr op First packet isn't SN drop 2
Sreamng Engine: TCP Invalid i i ssi
46.19.86.2 I srael 147. 237. 77. 216 |dover i df .i g =g Invalid segnent retransnission. drop 2
Ret r ansmi ssi on Packet dropped.
54.72.73. 168 I'rel and 147.237. 77. 216 [dover. i df il Bad TCP sequence Invalid ACK nunber noni t or 1
91.55.182.9 Ger many 147.237.77. 216 |dover . i df i | SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 1
70.174.110.37 |[Uited Sates [147.237.76.42 |refush.idf.il  |Bad TCP sequence ?ezlureertlésnsmt wth different aert 1
46.19.86.6 I srael 147. 237. 77. 216 |dover . i df . i | Bad TCP sequence Inval i d ACK nunber alert 1
. . SYN+AXK retransmit with different .
84. 95. 208. 20 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence i ndow scal e noni t or 1
54.72.73. 168 I'rel and 147.237. 77. 216 [dover. i df il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 1
156. 198. 172. 68 |Egypt 147.237.77. 216 |dover i df .i | SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 1
108. 30. 253. 193 [nited Sates |147.237.77.216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
70.174.110.37 |Uited Sates [147.237.76.42 |refushidf.il  |Bad TCP sequence i’:ur:;;:mmt wth different monitor |1
176.13.18.183 |[Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
46. 19. 86. 6 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber noni t or
163. 172. 220. 201 LKJ?Ir:;gom 147.237.8.50 |e.tikshuv.idf.il |Geo-| ocati on enf or cenent Geo-1 ocation i nbound enf orcenent |drop 1
46.19. 86.2 I srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Invalid ACK nunber alert 1
109. 226. 40. 40 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
184.105.139. 71 |lhited Sates |147.237.72.166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
139. 162. 37. 147 |Uhited Sates |147.237.76.199 (e nakchal .idf.il |Geo-| ocati on enf or cenent Geo-| ocati on i nbound enf orcenent |drop 1
85. 65. 134. 84 | srael 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence Inval i d ACK nunber alert 1
74.82.47.6 Lhited Sates |147.237.77.235|svivaidf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
70.174.110.37 [Lhited Sates [147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
163. 172. 220. 201 z";;gom 147. 237. 72. 156 |anan.i df . i | SYN Att ack SYN -> SYN-ACK -> Ti meout monitor |1
46.19. 86. 2 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber noni t or 1
79.181.99.166 I srael 147. 237. 72. 156 |anan. i of . i Bad TCP sequence SIHAK retransmt with different | oo g
w ndow scal e
184. 105. 247. 224|lhited Sates |147.237.72.217|e.idf.il Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf orcenent |dr op 1
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
85. 65. 134. 84 | srael 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence Inval i d ACK nunber noni t or 1
74.82.47. 40 Lhited Sates |147.237.77.227|e. hanaz.idf.il Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf orcenent |dr op 1
70.174.110.37 |Wited Sates |147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 1
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|Top Attackers In V\AF|

Devi ce

At acker

Count ry Target Address |Site Sgnature Action ‘Count
84.95.208.20 |lsrael 147.237.77. 216 |dover.i df . il Mil tipl e Unauthorized URL Access from 84. 95. 208. 20 B ock 74

84.95.208.20 |Israel 147.237.77.216|dover . i df . il PHP At t enpt Bl ock 3
. . Unaut hori zed URL Access to

66. 249. 65. 182 |l srael 147.237.76.42 (refuah.idf.il 147. 237. 76. 42/ 994~ 9366- he/ r ef uah. aspx Bl ock 1

207.46.13.98 |lnited Sates |147.237.72.166|aka.idf.il Lhknown Paraneter catid in aka.idf.il/main/drushiminfo.aspx None 1

. . . Unaut hori zed Met hod PCST for

67.83.74.126 |Lnited Sates |147.237.72.166aka.idf.il vow aka i df i |/ rai v sachar /Kl al i . aspx B ock 1
. . . Uhaut hori zed URL Access to

66. 249. 65. 8 I srael 147.237.77.243|mobi | e. i df . i | mobi | e, i cf i1/ vl | - known appl e- app-si t e- associ at i on B ock 1

157.55.39. 145 |[thited Sates [147.237.72.166|aka.idf.il Lhknown Paraneter catid in aka.idf.il/chi nuch/contact/ None 1

66. 249. 65. 185 [l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt Bl ock 1

207.46.13.98 |lnited Sates |147.237.72.166|aka.idf.il Lhknown Paraneter catid in aka.idf.il/main/haredinigall ery.aspx [None 1

68. 180. 229. 184 |nited Sates |147.237.72.156|aman.idf.il Unhaut hori zed URL Access to wan anan. i df.il/robots. txt B ock 1
. . . Uhaut hori zed URL Access to

66.249.65.10 |l srael 147.237.77.243|nobi | e. i df . i | nobi | .1 df i 1/ vel | -knowy asset | i nks. j son Bl ock 1

157.55.39. 196 [Wnited Sates [147.237.72.166|aka.idf.il Uhaut hori zed URL Access to aka.idf.il/general .aspx Bl ock 1

wwv. chamat z. aka. i df ) o

66. 249. 66. 101 |l srael 147.237.77. 226 i Unaut hori zed URL Access to waw chanat z. aka. i df . i1/404. aspx B ock 1

207.46.13.98 |lnited Sates |147.237.72.166|aka.idf.il Lhknown Paraneter catid in aka.idf.il/main/sachar/faq. aspx None 1

66.249. 65. 24 [Israel 147.237.77.216|dover.idf .l Unaut hori zed URL Access to 147.237.77. 216/ robots. t xt Bl ock 1

180. 76. 15. 136 |chi na 147.237.77.233|atal .i df . i | f“zﬁhfrf zed LR Access to atal.idf.il/shared clientscripts/jquery/” g o 1

66.249.76.58 |[Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/nilui m/nai n02f 1. ht m Bl ock 1
. . Unaut hori zed URL Access to

66.249.65.52 |lIsrael 147.237.77. 216 |dover . i df . i | vow i df i | /atal /i zkor/ vi ew i ngt op. asp B ock 1

204.79.180.71 [lnited Sates |147.237.72.166aka.idf.il Unaut hori zed Met hod POST for ww aka.idf.il/ishurinmai n/ B ock 1
. . Unaut hori zed URL Access to

66.249.76.75 |[Israel 147.237.72. 166 |aka. i df . i | 147. 237.72. 1661 1 znor et/ gal | ery/ showpi ct ur e. asp B ock 1

104. 237. 156. 66 |Lhited States [147.237.77.176|nat pash. i df . il Unhaut hori zed URL Access to www cogat.idf.il/2113- B ock 1
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