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Attacker Address |Attacker Country Target Address Site Signature Device Action Count
124.173.113. 45 Chi na 147.237.77.212 e.dover.idf.il |JLMPurple Gon_Linmt_Tcp drop 1
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Target Address

At acker
Count ry

Signature

5.255.90.133  |147.237. 72. 167 [Net her| ands i shuri maka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
208. 100. 26. 228 |147. 237.77. 227 |Uhited Sates |e. hanaz.idf.il ET SCAN NVAP -sS wi ndow 1024 1
94, 102. 48. 194 [147.237. 72. 167 |Net her| ands i shuri maka.idf.il ET SCAN NVAP -sS w ndow 1024 1
91. 201. 236. 155 |147. 237. 72. 156 |krai ne anan.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91. 201. 236. 155 [147. 237. 72. 156 |Lkr ai ne anan. i df .| ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
50.116. 123. 33 [147.237.72.167 |Wited Sates |ishurimaka.idf.il ET SCAN NVAP -sS w ndow 1024 1
14.919 6791|147 237 8.27 |cni na o nadimatal idf i ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
180. 213. 5. 205 |147. 237. 72. 166 |Chi na aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
91. 201. 236. 155 [147. 237. 72. 156 |kr ai ne anan. i df.il ET SCAN NMAP -sS w ndow 2048 1
91. 201. 236. 155 |147. 237. 72. 156 |krai ne anan.idf.il ET SCAN NVAP -f -sS 1
52.6.235.156 |147.237.0.17 [lnhited Sates [mny-kosher-kravi.idf.il [ET SCAN NMAP -sS w ndow 1024 1
50.116.123. 33 [147.237.72.156 |lhited Sates |anman.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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Sreamng Engine: TCP Invalid

Inval i d segnent retransnission.

LR 'repl ace'

46.19. 86. 85 I srael 147.237.77. 243 |nobil e.idf . i1 . dr o 30
Ret ransni ssi on Packet dr opped. P
Sreaning Engine: TGP Invalid i i SSi
157.55.39. 145 |Wited Sates [147.237.72. 166 |aka.idf . il 9 =g Invalid segnent retransmssion. |, 10
Ret r ansmi ssi on Packet dr opped.
141. 226. 162. 1111 srael 147. 237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 10
191.252.61.11 |Brazil 147.237.76.42 |refuah.idf.il Bad TCP sequence i’;‘Jeetncr:nsmt Wth different alert 9
191.252.61.11 |Brazil 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or
46. 19. 85. 255 I srael 147.237.72. 166 |aka. i df . i SYN Att ack SYN -> SYN-ACK -> RST noni t or
191.252.61.11 |Brazil 147.237.76.42 |refuah.idf.il Bad TCP sequence i’:J:;é:nsmt wth different monitor |7
191.252.61.11 |PBrazil 147.237.76. 42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Ti nmeout noni t or 6
Sreaning BEngine: TGP Invalid i i ssi
207.46.13.98  |lnited Sates  |147. 237.72. 166 |aka i of il 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dr opped.
212.143.142.56 |lsrael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 6
141. 226. 162. 1111 srael 147. 237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 5
2.53.28.20 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor 5
191.252.61.11 |Brazil 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d sequence nunber noni t or 5
109. 66. 1. 241 I srael 147.237.77. 243 |nobil e.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 4
109. 253. 202. 199|I srael 147.237.77. 243 |nobi le. i df . il SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 4
109.66.1.241  |Israel 147.237. 77. 243 |nubi | e.i df i Bad TCP sequence SINAK retransmt with different | oovor s
W ndow scal e
e SYNHAK retransnit with different .
109. 253. 202. 199]l srael 147.237.77. 243 |nohil e.i df . i1 Bad TCP sequence i ndow scal e noni t or 4
191.252.61.11 |Brazil 147.237.76.42 |refuah.idf.il Bad TCP sequence monitor |4
191.252.61.11 |Brazil 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST aert 4
109. 66. 1. 241 | srael 147.237.77. 243 |nobi le. i df . il SYN Att ack SYN -> SYN-ACK -> Ti neout aert 4
109. 253. 202. 199l srael 147.237.77. 243 |mobi l e.i df .i | SYN At ack SYN -> SYN-ACK -> Ti meout aert 4
191.252.61.11 |Brazil 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 4
191.252.61.11 |Brazil 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout alert 3
46.133.75.102 |krai ne 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 3
158.69.39.188 |Wnited Sates |147.237.76.42 [refuah.idt.il Bad TCP sequence SS;Z'J:;Cr:mmt Wth different monitor |3
Sreaning Engine: TGP Invalid i i sSi
2.53.15. 110 I'srael 147.237.77. 243 |nobi le.i df .i1 9 =9 Invalid segnent retransmssion. . 3
Ret ransm ssi on Packet dropped.
191.252.61.11 |Brazil 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d sequence nuniber aert 3
158.69.39.188 |Lhited Sates |147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |3
151. 15. 23. 72 Italy 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber aert 3
158.69.39.188 |Uited Sates [147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 3
151. 15. 23. 72 Italy 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaning Engine: TQP Invalid i i ssi
84.95.208.20 | srael 147.237.76. 200 |ei tan. aka. i of .1 g =g Invalid segnent retransmssion. |y 3
Ret ransm ssi on Packet dr opped.
158.60.39.188 |Wnited Sates |147.237.76.42 |refush.idf.il  |Bad TCP sequence i’(\l‘ureané:”smt wth different al ert 2
216.145.11.94 |[Uhited Sates |147.237.0.15 |kosher-kravi.idf.i|Header Rejecti on :‘ﬁitrej ection pattern found in - | ooivor |2
141. 226. 217. 223l srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid AGK nunber noni t or 2
158.69.39.188 |lnited Sates |147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout alert 2
46. 19. 86. 167 I srael 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST noni t or 2
191.252.61.11 |Brazil 147.237.76.42 |refuah.idf.il SYN Attack noni t or 2
2.55. 14. 166 I srael 147. 237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 2
46.120.122.219 |Israel 147. 237.77. 216 |dover.idf.il drop SMrul e drop 1
192.154.111. 98 |lhited Sates |147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
74.82. 47.23 Lhited Sates |147.237.76.198|e.yohaan.idf.il |Geo-1 ocation enf or cement Geo-| ocati on i nbound drop 1
enf or cenent
163. 172. 220. 201 |Uhi ted Ki ngdom|147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 1
84.95.208.20  |Israel 147. 237. 77. 216 |dover . i df . i | S Injection %n'czjtfec“ on detected in LR monitor |1
169. 229. 3. 91 Lhited Sates |147.237.77.179|e.nazi.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
Russi an o
195. 62. 53. 168 r at i on 147.237.0.35  |akaws.idf.il drop drop 1
74.82.47.23 Lhited Sates |147.237.77.233|atal.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
163. 172. 220. 201 |Wni ted Ki ngdom{147. 237. 76. 201 |e. atal .idf .1 Geo-1 ocation enf or cenent Geo- | ocati on i nbound drop 1
enf or cenent
46. 19. 86. 33 | srael 147.237.72. 166 |aka.idf .il drop SAMrul e drop 1
84.95.208.20  [Israel 147. 237. 77. 216 |dover. i df . i1 Command | nj ecti on command i nj ection detected in oo |y




10-02-2016-03:04:09 to 10-02-2016-04:04:09
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Devi ce

A tacker

Count ry Target Address |[Site Sgnature Action ‘Count

37.26.147.209 |Israel 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code Bl ock 133
84.95.208.20 |[lsrael 147.237.77. 216 |dover . i df . il Ml tiple Unhaut hori zed LRL Access from 84. 95, 208. 20 B ock 81
84.95.208.20 |lsrael 147.237.77. 216 |dover.idf.il PHP At t enpt B ock 11
37.26.149.162 |Israel 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code Bl ock 9
84.95.208.20 |[lsrael 147.237.77.233|atal .idf.il Mil tiple Unhaut hori zed LRL Access from 84. 95, 208. 20 B ock 5
84.95.208.20 |lsrael 147.237.76.200(ei tan. aka. i df.il Mil tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 5
84.95.208.20 |Israel 147.237.72. 166 [aka. i df . i | PHP At t enpt B ock 4
84.95.208.20 |lsrael 147.237.77. 226 V\:A:W chamat z. aka. i df Mil tipl e Unhaut horized URL Access from 84. 95. 208. 20 B ock 4
176.13.9.1 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Qode B ock 3
185. 27.106. 37 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
82.145. 211. 186 |Eur ope 147.237.72. 166 [aka. i df . i | Unaut hor i zed Met hod POST for ww aka. idf.il/main/snalin B ock 2
84.95.208.20 |lsrael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 2
66.249.65.51 |Israel 147.237.77.216|dover. i df . il Mil tipl e Uhaut horized URL Access from 66. 249. 65. 51 B ock 2
66. 249. 65. 185 |l srael 147.237.76.42 |refuah.idf.il thaut hori zed URL Access to Bl ock 1

147. 237. 76. 42/ 994- 8803- he/ r ef uah. aspx

wwv. chamat z. aka. i df

84.95.208.20 |Israel 147.237.77. 226 i PHP At t enpt B ock 1
79.178.59.75  |lsrael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None
66. 249. 66. 201 |l srael 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/list2005b. htm B ock
www. chamat z. aka. i df i
84.95.208.20 |Israel 147.237.77. 226 Wnaut hori zed UR. Access to Bl ock 1

il wwn chamat z. aka. i df . i1/ tenpl at es/ honepage/ di v.item

66. 249. 66. 206 |l srael 147.237.72. 156 [aman. i df . i | Lhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1

Unaut hori zed URL Access to waw i df.il/21133-16898- he/ dover . aspx
i df spokesper son

: . Unhaut hori zed URL Access to

84. 95. 208. 20 | srael 147.237.77. 216 |dover.i df . il wan i df . 1/t el at es/ homepage! pi wi k. php B ock 1

Uhaut hori zed URL Access to

40.77.169.100 |Wnited Sates |[147.237.77.216|dover.idf.il B ock 1

68.180.229.62 |United Sates [147.237.76.147|chi nuch. aka. i df . il wwe chi nuch. aka. i df . i1/tenpl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock !
84.95.208.20 |lsrael 147.237.77.233|atal .idf.il PHP At tenpt B ock 1
68. 180. 230. 181 [Uhited Sates [147.237.76.86 [navy.idf.il thaut hori zed URL Access to Bl ock 1

navy. i df.il/tenpl at es/ shar ed/ user cont r ol s/ header upper/
) . . . S Lhtraceabl e Gonnection - Protocol violation
169.229.3.91 |[Lhited Sates [147.237.0.19 |madimatal .idf.il (SSL_CONN CLI ENT FELLO) None 1
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