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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country Target Address Signature Device Action
82. 145. 219. 189 Eur ope 147.237. 76. 86 navy.idf.il B ack List drop 17
93. 174. 94. 235 Net her | ands 147.237.76. 197 e. hinush.idf.il B ack List dr op 1
185.94.111.1 Russi an Federation 147.237.76. 30 hi nush. i df . i | B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount

199. 58. 86. 209 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per nit 1
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|Top Attackers In |D|

Target Address ‘Attacker Qountry

Signature

112. 66.17. 222 |147.237.76.86 |China navy. i df .i LOCAL RULES - Request with the string install.phpinit 2
91.224.161.69 |147.237.76.44 |Netherlands erefuah.idf.il |[ET SCAN Potential SSH Scan 1
91.224.161.69 |147.237.0.34 |[Netherlands tikshuv.idf.il |ET SCAN Potential SSH Scan 1
66.249. 69. 108 [147.237.77.176|lhited Sates natpash.idf.il |ET SCAN NVAP -sA (2) 1
212. 33. 121. 216 |147. 237. 77. 216 (F;ajcis;iig;a” Territory, | over.idf.il |ET SCAN NVAP -SA (2) 1
183.9.64. 220 |147. 237 76.38 |cni na o o g tav.id i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
94.102. 48.194 |147.237.76. 201 |Net her | ands eatal.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
94, 102. 48. 194 [147.237. 72. 166 |Net her | ands aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91.224.161. 69 |147.237.76.30 |[Netherlands hinush.idf.il  [ET SCAN Potential SSH Scan 1
91.224.161.69 |147.237.0.19 |Netherlands nedi matal .idf.i|ET SCAN Potential SSH Scan 1
14.152.59.11 |147.237.77.61 |China e.cogat.idf.il |ET SCAN NVAP -sS w ndow 1024 1
223.71.180.170 |147.237.8.50 [China e.tikshuv.idf.il |ET SCAN Potential SSH Scan 1
208. 80. 155. 222 |147. 237.77. 216 |Lhited Sates dover.idf.il Tehila - Perl LWP with fake user agent 1
94, 102. 48. 194 [147.237. 76. 196 |Net her | ands esvivaidf.il |[ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
68.188.114. 251 |Wnited Sates [147.237.76.42 [refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 22
141. 0. 14. 205 Eur ope 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 10
191.252.61.11 |Brazil 147.237.76.42 |refuah.idf.il  [Bad TCP sequence i’;}ﬁ:;é:”sm wth dfferent dert 9
191.252.61.11 |Prazil 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or
104.131.40.79 |Uited Sates |[147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
37.26.149.162 |[lsrael 147.237.0.19 |nadimatal.idf.il |Bad TCP sequence alert
191.252.61.11 |erazil 147.237.76.42 |refuah.idf.il  [Bad TOP sequence S:Z'Jeetncr:nsmt wth different monitor |8
37.26.149.162 |Israel 147.237.0.19 |madimatal.idf.il [Bad TCP sequence noni t or 8
104.131.40.79 |Wited Sates |147.237.76.42 |refuah.idf.il  |Bad TCP sequence :ZZ'Jeert]Cr:mt wth dfferent dert 7
104.131.40.79 |Wited States [147.237.76.42 |refuah.icf.il  |Bad TCP sequence SZ';J;;;:”SW wth different monitor |7
37.26.149.128 |israel 147.237.77. 243 |rbit et o) ©am NG Enginer TGP Invalid fimwal id segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
66.249.69.80  |United Sares [147. 237.76. 200 |ei tan aka icr. i1 | €@ NG Engine: TP Invalid invalid segnent retransnissi on, drop 6
Ret ransni ssi on Packet dr opped.
191.252.61.11 |Brazil 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 6
191.252.61.11 |Brazil 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid sequence nunber noni t or 5
104.131.40.79 |Wited Sates [147.237.76.42 [refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 5
213.57.153.67 |Israel 147.237. 76. 147 |chi nuch. aka. i f .1 1|Bad TCP sequence I'nval i d ACK nunber noni t or 5
191.252.61. 11 |Bazil 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout alert 5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
2.55.141. 106 | srael 147.237.72.166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 4
191.252.61.11 |Brazil 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 4
37.26.149.162 [Israel 147.237.0.19 |nadimatal.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 4
191.252.61.11 |Brazil 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid sequence nunber alert 4
85.130.232.63 |lsrael 147.237.72. 166 |aka. i df .il drop First packet isn't SN drop 3
85.130.232.63 |[lIsrael 147.237. 72. 166 |aka. i df . il Bad TCP sequence Inval i d ACK nunber noni t or 3
85.130.232.63 |Israel 147.237.72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST noni t or 3
84.95.208.20  |israel 147.237.76.86 |navy.idf.il Streamng Engi ne: TCP Invalid  finvalid segnent retramsmission. |y 3
Ret ransnm ssi on Packet dropped.
109. 253. 215. 226 |1 srael 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
213.57.153.67 |Israel 147. 237. 76. 147 |chi nuch. aka. i f .i1|Bad TCP sequence I'nval i d ACK nunber alert 2
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
185. 3. 147. 167 |l srael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 2
191.252.61.11 |Prazil 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST alert 2
191.252.61.11 |Brazil 147.237.76.42 |refuah.idf.il Bad TCP sequence noni t or 2
176.13.242. 1 I srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
79.181.99.166 |Israel 147.237. 72. 156 |anan.i df .i | Bad TCP sequence noni t or 2
37.26.148.252 |[lIsrael 147.237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST noni t or 2
69.197.163.195 |Lhited Sates [147.237.72. 166 |aka.idf.il drop SAMrul e drop 2
37.142.69.163 |Israel 147.237.72. 166 |aka i df .i | SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
5.102.195. 157 [Israel 147.237.72. 166 |aka.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 1
94.102.49.190 |Net herl ands 147.237.72. 156 |anan.idf .il dr op SAMrul e drop 1
79.181.99.166 |Israel 147.237. 72. 156 |anan.i df .i | drop First packet isn't SN drop 1
169. 229. 3. 91 Lhited Sates [147.237.77.227 |e. hanaz. i df . il Geo- 1 ocati on enf or cenent Geo- | ocat i on inbound enf or cenent |drop 1
163. 172. 220. 201 zint:gom 147.237.76.196 [e.sviva.idf.il Geo- | ocati on enf or cenent Geo-l ocat i on inbound enf or cenent |drop 1
77.139.122.174 |France 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber alert 1
169. 229. 3.91 Wited Sates [147.237.72.166 [aka.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
46.19. 85. 161 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
109. 253. 220. 196|I srael 147.237.72. 156 |anan. i df .i | drop First packet isn't SN drop 1
5.102.195.251 [Israel 147.237. 72. 166 |aka. i df . il Bad TCP sequence Inval i d ACK nunber noni t or 1
79.181.99.166 |Israel 147. 237. 72. 156 |anan. i df . | Bad TCP sequence I'nval i d ACK nunber alert 1
176.13.235.99 |[Israel 147.237.72. 166 |aka. i df .il drop First packet isn't SN drop 1
163. 172. 220. 201 LK?ir::gom 147.237.76. 202 |e.hal ag.idf .i | Geo-| ocati on enf or cenent Geo-| ocati on i nbound enf or cenent |drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
213.57.173.91  |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 273
37.26.149.162 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 238
89.139.112.188 [Israel 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 114
109. 253. 132. 212|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
66. 249. 76. 62 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/appl e-app-site-association |B ock
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il Uhaut hori zed LRL Access to wan kosher-kravi.idf.il/default.aspx |B ock 1
. . Unaut hori zed URL Access to
66.249.65.182  |Israel 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 9043- he/ r ef uah. aspx Bl ock 1
-kosher -kravi . idf. i i
157.55.39.149 |united Sates [147.237.0.16 | Wnaut hori zed URL Access to B ock 1
| v ny- kosher -kravi . idf.il/robots.txt
66. 249. 76. 63 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/.well-knowV asset!inks.json |B ock 1
66.249. 64. 9 I srael 147.237.72.166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
. - Unhaut hori zed URL Access to
87.71.30. 90 I srael 147.237.77.216|dover. i df . il ww i cf i 1/t enpl at es/ t enpl at econt rol s/ gener ¢/ B ock 1
. . Uhaut hori zed URL Access to
66.249.65. 185 |l srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 9712- he/ r ef uah. aspx Bl ock 1
- . Unhaut hori zed URL Access to
66.249.76.112  |Israel 147.237.72. 166 [aka. i df . i | Wi aka, i f i1/ vel | - known asset | i rks. j son Bl ock 1
P . Uhaut hori zed URL Access to
66.249.64.105 I srael 147.237.72. 166 [aka. i df . i | v aka. i df . i /. wel | -known/ appl e- app- si t e- associ at i on Bl ock !
www. chamat z. aka. i df _ o
66. 249. 66. 105 | srael 147.237.77. 226 i Unaut hori zed URL Access to www chanat z. aka. i df . i1/404. aspx B ock 1
P . Uhaut hori zed URL Access to
66. 249. 76. 113 | srael 147.237.72.166 |aka. i df . i | wiw aka, i df .i |/ appl e- app-si t e- associ at i on B ock 1
66. 249. 65. 51 I srael 147.237.77. 216 |dover.idf . il Uhaut hori zed LRL Access to wawidf.il/atal 1/izkor/print_text.asp |B ock
66. 249. 76. 62 I srael 147.237.72. 166 |aka. i df . i | Mil tipl e Lhaut horized URL Access from 66. 249. 76. 62 B ock
37.26.149.128 |[Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 1
] . - Par aneter Type M ol ati on PageNumin
68.180.231.57 |[Wited Sates [147.237.77.216|dover.idf.il v i df i 1/ 1381- he/ dover . aspx Bl ock 1
. P Uhaut hori zed URL Access to
66. 249. 65. 52 I srael 147.237.77. 216 |dover. i df .i | waw i df i |/ at al 1/ zkor / vi ew i ngt op. asp Bl ock 1
] . - Unhaut hori zed URL Access to
157.85.39. 15 Uited Sates [147.237.77.216|dover . i df .il wa i df . i |/t enpl at es/ shar ed/ user cont r ol s/ navnenu/ undef i ned Bl ock !
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