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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count |
2.55.15. 250 | srael 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 16
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|Top Attackers In IPS|

Attacker Address

|Attacker Qount ry

Target Address

|Site

|Sgnature

Devi ce Action |Count

162.210.196.97  [Uited Sates 147.237. 76. 86 navy.idf.il C1000074: HTTP: naj estic bot Pernit 4
220.181. 125. 23 Chi na 147.237.77.233 |atal .idf.il C1000071: HTTP: User Agent Sogou+web+spi der Per it 4
106. 38. 241. 106 Chi na 147.237.0. 34 ti kshuv.idf.il |Cl000071: HTTP: User Agent Sogou+web+spi der Permit 2
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address | . ry Target Address Signature Acti on ‘Count
162. 226. 2. 41 Lhited Sates |147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 29
108. 24. 114. 3 Lhited Sates [147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 20
198.251.80.98 |lhited States |147.237.76.42 |refuah.icf.il  [Bad TCP sequence i’c\lﬁee;é:"s”“ wth dfferent dert 19
198.251.80.98 |Wnited Sates [147.237.76.42 |refuahiicf.il  |Bad TCP sequence S:Z'Jeetncr:mm't With different monitor |18
198.251.80.98 |lLhited States |147.237.76.42 |refuah.idf.il Bad TCP sequence Inval id ACK nunber noni t or 18
99. 47.162. 134 Lhited Sates |147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN- ACK -> Ti neout noni t or 17
198.251.80.98 |[Lhited Sates |147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 14
75. 130. 19. 106 Lhited Sates |147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN- ACK -> Ti meout noni t or 13
198.251.80.98 |lhited Sates [147.237.76.42 [refuah.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout aert 9
66.102.9.141  |Uited Sares |147.237. 76. 200 i tan aka icr i1 |2 C2M NG Engine: TCP Invalid invalid segnent retransnissi on drop 6
Ret r ansn ssi on Packet dr opped.
76. 19. 202. 108 Lhited Sates |147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
98.252.137.207 |Lhited Sates [147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or
147.235. 8. 85 | srael 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
5.28.164.187  |israel 147.237.77. 243 |t e iop i1 |7 €AMNg Engine: TP Invalid invalid segnent retransnissi on. drop 3
Ret r ansm ssi on Packet dr opped.
147.235.8.85  |Israel 147.237.0.34 |tikshw.idf.il |Bad TCP sequence SwAae e r:‘nsm wehdifferent |onitor |3
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 3
213.57.173.91 | srael 147,237, 77. 243 |mbil e i i1 | €M NG Bngine: TCP Invalid - finvalid seqnent retransnissi on. dr op 2
Ret r ansn ssi on Packet dr opped.
109. 253. 198. 56 |l srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SN drop 2
141. 226. 217. 253l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
176.13.242.1 | srael 147.237.72. 166 |aka. i df il SYN Att ack SYN -> SYN-ACK -> RST noni t or 2
46. 19. 86. 104 | srael 147.237.72. 156 |anan.i df .i | SYN Att ack SYN -> SYN-ACK -> RST noni t or 2
109. 253. 128. 149|l srael 147.237.77.233|atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 2
85.130.232.63 |lsrael 147.237.72. 166 |aka.i df . il drop First packet isn't SN drop 2
109. 253. 215. 226l srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 2
172.58. 32. 165 Lhited Sates [147.237.77.170|maarachot.idf.il [SYN Attack SYN -> SYN-ACK -> RST noni t or 2
79.176. 3. 239 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 1
173.129.191. 102|lhited Sates |147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout alert 1
46. 19. 85. 179 | srael 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
147.235. 8. 85 | srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 1
2.53.130. 249 | srael 147.237.72. 166 |aka. i df . il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
109. 253. 157. 70 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
185. 3. 147.100 |l srael 147.237. 72. 156 |anan. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 1
93.174.93.218  |Net herl ands 147.237.8.14 |e.orchot.idf.il |Geo-| ocati on enf or cenent Geo-1 ocation inbound enf orcenent |drop 1
183. 129. 160. 229|Chi na 147.237.76. 44 |e.refuah.idf.il |Geo-| ocati on enf or cenent Geo- 1 ocation i nbound enf orcenent |drop 1
169. 229. 3. 91 Lhited Sates [147.237.76.176|test.ncore.idf.il|SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
14.152.59. 11 Chi na 147.237.77. 176 |nat pash. i df . i SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
141. 226. 161. 67 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1
183. 129. 160. 229|Chi na 147.237.76. 198 |e.yonal an.idf.il |Geo-| ocati on enf or cenent Geo-l ocati on i nbound enf or cenent |drop 1
79. 176. 3. 239 | srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
176. 13. 6. 210 | srael 147.237.72. 167 |i shuri maka. i of . i {dr op Frst packet isn't SN drop 1
46. 19. 85. 225 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 1
147.235.8.85  [Israel 147. 237.77. 216 |dover i df .| Bad TCP sequence m’gﬁsg ;ansmt wthdifferent |onitor |1
217.197.37. 4 g{ijf)rl c 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
2.53.141. 82 | srael 147.237.72. 166 |aka. i df . il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
185. 3. 147. 167 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval id ACK nunber noni t or 1
97.102. 132. 77 Lhited Sates |147.237.72.166 |aka. idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
183. 129. 160. 229|Chi na 147.237.76.86 |navy.idf.il drop SAMrul e drop 1
74.195.197. 41 Lhited Sates |147.237.77.216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
169. 229. 3. 91 Lhited Sates [147.237.77.121|e.navy.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent |drop 1
14.152.59. 11 Chi na 147.237.77.212e.dover.idf.il  |Geo-| ocati on enfor cenent Geo-l ocat i on inbound enf or cenent |drop 1
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |Target Address |Site Sgnature Action ‘Count
213.57.173.91 [Israel 147.237.0.19 |[nadimatal .idf.i|Ostributed Suspicious Response Code B ock 40
. . . Paraneter Type M ol ati on NewPassword in
109. 253. 219. 102|I srael 147.237.77.243|mobi l e. i df . i | nobi | e. i df i | / sachar/ changepassvor d B ock 10
198.200.98. 199 |Canada 147.237.72. 166 |aka. i df . i | Distributed thauthorized Method for Known LR on B ock 6
v aka. i df . i |/ mai n/ sachar
. . D stributed Waut hori zed Met hod for Known URL on
77.138.133. 249 |France 147.237.72. 166 |aka. i df . i | wanaka i f i1/ i sachar B ock 3
77.139.15. 32 France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod POST for ww aka.idf.il/ishurim B ock 3
213. 8. 204. 58 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
89.237.64.220 |France 147.237.72.166|aka. i df . i | Uhaut hori zed Met hod PCST for www aka.idf.il/miluin B ock 2
213.8.204.7 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/xmnrpc. php B ock 1
. . D stributed Whaut hori zed Met hod for Known URL on
77.139.17.180 |France 147.237.72. 166 |aka. i df . i | wan aka i f i1/ i sachar B ock 1
176. 193. 215. 88 RJF S|S::Ini on 147.237.72. 166 [aka. i df . i | Unaut hori zed Method PCBT for ww aka. i df . i|/mai n/ gi yus/ pniot. aspx |B ock 1
. . Uhaut hori zed URL Access to
66.249.65. 185 |l srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 9697- he/ r ef uah. aspx Bl ock 1
77.138.104.132 |France 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod PCST for ww aka. i df .il/giyus/ B ock 1
109. 253. 128. 149]I srael 147.237.77.233|atal .idf .il Unhaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
207. 46. 13. 30 Lhited Sates 147.237.77.216|dover . i df . il Unaut hori zed URL Access to 147.237.77.216/ robots. t xt B ock 1
220.181.125.23 [China 147.237.77.233|atal .idf .il Ml tipl e Unaut horized URL Access from 220.181. 125. 23 B ock 1
213.8.204.7 | srael 147.237.72. 166 |aka. i df . i | PHP Attenpt B ock 1
220.181.125.23 |[China 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ 1413- he/ at al . aspx B ock 1
: . . S Whtraceabl e Gonnection - Protocol violation

169. 229. 3. 91 Lhited Sates 147.237.72. 156 |aman. i df . i | (SSL CONN LI ENT FELLO) None 1
66. 249. 65. 51 I srael 147.237.77.216|dover. i df .i | Mil tiple Unauthorized URL Access from 66.249. 65. 51 B ock 1
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