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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site

|Signature

|Device Action|Count]|

66. 249. 65. 52 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 5
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 2
185.94.111.1 Russi an Federation 147.237.76. 39 nobi | e. nei tav.idf.il|B ack List drop 1
54.208.171. 33 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
89. 248. 172. 16 Net her | ands 147.237.76. 31 nakchal .idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry  [Target Address |Site |S gnature Devi ce Action |Oount |
106. 38.241.106  |Chi na 147.237.77.170 |maarachot.idf.il |CLO00071: HTTP. User Agent Sogou+web+spi der Per nit 5
220.181.125.23 |China 147.237.77.233 |atal .idf.il CL000071: HTTP: User Agent Sogou+web+spi der Per mit 4
106. 38. 241. 106 Chi na 147.237.77. 74 lawidf.il C1000071: HTTP. User Agent Sogou+web+spi der Per it 4
106. 38.241.106  |Chi na 147.237.77.233 |atal .idf.il Cl000071: HTTP. User Agent Sogou+web+spi der Per nit 3




10-02-2016-00:04:04 to 10-02-2016-01:04:04

|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Gountry ([Ste Signature

91. 121. 29. 140 147.237.72.166 |Fance akaidf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 8
201. 38. 68. 132 147.237.0. 34 Brazil tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
58. 218. 200. 137 147.237.76.177 |China ncore.idf.il ET SCAN Potential SSH Scan 1
180. 213. 5. 205 147.237.0. 17 Chi na mny- kosher -kravi . i df.il ET SCAN NVAP -sS w ndow 1024 1
58. 218. 200. 137 147.237.0. 16 Chi na ny- kosher - kravi .i df . i ET SCAN Potential SSH Scan 1
180. 213. 5. 205 147. 237.0. 15 Chi na kosher-kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
163.172.169. 150 [147.237.72.217 |Uhited Kingdom |e.idf.il ET SCAN NMAP -sS wi ndow 1024 1
94.102. 48. 194 147.237.76.202 [Netherl ands e halag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
94. 102. 48. 194 147. 237.76. 30 Net her | ands hi nush. i of . i | ET SCAN NMAP -sS wi ndow 1024 1
84. 94. 170. 66 147.237.72.166 |lIsrael aka.idf.il portscan: TQP D stributed Portscan 1
62. 210. 243. 100 147.237.72.156  |France aman.idf.il ET SCAN Potential SSH Scan 1
208. 100. 26. 228 147.237.77.234 |thited Sates hal ag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
58. 218. 200. 137 147.237.76.199 |China e. nakchal .idf.il ET SCAN Potential SSH Scan 1
180. 213. 5. 205 147.237.0. 34 Chi na tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
58. 218. 200. 137 147.237.76.148 |[China ggcenter. aka. i df . il ET SCAN Potential SSH Scan 1
180. 213. 5. 205 147.237.0. 16 Chi na ny- kosher -kravi .i df . il ET SCAN NVAP -sS w ndow 1024 1
52.187. 42. 85 147.237.0. 35 Lhited Sates akavs. i df il ET SCAN Potential SSH Scan 1
163.172.169. 150 |147.237.76. 42 United Kingdom [refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
146. 200. 148. 0 147.237.77.216 |United Kingdom  |dover.idf.il Tehila - Perl LW with fake user agent 1
94.102. 48. 194 147.237.76.199 [Netherl ands e.nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
66. 249. 64. 13 147.237.77.233 |Wited Sates atal.idf.il ET SCAN NVAP -sA (2) 1
58. 218. 200. 137 147.237.77.216 |China dover.idf.il ET SCAN Potential SSH Scan 1




10-02-2016-00:04:04 to 10-02-2016-01:04:04

|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
184. 175. 54. 173 |Canada 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 402
Sreanming Engine: TCP Invalid i i ssi
2.53.141.139  |israel 147.237.77. 243 |nobi 1 e.i o i 9 =9 nval i d segnent retransmssi on. drop 30
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
82.81.129.188 |israel 147.237.77. 243 |nobi l . i df . i g =g nvalid segnent retransmssi on. drop 24
Ret r ansni ssi on Packet dr opped.
107.167.109. 72 |Wnited Sates |147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 19
77.127.85. 14 | srael 147.237.77. 234 |hal ag.i df . i SYN At t ack SYN -> SYN-ACK -> RST noni t or 19
84.108. 171. 205 |Israel 147.237.77. 233 |atal i df i1 Bad TCP sequence SN retransmt with i fferent moni tor |17
w ndow scal e
108.14.37.242 |Wnited Sates |147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 11
108.14.37.242 |lWhited States |147.237.76.42 |refush.icf.il  |Bad TCP sequence i’:;:;;g”smt wth different dert 10
108.14.37.242 |Wited Sates |147.237.76.42 |refuahidf.il  |Bad TCP sequence iEJeetncr:nsmt Wth different moni tor |10
198.251.80.98 |United Sates |147.237.76.42 |refush.icf.il  |Bad TCP sequence i’:;:;;g”smt wth different monitor |8
108. 14.37.242 |Uhited Sates |147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 7
198.251.80.98 |Uited Sates |147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
185. 118. 140. 205|Turkey 147.237.76.42 |refuah.idf.il SYN At ack SYN -> SYN-ACK -> Ti neout noni t or 7
198.251.80.98 |Lhited Sates [147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 7
93.172.159. 143 |Israel 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 7
198.251.80.98 |UWited Sates |147.237.76.42 |refuah.idf.il  |Bad TCP sequence i’:l;:rgcr:nsmt Wth different aert 7
46. 19. 85. 49 I srael 147.237.77. 176 [matpash.idf.il  [Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaning BEngine: TQP Invalid i i SSi
37.26.148.171 |israel 147.237.77. 243 |nobi l . i df . i g =g nvalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dr opped.
212.179.90.106 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 6
Sreaning Engine: TCP Invalid i i ssi
129.171.6.40  |Wited Sates |147.237.76.200|eitan aka.idf.il 9 =9 Invalid segent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
100. 92. 23. 98 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 5
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
198.251.80.98 |Uited Sates |147.237.76.42 [refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout alert 4
37.26.148.196 |l srael 147.237.72. 166 |aka. i df i SYN At tack SYN -> SYN-ACK -> RST noni t or 4
R SYNHAK retransmit with different .
2.55.39. 61 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence wi ndow scal noni t or 4
108.14.37.242 |wited Sates |147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout alert
46. 19. 85. 49 I srael 147.237.77. 176 [matpash.idf.il  [Bad TCP sequence Invalid AGK nunber aert
2.53.63.220 | srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST noni t or
92.222.245.134 |France 147.237.76.42 |refuahidf.il  |Bad TCP sequence i’:l;:rgcr:nsmt Wth different aert 3
92.222.245.134 |France 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
5.22.134.69 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
176.13.13.165 |l srael 147.237.72. 166 |aka. i df i SYN At tack SYN -> SYN-ACK -> RST noni t or 2
5. 60. 220. 192 Pol and 147.237.77. 216 |dover. i df.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
85. 130. 232. 63 | srael 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SN drop 2
. . SYNHAK retransnit with different .
109. 253. 144. 216|I srael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence vi ndow scal e noni t or 2
176. 13. 17. 42 | srael 147.237.72. 156 |anan.idf . il drop First packet isn't SYN drop 2
46. 19. 85. 49 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence I'nval id ACK nunber alert 2
85.130. 232. 63 |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid AGK nunber noni t or 2
154. 97. 55. 31 Sudan 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout alert 2
77.127.57.205 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2
46. 19. 85. 49 I srael 147.237.77. 216 |dover. i df . il Bad TCP sequence Invalid AGK nunber noni t or 2
92.222.245.134 |France 147.237.76.42 |refuah.idf.il  |Bad TOP sequence i’;‘lgé:m”"t wth different monitor |2
Sreanming Engine: TCP Invalid i i ssi
31.44.131.70  |israel 147. 237. 77. 243 |nubi 1 e. i of . i1 9 =g Inval i d segnent retransmssi on. drop 2
Ret ransni ssi on Packet dr opped.
85.130. 232. 63 |l srael 147.237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
154. 97. 55. 31 Sudan 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 2
5.22.134. 69 I srael 147.237.77. 176 [matpash.idf.il  [Bad TCP sequence Invalid AGK nunber noni t or 2
84.229.66.122 |lsrael 147.237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
46. 19. 85. 151 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
172.56.13.0 Lhited Sates |147.237.77.170|naarachot.idf.il |SYN At ack SYN -> SYN-ACK -> RST noni t or 2
31.168. 144. 157 |Israel 147.237.72. 167 |i shuri maka.i df .i [SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
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|Top Attackers In V\AF|

At acker

Devi ce

waw aka. i df . i |/ mai n/ gi yus/ yahash2017/ | obby. aspx

country Target Address |Site Sgnature Action ‘Count
185. 32. 179. 191 |l srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 29
80. 246. 136.51 |[lIsrael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
2.53.32.183 I srael 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 3
64.20.10.221 |Wited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for v aka. i df . il/mai n/ sachar B ock 3
2.55.133.195 |[Israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
66.249.65.51 |Israel 147.237.77. 216 |dover . i df .i | Mil tipl e Unauthorized URL Access from 66. 249. 65. 51 B ock 2
77.138. 237. 127 |France 147.237.72. 166 |aka. i df . i | Distributed thauthorized Mthod for Known LRL on Bl ock 2
ww aka. i df . i |/ nai n/ sachar/ vi ewpaysl i p. aspx
217.132.73. 203 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
201. 214. 111. 14 |Gl e 147.237.72. 166 |aka. i df . i | Distributed thauthorized Method for Known LRL on B ock 1
ww aka. i df . i |/ mai n/ sachar
31.44.131.70 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 1
220. 181. 125. 23 |Chi na 147.237.77.233|atal .idf .il Mil ti pl e Unaut horized URL Access from 220.181. 125. 23 B ock 1
80. 246. 137. 184 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 1
66.249.65.51 [Israel 147.237.77.216|dover . i df . il Lhaut hori zed LRL Access to waw idf.il/atal 1/izkor/ print_bottom asp B ock 1
204.79.180. 242 |Lnited Sates 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method PCST for aka.idf.il/mluinitenpl ates/inner.asp B ock 1
77.138.253.93 |Fance 147.237.72.166|aka. i df . i | Unhaut hori zed Met hod PCST for waw aka.idf.il/ishurinicityofficers Bl ock 1
46.19. 85. 73 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mbde None 1
220. 181. 125. 23 |Chi na 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1074- he/ at al . aspx B ock 1
. . O stributed Uhaut hori zed URL Access on
84.108. 171. 205 |l srael 147.237.77.233|atal .idf .il 147. 237, 77. 233/ 1134- hel at al . aspx B ock 1
68.180.231.57 |lnited Sates 147.237.77.216|dover.idf .l Paraneter Type Mol ati on PageNumin vww i df . i|/1781- he/ dover. aspx B ock 1
200.148.36.35 |Lhited Sates  |147.237.72. 166 |aka. i df . i Distributed thauthorized Method for Known LR on Bl ock 1
wan aka. i df . i |/ mai n/ sachar/ vi ewpaysl i p. aspx
77.139.69. 182 [France 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method PCST for www aka. i df.il/main/giyus/ ki osk/ B ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
46.116.85. 172 |Israel 147.237.72.166 |aka. i df . i | vow aka. i df .i |/ nai v sachar/ nai | box, aspx None 1
91. 246. 101. 53 gz;:tr: on 147.237.72. 166 [aka. i df . i | Unaut hori zed Method POST for v aka. i df.i|/mai n/ hone/ def aul t. aspx |B ock 1
. . Unaut hori zed Met hod PCST for
77.138.82.43 |Fance 147.237.72.166 |aka. i df . i | voww aka, i df i |/ mai 1V gi yus/ i nf or mat i on, aspx B ock 1
213.151.45. 25 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/ntain/givus Bl ock 1
79.181.100.57 |lIsrael 147.237.77.216|dover.idf .l Lhaut hori zed URL Access to wawidf.il/https:/vwnidf.il/ B ock 1
77.138.147.39 |France 147.237.72. 166 |aka. i df . i | thaut hor i zed et hod POST T or Bl ock 1
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