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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

Target Address Signature Device Action
185.94.111. 1 Russi an Federation 147.237.76. 200 eitan. aka. idf.il B ack List drop
185.94.111. 1 Russi an Federation 147.237.76. 196 e.svivaidf.il B ack List drop




10-01-2016-23:04:06 to 10-02-2016-00:04:06

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count |
106. 38. 241. 106 Chi na 147.237.77.176  |mat pash.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der Per nit 14

106. 38. 241. 106 Chi na 147.237. 76. 86 navy.idf.il CL000071: HTTP: User Agent Sogou+web+spi der Per it

106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Per it

106. 38. 241. 106 Chi na 147.237.76. 42 refuah.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der Permit
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|Top Attackers In |D|

‘ Target Address

At acker
Gountry

Signature

Potential Scan or Brute Force

46.172.91.21 |147.237.76. 177 |Wkrai ne ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
14.152.59.11 [147.237.8.27 |thina e.madi matal .idf.i|ET SCAN NMVAP -sS wi ndow 1024 1
163.172.115.5 |147.237.76. 196 LK‘?'rfgegom esvivaidi.il |ET SCAN Potential SSH Scan 1
94.102. 48. 194 [147.237.76. 177 |[Net her | ands ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
89. 39. 1. 65 147. 237. 72. 167 |Ronani a ishurimaka.idf.il [ET SCAN NVAP -sS w ndow 2048 1
66.249. 93. 216 |147.237. 77. 176 |Eur ope nat pash. i df .i | ET SCAN NVAP -sA (2) 1
50.116. 123. 33 [147.237.72.14 |Lhited Sates |dover.idf.il(old) [ET SCAN NVAP -sS wi ndow 1024 1
N .. |ET SCAN Behavi oral Unhusual |y fast inbound Tel net Gonnecti ons,
14.182. 16. 146 |147.237.72. 167 |M et nam ishurimaka.idf.il . 1
Potential Scan or Brute Force
2.53.140.79 147.237. 72. 166 |I srael aka.idf.il portscan: TGP D stributed Portscan
163.172.115.5 |147.237. 76. 199 LK?';;gom e.nakchal .idf.il |ET SCAN Potential SSH Scan 1
163.172.115.5 |147.237.72. 156 E?';;gom aman. i df il ET SCAN Potential SSH Scan 1
94.102. 48.194 [147.237.0.33 |Netherl ands idf.il ET SCAN NVAP -sS w ndow 1024 1
89.39.1. 65 147.237. 72. 167 |Ronani a ishurimaka.idf.il [ET SCAN NVAP -f -sS 1
_ . |ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
58. 186. 44. 220 |147.237.8. 28 M et nam e.nobile-ks.idf.il 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature

184.175.54. 173 |Canada 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 122

77.127.12.186  |Israel 147.237.77. 233 |atal i of i Bad TCP sequence mdﬁvrin;n;t Wth different moni tor |42

46.19. 86. 85 I sr ael 147.237.77. 23 |mmbit i1 | 2M NG Engine: TP Invalid —invalid segnent retransmssi on. drop 30
Ret r ansni ssi on Packet dr opped.

197.116. 222. 233|A geria 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 10

164. 138. 119. 144 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 9

109. 65. 192. 133 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 9

46.19. 85. 54 I srael 147.237.76.31 |[nakchal.idf.il [Bad TCP sequence Invalid ACK nunber alert 8

46. 19. 85. 54 I 'srael 147.237.76.31 |nakchal .idf.il |[Bad TCP sequence Invalid ACK nunber noni t or 8

84.108.100.81 |Israel 147.237.72. 167 |i shurimaka.i of . i [SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 7

185.32.179.34 |Israel 147.237.77. 243 |mbit e ior i1 | ©2MNG Bngine: TP Invalid invalid segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.

46.19. 85. 54 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert

46.19. 85. 54 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or

212.76.96.2 I srael 147, 237. 77, 243|obi e i or 11 | €M NG Engine: TCP Invalid  imvalid segnent retransnission drop 4
Ret r ansni ssi on Packet dr opped.

37.26.148.218 |[Israel 147.237. 72. 166 |aka.i df .i | Bad TCP sequence noni t or 4

185. 110. 108. 1651 sr ael 147.237.77. 243 |rmbit e ior i1 | ©2M NG Engine: TP Invalid invalid segnent retransmssi on. drop 4
Ret ransmi ssi on Packet dr opped.

66.249.65.10  |Uited Sares [147. 237,77 243 |mmbiteicr i1 o @M NG Engine: TP Invalid  finvalid segnent retransnissi on drop 3
Ret ransni ssi on Packet dr opped.

31.210.187.26 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop

46. 19. 85. 82 I sr ael 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or

109. 67. 149. 103 |I srael 147.237.77. 23 |mabite i1 | M NG Engine: TP Invalid —invalid segnent retransmssion drop 3
Ret ransni ssi on Packet dr opped.

109. 253. 146. 25 |l srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop

197. 165. 232. 235|Egypt 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SN drop

212.143.142.56 |Israel 147. 237. 77. 216 |dover. i df .i | drop First packet isn't SWN drop

79.177.223.214 | srael 147. 237.72. 166 |aka. i df .| Bad TCP sequence mﬁsg rea”S”“ wehdifferent | onitor |3

37.228.243.0 Irel and 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or

77.138.125.65 |France 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or

176.13.18.222 | srael 147.237.77. 243 |mmbit i1 | 2MNG Engine: TP Invalid imvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.

5. 36. 146. 226 Oman 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop

37.26. 148. 218 | srael 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout alert

217. 132. 100. 100|i srael 147.237.77. 23 |mmbit e i1 | M NG Engine: TP Invalid —invalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.

37.228.243.0  [ireland 147.237.76.42 |refuahidf.il  |Bad TCP sequence iEJeetncr:nsmt wth different alert 3

109. 65. 192. 133 | srael 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or

37.26.148.218 [Israel 147. 237. 72. 166 |aka.i df . | SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or

5.22.134.103 I srael 147.237.72. 166 [aka i df . i | Bad TCP sequence I'nval i d ACK nunber noni t or

37.228.243.0  |ireland 147.237.76.42 |refuah.icf.il  [Bad TOP sequence i’:;:;;g”smt wth different monitor |3

37.26.148.218 |[Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 3

66. 102. 9. 147 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 3

37.228.243.0 Irel and 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 3

37.228.243.0 Irel and 147.237.76. 42 |refuah.idf.il SYN Attack SYN - > SYN ACK -> Ti neout aert 2

46.117.184. 151 |Israel 147. 237. 72. 166 |aka.i df . | SYN At t ack SYN -> SYN-ACK -> RST noni t or 2

84.109.235.33 |Israel 147. 237. 72. 156 |anan. i df . i | SYN Att ack SYN -> SYN-ACK -> RST noni t or 2

141. 226. 217. 235|| sr ael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 2

2.55.162. 214 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 2

46. 19. 85. 89 I srael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 2

92.222.245. 134 |Rance 147.237.76. 42 |refuah.idf.il SYN Attack SYN - > SYN ACK -> Ti neout noni t or 2

37.26.148.218 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 2

213. 233. 103. 237 |Ronani a 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2

46.19. 85. 218 I srael 147.237.77. 176 [matpash.idf.il  [Bad TCP sequence Invalid ACK nunber noni t or 2

80.178.192. 167 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2

46. 19. 86. 93 I sr ael 147. 237. 72. 156 |anan. i df . i | SYN Att ack SYN -> SYN-ACK -> RST noni t or 2

141. 226. 162. 86 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 2
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
109. 253. 196. 16 |l srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 83
31.154. 81. 40 I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized Method for Known URL from 31. 154. 81. 40 B ock 14
46.121.142. 226 |Israel 147.237.76.31 |nakchal .idf.il |[Dstributed Unauthorized HTTP Met hod B ock

46. 19. 86. 243 I srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock
185.32.179.34 |lIsrael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock
89.197.128. 154 LK!iﬂr:gegom 147.237.72. 166 [aka. i df . i | Lhtraceabl e SSL Sessi ons: (pen Mbde None 2
169.229.3.91  [Uited Sates |147.237.77.216|dover.idf.il %&m%&%tlﬁ:f& Rrotocol vialation None 1
77.127.12.186 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 1
46.121. 142. 226 |lIsrael 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to nakhal .idf.il/sip storage/files/2/ B ock 1
207.46.13.108 |Wnited Sates |147.237.72.166(aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
87.69.241.217 |[israel 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
66.249. 65. 188 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 994- 8759- he/ r ef uah. aspx  [Bl ock 1
31.154. 81. 40 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for waw aka. i df .i|/mai n/ hore/ def aul t. aspx  |Bl ock 1
176. 228. 190. 238I srael 147.237.72. 166 |aka. i df . i | 'O'u'ri%il/ i?’;geeg’?inz:a;:g;féogcﬁi/ f"aj W kapat 2/ res012 B ock 1
77.139.74.212 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for www aka. i df . il /sachar Bl ock 1
66. 102. 6. 25 Lhited Sates [147.237.72.166|aka.idf.il muiz riidiéﬂ}wn;,-h:/dsaﬁ/t,?;v\payg i p. aspx B ock 1
212.76.96. 2 | srael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code B ock 1
66.249. 76.113  [Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to waw aka. i df.il/main/giyus/ nmna B ock

176. 228. 190. 238]I srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Qode Character in URL from 176.228. 190. 238 B ock
77.139.101.84  |France 147.237. 72. 166 |aka. i df . i | Whaut hori zed Method POST for B ock 1

ww aka. i df . i |/ mai n/ gi yus/ yahash2017/| obby. aspx
. . Uhaut hori zed URL Access to
66. 249. 64. 41 I srael 147.237.72. 166 |aka. i df . i | 147.237.72. 166/ si p,_st or age/ {1 | es/ 2/ 65012, doc Bl ock 1

D stributed Whaut hori zed Method for Known URL on

213.133.110.35 |Ger many 147.237.72. 166 [aka. i df . i | v aka i o i |/ brot her s/ ski ra/ def aul t . asp Bl ock 1
95. 86. 117. 67 I srael 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237.77. 234/ i nages/ shared/ bul l et 1. gif  |Bl ock 1
77.124.55.118 |[Israel 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1

Unknown Paraneter _ VI EASTATEENCRYPTED i n

185.27.105. 136 |l srael 147.237.72. 166 aka. i df . i | wwn aka. i df . i |/ mai n/ sachar/ pi r suneynof et . aspx None !
81.7.17.2 Ger many 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
66. 249. 65. 8 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock

5. 29. 248. 28 I srael 147.237. 72. 166 |aka. i df . i | m“;;: ri'df’?l /'\f;jhn‘?%i%} gu\fh;irl cati onser i ce, asn get aut huser Bl ock 1
77.125. 61. 40 I srael 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
46.121. 142. 226 |Israel 147.237.76.31 |nakchal .idf.il [Miltiple Unauthorized URL Access from 46.121. 142. 226 B ock 1
87.69.122.129 [israel 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ t ext . css B ock 1
66.249. 65. 185 [l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 994- 9724- he/ r ef uah. aspx  |Bl ock 1
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