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|Top Attackers In IPS|

Attacker Address tacker QGountry |Target Address |Site |S gnat ure Devi ce Action |Oount |
106. 38.241. 106  |Chi na 147.237.77.176 |matpash.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der Per nit 17

106. 38.241.106  |Chi na 147.237.76. 42 refuah.idf.il CL000071: HTTP: User Agent Sogou+web+spi der Per mt 14

106. 38.241.106  |Chi na 147.237.77.233 |atal .idf.il C1000071: HTTP: User Agent Sogou+web+spi der Per it 2

106. 38.241.106  |Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der Per nit 1
52.1.90. 117 Lhited Sates 147.237.77.216 |dover.idf.il 13840: TLS. (penSSL Heartbeat Packet B ock 1

151. 80. 31. 108 France 147.237.76.147 |chi nuch. aka. i df.i| |CL000146: HTTP. AhrefBot craw er B ock 1

106. 38.241.106  |Chi na 147.237.77.170 |naarachot.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der Per nit 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Ste Signature

79.177.2.118 147.237.77. 216 I srael dover.idf.il Xenu Link Seuth User Agent 2
79.177.2.118 147.237.0. 34 I 'srael tikshuv.idf.il Xenu Link Seuth Wser Agent 2
79.177.2.118 147. 237. 76. 86 I srael navy.idf.il Xenu Link Seuth Wser Agent 2
208. 100. 26. 228 147.237.0. 34 Lhited Sates tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
163.172.115.5 147.237.77. 179 United Ki ngdom e.mazi.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 66 147.237.8. 24 Chi na elifestyle.idf.il ET SCAN NVAP -sS wi ndow 1024 1
163.172.115.5 147. 237. 76. 202 Lhi ted Ki ngdom e.halag.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 65 147.237.8.24 Chi na elifestyleidf.il ET SCAN Potential VNC Scan 5800- 5820 1
163.172. 115. 5 147. 237.76. 42 Uhi ted Ki ngdom refuah.idf.il ET SCAN Potential SSH Scan 1
58.220.2.5 147.237.8. 24 Chi na elifestyleidf.il ET SCAN NVAP -sS wi ndow 1024 1
163.172.115.5 147.237.8. 46 Uhi ted Ki ngdom e.chinuch.idf.il ET SCAN Potential SSH Scan 1
46.172.91.5 147.237.0. 15 Wkrai ne kosher -kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
163.172.115.5 147.237.8. 28 Uni ted Ki ngdom e. nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
163.172.115.5 147.237.0. 34 Uhi ted Ki ngdom tikshuv.idf.il ET SCAN Potential SSH Scan 1
94.102. 48. 194 147. 237.77.178 Net her | ands e. mat pash. i df .il ET SCAN NVAP -sS wi ndow 1024 1
163.172.115.5 147.237.77. 235 Lhi ted Ki ngdom sviva idf.il ET SCAN Potential SSH Scan 1
77.139. 244, 185 147.237.77. 216 France dover.idf.il portscan: TGP D stributed Portscan 1
163.172. 115. 5 147.237.77.74 Uhi ted Ki ngdom lawidf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 65 147. 237.76. 38 Chi na eeneitav.idf .il ET SCAN Potential WNC Scan 5800- 5820 1
163.172.115.5 147. 237. 76. 200 Uni ted Ki ngdom eitan aka.idf.il ET SCAN Potential SSH Scan 1
58.220.2.5 147. 237. 8. 46 Chi na e. chinuch.idf.il ET SCAN NMAP -sS wi ndow 1024 1
163.172.115.5 147. 237.76. 30 Uni ted Ki ngdom hi nush. i df . il ET SCAN Potential SSH Scan 1
52.187. 42. 85 147.237.76. 39 Lhited Sates nobi | e. mei tav. i df.il ET SCAN Potential SSH Scan 1
163.172. 115. 5 147.237.8. 45 Uni ted Ki ngdom eeitanidf.il ET SCAN Potential SSH Scan 1
14.152.59. 11 147.237.76. 44 Chi na e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
163.172.115.5 147.237.8. 14 Uhi ted Ki ngdom e.orchot.idf.il ET SCAN Potential SSH Scan 1
109. 67. 11. 4 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |Ste Signature Action ‘Count
65.114.186.10 |Lhited Sates 147. 237. 77. 216 |dover . i df .i | Bad TCP sequence Invalid ACK nunber moni tor  [175
Sreaning BEngine: TGP Invalid i i ssi
84.111.64. 141 | srael 147. 237. 76. 200 |ei tan. aka.i of . i 9 =g Inval i d segnent retransmssion. |, ., 166
Ret r ansmi ssi on Packet dropped.
65.114.186.10 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 75
141. 0. 14. 145 Eur ope 147. 237. 77. 216 |dover i df .i | drop First packet isn't SW drop 40
65.114.186.10 |Lhited Sates 147.237.77. 176 |natpash.idf.il  |Bad TCP sequence I'nval i d ACK nunber nonitor  [36
Sreaning Engine: TQP Invalid i i ssi
46.19.86.187  |Israel 147.237.77. 243 |robi l e, i of . i1 g =g Invalid segnent retransmssion. |y, 30
Ret ransm ssi on Packet dr opped.
Sreaning BEngine: TGP Invalid i i ssi
85.65. 4. 85 I'srael 147.237.77. 243 |mbile.i o i1 9 =g Inval i d segnent retransmssion. |, ., 20
Ret r ansmi ssi on Packet dr opped.
109. 65. 105. 153 |Israel 147.237. 72. 166 |aka. i df .i Bad TCP sequence SINWACK retransmt with monitor |15
different wndow scal e
. . SYNWAXK retransmt with .
46. 19. 85. 59 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence di fferent vi ndow scal e noni t or 12
84.111. 95. 80 I srael 147.237.72. 166 |aka.i of .i1 Bad TCP sequence monitor |10
46. 19. 85. 59 I srael 147. 237. 77. 216 |dover i df .i | SYN Att ack SYN -> SYN-ACK -> Tinmeout [nonitor
109. 65. 105. 153 |l srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or
46.19. 85. 59 I sr el 147.237. 7. 216 |dover. i df i Bad TCP sequence SYNACK retransmt with monitor  [9
different wndow scal e
Sreaning Engine: TCP Invalid i i ssi
82.80.165.49  |Israel 147.237.77. 243 |mbi le.i o i1 9 =g Inval i d segnent retransmssion. |, ., 6
Ret r ansmi ssi on Packet dr opped.
176. 13. 248. 222 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
92.247.181.29 |Bulgaria 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
94. 66. 74. 170 G eece 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning Engine: TQP Invalid i i ssi
212.179.241.86 | srael 147.237.77. 243 |robi L e. i of . i1 g =g Invalid segnent retransmssion. g, 6
Ret ransm ssi on Packet dr opped.
46.19.86. 171 I srael 147.237.77. 176 |matpash.idf.il  [SYN Att ack SYN -> SYN-ACK -> RST mnitor |6
65.114.186.10 |Lhited Sates 147. 237. 77. 216 |dover.i of .i | SYN Att ack SYN -> SYN-ACK -> Tinmeout [nonitor |5
84.111. 95. 80 I srael 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid AGK nunber monitor |5
46.19. 86. 171 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid AGK nunber aert 5
84.111. 95. 80 | srael 147. 237. 72. 166 |aka.i of .i | SYN At t ack SYN -> SYN-ACK -> Tinmeout [nonitor |5
46.19.86. 171 I srael 147. 237. 77. 216 |dover i df .i | Bad TCP sequence Invalid AGK nunber monitor |5
. . SYNWAXK retransmt with .
46.19. 86. 77 I srael 147.237. 77. 216 |dover .i df i | Bad TCP sequence different vi ndow scal e monitor |5
176. 13. 248. 222 |Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
84.111. 95. 80 | srael 147.237.72. 166 |aka.idf.il dr op Frst packet isn't SN drop
o SYNtACXK retransmt with .
109. 66. 124.50 |l srael 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence different v ndow scal e monitor |5
84.111. 95. 80 I srael 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid AGK nunber alert 5
46. 19. 85. 59 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout alert 5
46. 19. 85. 59 | srael 147.237.76. 42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 4
212.143.142.56 |Israel 147. 237. 77. 216 |dover . i df .i | drop First packet isn't SW drop 4
S SWNretransnit wth different .
79.179.6.68 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence vi ndow scal e monitor |4
185. 6. 56. 20 g";'cisgi'géa” Tertitoryty 47, 237. 77. 216 |dover . i of . i1 drop First packet isn't SWN drop 4
46. 19. 85. 59 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 4
37.26.148.138 |Israel 147. 237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST mnitor |4
176.13.235.55 |Israel 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 3
46.120.122. 219 |[lIsrael 147.237.72. 166 |aka.idf il drop SAMrul e drop 3
2.53.142.45 | srael 147. 237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST mnitor |3
Sreaning BEngine: TQP Invalid i i SSi
79.178.43.40  |israel 147. 237.77. 243 |nobi l e i i | 9 =g Inval id segnent retransmssion. |, . 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
185.32.179. 152 |israel 147. 237. 77. 243 |nobi | e. i of . i 9 =g Invalid segnent retransmssion. |, ., 3
Ret ransmi ssi on Packet dr opped.
83.130.88.191 |[lIsrael 147.237.72. 166 |aka.idf il SYN Att ack SYN -> SYN-ACK -> Ti nmeout noni t or 3
. . SYNWtAXK retransmt with .
2.53.183. 158 I srael 147. 237. 72. 156 |anan.i df .i | Bad TCP sequence different vi ndow scal e monitor |3
89.139. 193. 130 |l srael 147.237.72. 166 |aka. i df il drop Frst packet isn't SN drop 3
185. 6. 56. 20 Pal estini an Territoryt, 47 537, 77. 176 |natpash. icf.il  |dr op First packet isn't SWN drop 3
Qccupi ed
. . SYNtACK retransmt with .
109. 253. 145. 105! srael 147.237.77. 216 |dover.i df .i Bad TCP sequence di fferent wi ndow scal e moni tor |3
46.19. 86. 78 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
176.13. 248. 222 |Israel 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or
46. 19. 86. 85 I srael 147.237.77. 176 |natpash.idf.il  |Bad TCP sequence I'nval i d ACK nunber noni t or
Sreaning BEngine: TCP Invalid i i ssi
46.19.85.241  |israel 147. 237.77. 243 |nobi l e f i | 9 =g Invalid segnent retransmssion. |, 3

Ret r ansm ssi on

Packet dr opped.
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46. 19. 85. 38 | srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 260
79.178.43.40 |[lIsrael 147.237.0.19 |nadimatal .idf.il|{Dstributed Suspicious Response Code B ock 113
176.13.12.55 |Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 30
77.139. 102. 129 |France 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 77.139. 102. 129 Bl ock 16
2.53.157.234 |[lIsrael 147.237.0.19 |nadimatal .idf.il|{Dstributed Suspicious Response Code B ock 5
5.29.248.28 I srael 147.237.72.166 [aka. i df . i | mu;?:ri Id?.eidl /,\ﬁ:ajhrsdgi 3;:; gj\tshér:;ri cat i onser vi ce. asnx/ get aut huser Bt ock 4
37.19.121.123 |israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock
212.76.103.62 |lsrael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to vww aka. i df.il/ndain/giyus B ock
79.179. 132. 189 |l srael 147.237.72. 156 [aman. i df . i | Suspi ci ous Response Code B ock
31.31.109.49 |Wkraine 147.237.72. 166 |aka. i df . i | VDVII;J;LZ“;;C’. illj}ar:‘;i':%oﬁ? d'\ef;:??.;:;xm’m R on Bl ock 2
176.13.23.180 |Israel 147. 237.77. 216 |dover . i df . i | mﬂt:ﬂilffimﬁ ‘f‘;/‘;ﬁ; O ontrol s qeneri Bl ock 1
2.53.14.176 I srael 147.237.77. 216 |dover.idf.i |l SSL Untraceabl e Gonnection - Cpen Mde None 1
84.108. 136. 139 |I srael 147.237. 76. 147 [chi nuch. aka. i df . i|Unaut hori zed LRL Access to waw chi nuch. aka. i df . i|/404. htm B ock 1
67.245.1.115 |Lhited Sates |147.237.77.170|m@arachot. i df.il |Uhauthorized URL Access to naarachot.idf.il/72348-he/ Bl ock 1
46.4.74.42 Ger many 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod HEAD for ww aka. i df .il/brothers/skira/defaul t.asp [B ock 1
95. 86.120. 174 |l srael 147.237.77.216|dover.idf .l Uhaut hori zed URL Access to wawidf.il/https:/vwwidf.il/ B ock 1
79.179. 6. 68 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
66. 249. 65. 188 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 994- 8910- he/ r ef uah. aspx  |B ock 1
Unaut hori zed URL Access to
192.243.55.132 |Lhited Sates [147.237.77.74 |lawidf.il vy | aw i df . i1/t enpl at es/t enpl at econt rol s/ news/ si p_st orage/ fil es/ 6/ 1446. |B ock 1
pdf /
85.65.43.124  |Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to www aka. i df . i|/mai n/ sachar/ undef i ned B ock 1
68.180.231.57 |Lhited Sates |[147.237.77.216|dover.idf.il Paraneter Type Miol ati on PageNumin waw i df.il/1395-en/ dover. aspx Bl ock 1
212.179. 241. 86 [l srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 1
109. 65. 190. 164 |l srael 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to www i df . il/navy/ B ock 1
66.249.76.79 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt Bl ock 1
195. 167. 25. 42 |G eece 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
86. 129. 170. 117 Ei"irfgegom 147.237.72.166 |aka. i df . i | m;‘iz_ﬂtjﬁ iﬂa#;jf:‘(/’rriozr;? d';?;:??_‘;g;xmo‘m R on B ock 1
68.180.231.57 |[Whited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to www i df.il/1589-en/ dover. aspxt he Bl ock
66.249.65.51  |lsrael 147.237.77.216|dover.idf .l Uhaut hori zed URL Access to waw i df.il/nedia/lic/refael B ock
109. 253. 145. 83 |l srael 147.237.77.234|hal ag. i df . i | Lhaut hori zed URL Access to 147.237.77.234/i mages/ shared/bul l et 1. gi f  |B ock
79.181.62. €0 I srael 147.237.72.166 [aka. i df . i | \;vaar:(t:ri (?idl /Chnla)l/ r:;g(])lljltjls;)?n ylurr]v M yunpr ocessqguest i onnai r e. aspx None !
66.249. 76. 106 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to wwu aka. idf.il/edinitheproj/ B ock
204.79.180.13 |Whited Sates [147.237.72.166|aka.idf.il Unaut hori zed Met hod PCST for wwy aka. i df . i |/ mai n/ kapat z/ defaul t.aspx  |B ock
87.69.120.27 |Israel 147.237.72.166 |aka. i df . i | mn;k‘:izfrﬁﬁaﬂlgx]mfﬁmg;& None 1
66. 249. 65. 182 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 994- 8802- he/ r ef uah. aspx  |B ock 1
81.218.155.7 [Israel 147.237.72. 166 |aka. i df . i | mar:kt:ri d'?aidl ﬂa)i’n\f:;;:;fff Oirgot password, aspx None 1
67.245.1.115 |Wnited Sates |147.237.77.170|maarachot . i df.il |Unauthorized HTTP Met hod B ock 1
204.79. 180. 206 |Lhited Sates [147.237.72.166aka.idf.il Unaut hori zed Method PCST for www aka. i df.il/mai n/ hone/ def aul t. aspx Bl ock 1
89.138.98.71 |[lIsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed UR. Access to aka. idf.il/mai n/ sachar/ undefi ned B ock 1
66. 249. 65. 185 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 994- 8911- he/ r ef uah. aspx  |Bl ock 1
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