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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
94. 230. 86. 213 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 7
109. 253. 214. 101 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 4
141. 226. 218. 49 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
193. 37. 152. 220 Ger many 147. 237.76. 198 e.yohal an.i df .i| JLMPurple Gon_Linit Htp drop 1
185.94.111.1 Russi an Federation 147.237.76. 39 nobi | e. nei tav.idf.il|B ack List drop 1
193. 37. 152. 220 Ger nany 147.237. 76. 199 e. nakchal .idf.il JIMPurple Gon Linit Htp drop 1
185.94.111. 1 Russi an Federation 147.237. 76. 201 eatal.idf.il B ack List drop 1
193. 37. 152. 220 Ger many 147.237. 76. 202 e.halag.idf.il JLMPurple Gon Limt _Htp drop 1
192. 69. 89. 173 Lhited Sates 147.237.76. 30 hi nush. i df . i | B ack List drop 1




10-01-2016-21:04:09 to 10-01-2016-22:04:09

|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site Devi ce Action ‘Count
141.8.132.78 Russi an Feder ati on 147. 237.77. 216 dover.idf.il 1090: HITP. I1S .asp Source Qode Read Per mit 6
125. 64. 94. 206 Chi na 147.237.0. 34 tikshuv.idf.il |ClL000003: HTTP: phpM/Admin access Per nit 3
62.212.73.211 Net her | ands 147.237.77. 233 atal .idf.il C1000074: HTTP. naj estic bot Per it 2
192. 187. 104. 235 Lhited Sates 147. 237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per mit 2
91.194. 84. 106 Ger many 147.237.77.216 dover.idf.il C1000074: HTTP. maj estic bot Per it 2
93. 158. 152. 52 Russi an Feder ati on 147.237.77. 216 dover.idf.il 1090: HTTP. |1S .asp Source Code Read Per nit 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry ‘Ste |Signature |Count\
50. 245. 143. 138 |147. 237.77. 234 |lhited Sates hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
94.102.48.194 [147.237.76.30 |[Netherlands hi nush. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
41.222.179.6  |147.237.0. 200 E”pj;”iif'ofuqiwd L of i | ET SCAN Potential VNC Scan 5900- 5920 1
77.124.28.171 |147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
40. 114. 15. 49 147.237.76.44 |lhited Sates e.refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
66. 249. 93. 66 147.237.76. 42 |Europe refuah.idf.il ET SCAN NVAP -sA (2) 1
40. 114. 15. 49 147.237.76.30 |[Lited Sates hi nush. i df i ET SCAN NMAP -sS wi ndow 1024 1
62.210. 243. 100 [147.237.77. 234 |France hal ag.idf.il ET SCAN Potential SSH Scan 1
62.210. 243. 100 [147.237.77. 205 |France prishaidf.il ET SCAN Potential SSH Scan 1
62.210. 243. 100 |147.237.77.178|France e. mat pash. i df .i| ET SCAN Potential SSH Scan 1
163. 172. 169. 150|147. 237.0.33 |United Ki ngdom idf.il ET SCAN NMAP -sS wi ndow 1024 1
62.210. 243. 100 |[147.237.77.74 |Fance lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
121.223. 248. 67 |147.237.76.42 |Australia refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
50. 245. 143. 138 [147.237.77. 234 |thited Sates hal ag.idf.il ET SCAN NVAP -sS w ndow 4096 1
109. 67.176.20  |147.237. 72. 166 |I srael aka idf.il portscan: TCP O stributed Portscan 1
41.222.179.6  |147.237.72.217 I;‘”pj;”ii:'ofm“ed eid.il ET SCAN Potential VNC Scan 5900- 5920 1
77.126.22.145 |147.237.76.86 |Israel navy.idf.il ET DOS Large anount of TGP ZeroWndow - Possi bl e 1
Nki Il er2 DDos attack
41.215. 36. 46 147. 237. 77. 234 |Kenya hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
66.249.93. 152  [147.237.77. 170 |Eur ope naar achot . i of .i | ET SCAN NVAP -sA (2) 1
40. 114. 15. 49 147.237.76.39 |Lnited Sates nobi | e. nei tav.idf.il ET SCAN NVAP -sS w ndow 1024 1
66.249.76.117 |147.237.72.166 |Lhited Sates aka.idf.il SERVER APAO_E Apache @d_ssl non-SSL connection to 1
SSL port denial of service attenpt
62.210. 243. 100 |[147.237. 77. 216 |France dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
62.210. 243. 100 |[147.237.77. 179 |France e.nazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
202.67.237.220 [147.237.76.202|Hong Kong e halag.idf.il ET SCAN Potential SSH Scan 1
62. 210. 243. 100 |147.237.77. 121 |France e.navy.idf.il ET SCAN Potential SSH Scan 1
125. 64.94. 206 |147.237.0.34 |China tikshuv.idf.il GPL WEB_SERVER WEB- M SC JBoss web- consol e access 1
61.240.144.65 |[147.237.8.28 |[China e.nobi | e-ks.idf.il ET SCAN NMAP -sS wi ndow 1024 1
117.3.120.166 [147.237.0.17 [V etnam mny-kosher-kravi .idf.il ET K}AN Behavi oral _Lhusuaj 'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature Action ‘Count
Sreaning Engine: TGP Invalid i i ssi
46.19.86.187  |israel 147.237.77. 243 |nobi l e, i df . 9 =g Invalid segnent retransmssion. | 60
Ret r ansmi ssi on Packet dr opped.
. . SWretransmit wth different .
77.139. 44. 45 France 147.237.77. 233 |atal .idf.il Bad TCP sequence vi ndow scal e noni t or 42
Sreaning Engine: TGP Invalid i i ssi
79.180.22.50  |Israel 147.237.0.19 |nadimatal .idf.i g =g Invalid segnent retransmssion. g . 30
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
2.53.4.111 I srael 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g Invalid segnent retransmssion. |, 21
Ret r ansmi ssi on Packet dr opped.
46. 19. 86. 33 I srael 147.237.77. 176 |natpash.idf.il [drop SAMrule drop 18
Sreaning Engine: TGP Invalid i i ssi
84.111.64. 141 | srael 147. 237. 76. 200 |ei tan. aka.i of . i 9 =g Invalid segnent retransmssion. |, 16
Ret r ansmi ssi on Packet dropped.
46.19.85.5 I srael 147.237.77.176 |matpash.idf.il [SYN Att ack SYN -> SYN-ACK -> RST noni t or 15
. . SWretransmit wth different .
80. 246. 133. 126 |l srael 147.237.77.233|atal .idf.il Bad TCP sequence vi ndow scal e noni t or 14
105. 130. 245. 11 |Mor occo 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 11
87.70. 46. 108 | srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 11
46. 19. 86. 33 I srael 147.237.72. 166 |aka. i df .i | drop SAMrule drop 10
Sreaming BEngine: TCP Invalid i i ssi
2.53.34.173 I'sr ael 147.237.77. 243 |nobi l e.i df .i1 9 =9 Invalid segrent retransmssion. |, 9
Ret r ansni ssi on Packet dr opped.
. . SYNWAXK retransmt with .
109. 253. 158.56 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence di Fferent wi ndow scal e noni t or 8
Sreaming BEngine: TCP Invalid i i ssi
88.202.218.243 |Wited Kingdom  [147.237.77. 243 |nobile.idf il 9 =9 Invalid segrent retransmssion. |, 8
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
109. 253. 141. 163l sr ael 147. 237.77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. | 6
Ret ransmi ssi on Packet dropped.
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
77.139.190. 4 France 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
Sreaning Engine: TGP Invalid i i ssi
89.139. 171. 164 |Israel 147. 237. 76. 200 |ei tan. aka.i of . i 9 =g Invalid segnent retransmssion. |, 4
Ret ransmi ssi on Packet dropped.
213.152.162. 74 |Netherl ands 147.237.72. 166 |aka.i df .i SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 4
46. 19. 85. 237 I srael 147.237.77. 170 |mmarachot . i df .i 1 [SYN At t ack noni t or 4
46. 19. 85. 42 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval id ACK nunber nonitor |4
109. 253. 213. 106l srael 147.237.72. 166 |aka.idf . il dr op First packet isn't SYN drop 4
176. 13. 234. 203 |l srael 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 4
80. 246.136. 73  |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 3
46. 19. 86. 157 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval id ACK nunber noni t or 3
77.125.75.166 [Israel 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 3
80.178.235.13 |[Israel 147.237.72. 166 |aka.idf . il SYN At t ack SYN -> SYN-ACK -> RST noni t or 3
77.139.44.45  |France 147.237.77. 234 |nal ag.icf.il  |Bad TOP sequence SN retransmt wih different moni tor (3
w ndow scal e
80. 246.136. 73 |lIsrael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or
176. 13. 249. 127 |l srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SYN drop
37.8.71.190 Pal estini an Territory.ly 47 237.77. 216 [dover.idf.il  |drop First packet isn't SWN drop 3
Cccupi ed
. . SYNWAXK retransmt with .
80.246.136.73 |[Israel 147.237.72. 166 |aka.idf . il Bad TCP sequence different v ndow scal e noni t or 3
85. 250. 114. 206 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
46. 19. 86. 77 I srael 147.237.76.42 |refuah.idf.il [Bad TCP sequence Inval i d AGK nunber noni t or
93. 110. 21. 86 :);a” Islamc Repudliqy 47 537 76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber dert 3
84.111.64.234 |[Israel 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 3
93. 110. 21. 86 ;a”' Islamc Repudliqy 47 537 76.86 |navy.idf. il Bad TCP sequence I'nvalid ACK nunber moni tor |3
66. 102. 6. 21 Lhited Sates 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d AGK nunber aert 2
Sreaning BEngine: TGP Invalid i i ssi
84.111.0.114  |israel 147. 237.77. 243 |nubi l e.i df .i 9 =g Invalid segnent retransmssion. |, 2
Ret ransmi ssi on Packet dropped.
37.26.147.164 |lIsrael 147.237. 72. 156 |anan.i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 2
79.178.244. 133 |[Israel 147.237.77. 216 [dover.idf i SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 2
94.43.247. 23 Georgi a 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 2
185. 27.105. 134 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
2.53.59. 208 | srael 147.237.72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 2
46.120. 122. 219 |l srael 147.237.72. 166 |aka.idf .il drop SAMrul e drop 2
5.29.142.15 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber nonitor |2
66.102. 6. 21 Lhited Sates 147. 237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 2
185. 20. 5. 157 Ui ted Ki ngdom 147.237.72. 166 |aka.i df .i SYN Attack SYN -> SYN-ACK -> Ti nmeout alert 2
14.127.67. 88 Chi na 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 2
. . SYNWAXK retransmt with .
79.178. 244. 133 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent wi ndow scal e noni t or 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 253. 144. 234|I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code Bl ock 79
46. 19. 86. 235 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 30
14.127.67. 88 Chi na 147.237.77. 216 |dover . i df . i | Mil tipl e Unaut horized URL Access from 14. 127. 67. 88 B ock 17
88.202. 218. 243 |Uni ted K ngdom|147. 237. 77. 243 |nobi | e. i df . i | Paraneter Type Mol ation NewPassword in B ock 14
nobi | e. i df . i | /sachar/changepassword
14.127. 67. 88 Chi na 147.237.77.74 [lawidf.il Mil tipl e Unaut horized URL Access from 14. 127. 67. 88 B ock 12
79. 180. 22. 50 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode B ock
46. 19. 86. 197 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
. . Mil ti pl e Unhaut hori zed Method for Known URL from
77.138.143.26 |France 147.237.72. 166 |aka. i df . i | 77. 138, 143. 26 B ock 6
14.127.67. 88 Chi na 147.237.77.216|dover. i df . i | PHP Attenpt Bl ock
141. 226.218. 26 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock
. . . . Unaut hori zed URL Access to
88.202.218. 243 |Wnited Ki ngdom|147.237.77.243|nobi | e.idf.il nobi | e, o . i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1538 Bl ock 5
14.127.67. 88 Chi na 147.237.77.74 |lawidf.il PHP At tenpt B ock 4
. . . Unaut hori zed URL Access to
77.138. 156. 183 |France 147.237.0.19 |nadimatal .idf.il naci matal i df i |/ shar ed/ aj ax/ updat enakat gaunt i ty. aspx B ock 4
88.202. 218. 243 |United Kingdom|147.237.0.19 |[nadi matal .idf.il D stributed Suspici ous Response Code B ock
46. 19. 86. 219 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock
88.202. 218. 243 |United Ki ngdom|147.237.77.243|nobi | e.idf .il Mil ti pl e Unaut hori zed LRL Access from 88.202. 218. 243 B ock
. . Unaut hori zed Met hod HEAD f or
77.139.102. 129 |France 147.237.72. 166 |aka. i df . i | aka. i o . i 1/ nai v hoe/ def aul t . aspx Bl ock 2
2.53.34.173 I srael 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code B ock 2
79.181.122.62 | srael 147.237.72. 166 |aka. i df . i | thaut hori zed LR Access to R Bl ock 2
ww aka. i df.i |/ mai n/ gi yus/ ww navy. i df.il
195.99.44.54  |United K ngdom|147.237.72. 156 |anan. i df .i | Distributed Whaut hori zed LR Access on B ock 1
ww anan. i df . i1/ favi con.ico
66.249.76.112 i srael 147.237.72. 166 |aka. i df . i | thaut hori zed LR Access to Bl ock 1
wan aka. i df . i |/ nobi | e/ mai n/ gi yus/ gener al . aspx
- - Unaut hori zed URL Access to
66.249.65.24  |Israel 147.237.77. 216 |dover. i df . il 147. 237. 77. 216/ 1133- 20581- he/ dover . aspx Bl ock 1
14.127.67. 88 Chi na 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to www i df.il/index. asp B ock 1
. . O stributed Uhaut hori zed URL Access on
80.246. 133. 126 |l srael 147.237.77.233|atal .idf . il 147, 237.77. 233/ 1134- hel at al . aspx Bl ock 1
. . Unaut hori zed Met hod PCBT for
77.138. 156. 163 |France 147.237.72. 166 |aka. i df . i | v aka. i o i |/ rai v sachar/vi ewpays! i p. aspx B ock 1
. . Unaut hori zed URL Access to
66.249.65.182  |Israel 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 9235- he/ r ef uah. aspx Bl ock 1
157.55.39. 100 [lnited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
46. 19. 86. 245 I srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to waw aka. idf.il/yohal am B ock 1
’ . . . Unhaut hori zed URL Access to
207.46.13.121 |Wited Sates [147.237.0.34 |tikshuv.idf.il wiw i kshuv. i of i |/t enpl at es/ cont act s/ B ock 1
. . SS. Whtraceabl e Gonnection - Protocol violation
66.249. 76. 117 |l srael 147.237.72. 166 |aka. i df . i | (SSL CONN CLI ENT HELLO) None 1
125. 64. 94,206 |China 147.237.0.34 |tikshuv.idf.il Adnin Bl ocki ng B ock
66. 249. 65. 51 I srael 147.237.77. 216 |dover . i df . i | Mil tipl e Unaut horized URL Access from 66.249. 65. 51 B ock
37.26.147.139 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
85. 65. 26. 50 I srael 147.237.72. 166 |aka. i df . i | vaw aka. i df i |/ mai / sachar / nas. aspx None 1
www. chamat z. aka. i df _ o
66. 249. 66. 101 | srael 147.237.77. 226 i Uhaut hori zed URL Access to waw chamat z. aka. i df . i1/404. aspx B ock 1
! m ny- kosher - kravi . i d[ss. untraceabl e Gnnection - Protocol viol ation
169. 229.3.91 Lhited Sates 147.237.0. 17 £l (SSL_OONN LI ENT HELLO) None 1
66.102.9. 5 Wited Sates [147.237.72.166 |aka. i df .i | Distributed Lhauthorized Mthod for Known LRL on Bl ock 1
wan aka. i df . i |/ mai n/ hone/ def aul t . aspx
14.127.67. 88 Chi na 147.237.77.74 |lawidf.il Uhaut hori zed LRL Access to waw | aw i df.il/index. asp B ock 1
] . . Paraneter Type Mol ati on PageNumin
68.180.231.60 [UWited Sates |147.237.77.176 |nat pash. i df.il v cogat . i df . i |/ 1038- he/ cogat . aspx B ock 1
66. 249. 65. 51 I 'srael 147.237.77. 216 |dover. i df . i | Unaut hori zed URL Access to wwa i df . il/1384-12125- he B ock 1
125. 64. 94. 206  |Chi na 147.237.0.34 |tikshuv.idf.il Uhaut hori zed LRL Access to waw tikshuv. idf.il/docs/ B ock 1
. . Unaut hori zed Met hod PCST for
77.139.39.241 |Rance 147.237.72. 166 |aka. i df . i | vaw aka, i df i |/ nai 1/ gi yus/ yahash2017/ | obby. aspx B ock 1
2.53.36.217 I srael 147.237.77. 216 |dover . i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
66. 249. 75. 53 I srael 147.237.77.74 [lawidf.il Unaut hori zed URL Access to www nag. i df . i |/ 993/ pat zar . aspx B ock 1
] . . Mil tipl e Uhtraceabl e S8 Sessions from 169. 229. 3. 91 (Prot ocol
169. 229. 3. 91 Lhited Sates |147.237.76.31 |nakchal .idf.il viol ation (SSL GO QI ENT HELLO)) None 1
Russi an . - Unaut hori zed URL Access to
93. 158. 152. 52 eration 147.237.77. 216 |dover. i df .i | Wi i df i 1/ nevsi t ef engl | sh/ nai n. asp. B ock 1
66.102.9.5 Lited Sates  [147.237.72. 166 |aka. i df . i | Whaut hor | zed Method PCST for B ock 1
ww aka. i df . i1/ mai n/ gi yus/ pni ot answer . aspx
. . Unaut hori zed URL Access to
66.249. 65. 139 |l srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994~ 8675- he/ r ef uah. aspx Bl ock 1
. . D stributed Uhauthorized URL Access on
141. 226. 217. 2401 sr ael 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
88.202. 218. 243 |United Ki ngdom|147.237.77.243|nobi | e.idf.il D stributed Suspici ous Response Code B ock 1
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