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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count
183. 60. 48. 25 Chi na 147.237. 76. 147 chinuch. aka.idf.il |JLM Under Attack_Con_Tcp drop 2
192. 69. 89. 173 Lhited Sates 147.237. 76. 200 eitan aka.idf.il B ack Li st dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |S gnat ure Devi ce Action |Oount

125. 208. 24. 2 Chi na 147.237.77. 216 dover.idf.il |[24910: HTTP. Python urllib User-Agent Header B ock 3
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

161.202. 163. 70 |147.237.72.14 |lhited Sates |dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
113 175. 240, 2511147 237 77 178 M et nam . nat pash. | o i ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
88.133.35.158 |147.237.72. 167 |Ger many i shuri maka.idf.il ET SCAN Potential SSH Scan 1
58. 218. 200. 137 |147. 237. 76. 202 |Chi na e.halag.idf.il ET SCAN Potential SSH Scan 1
52.187. 42. 85 147.237.0.16 |lnited Sates |ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
218.72.209.112 |147.237.77. 235|Chi na sviva.idf.il BT SAN Behavi oral Lhusual Iy fast inbound Tel net Connecti ons, 1
Potential Scan or Brute Force
161. 202. 163. 70 [147.237.76. 196 |Lhited Sates [e.svivaidf.il ET SCAN Potential SSH Scan 1
161.202. 163. 70 |147.237.76.44 |Uited Sates |e.refuah.idf.il ET SCAN Potential SSH Scan 1
161.202. 163. 70 |147.237.0.33 [lLhited Sates [idf.il ET SCAN Potential SSH Scan 1
93.174.164.92  |147.237.77. 243 |Romani a nobi | e.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
62.210. 243. 100 [147.237.8.50 [France e tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
58.218. 200. 137 [147.237.76.34 |China yohal an. i df .il ET SCAN Potential SSH Scan 1
40.84.189.118 |147.237.77.243|lnited Sates |nohile.idf.il ET SCAN NVAP -sS wi ndow 1024 1
161. 202. 163. 70 |147.237.76.199 |Lhited Sates |e. nakchal .idf.il ET SCAN Potential SSH Scan 1
161. 202. 163. 70 |147.237.76. 147 [Lhited Sates |chi nuch. aka.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |Ste Signature Acti on ‘Count
Sreaning Engine: TCP Invalid i i ssi

77.126.58.14  |israel 147. 237.77. 243 |nobi l e i f i | 9 =g Invalid segnent retransmssion. | 30
Ret r ansmi ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi

27.55.93.211  |Thailand 147. 237, 77. 243 |nobi 1 e. i of . i | g =g Invalid segnent retransmssion. g 20
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi

85. 65. 4. 85 I'srael 147. 237. 77. 243 |nobi l . i df . i1 9 =g Invalid segnent retransmssion. g 20
Ret r ansmi ssi on Packet dropped.

125.16.70.151 |India 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 16

213.6.79. 110 g";'cis;i'géa” Territory.f147 237.77. 176 |nat pash.icf. il |drop First packet ism't SWN drop 12

109. 253. 194. 74 |l srael 147.237.72. 166 |aka. i df .i| drop Frst packet isn't SYN drop 12
Sreaning Engine: TGP Invalid i i ssi

46.19.85.188  |Israel 147.237. 72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. | 9
Ret ransmi ssi on Packet dropped.

109. 253. 213. 106l srael 147.237.72. 166 |aka.idf. il dr op First packet isn't SN drop 9

109. 253. 213. 106|l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |8

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7

176.13.13. 23 I srael 147.237.72. 167 [i shurimaka i df .i|Bad TCP sequence Invalid ACK nunber noni tor |7
Sreanming Engine: TCP Invalid i i ssi

2.55.156.125  |Israel 147. 237, 77. 243 |nobi 1 e. i of . i | g =g Invalid segnent retransmssion. g 6
Ret ransmi ssi on Packet dr opped.

46.19. 86. 241 I srael 147. 237. 77. 216 |dover . i df . i | Bad TCP sequence Inval i d ACK nunber aert 6

67.167.18.101 |Lhited Sates 147. 237. 77. 216 |dover.i df . i | SYN Att ack SYN -> SYN-ACK -> RST monitor |6

109. 66. 122. 43 |l srael 147. 237.77. 216 |dover . i df . i | SYN At t ack SYN -> SYN-ACK -> RST monitor |6

77.139.109.55 |France 147.237.72. 167 [i shurimaka i df .i|[Bad TCP sequence Invalid ACK nunber nonitor |6

46. 19. 86. 241 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber nonitor |6

77.125.75.166 |l srael 147.237.72. 166 |aka. i of . i | SYN At t ack SYN -> SYN-ACK -> Tineout |monitor |6

100. 92. 116. 241 147.237. 72. 156 |anan. i df . il dr op First packet isn't SN drop 6

46.19. 86. 176 I srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Inval i d AGK nunber nonitor |6

77.139.109.55 |France 147.237. 77. 216 [dover. i df i Bad TCP sequence noni t or 6

. . SYNtAXK retransmt wth .

109. 253. 192. 169! srael 147.237.77. 176 [matpash.idf.il  [Bad TCP sequence different v ndow scal e monitor |6

185.120.126.5 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5

109. 253. 192. 169]l srael 147.237.77. 176 |matpash.idf.il  |SYN Att ack SYN -> SYN-ACK -> RST noni t or 5

62.16. 70. 208 Russi an Federation 147.237.77. 176 |nat pash. i df .i | dr op First packet isn't SN drop 4

109. 253. 213. 106|l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber alert 4

46. 18. 18. 239 glcis;ilgéan Territory.f1 47 237.77. 176 |nat pash.if. il |drop First packet ism't SWN drop 4

77.139.109.55 |Rance 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
Sreaning Engine: TGP Invalid i i ssi

82.81.224.50 | srael 147.237. 77. 243 |nobi l e.i df . i1 9 =g Invalid segnent retransmssion. | 4
Ret ransmi ssi on Packet dropped.

62.16. 70. 208 Russi an Federation 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4

109. 64. 111. 150 |l srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 4

176.13.11. 205 |lsrael 147.237.72. 166 |aka. i df.il drop First packet isn't SYN drop 4

217.132.51.26 |[Israel 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST monitor |4
Sreaming Engine: TCP Invalid i i ssi

131.253.25.245 [Wnited Sates 147. 237. 76. 200 |ei tan. aka. i df . g =g Invalid segnent retransmssion. g 4
Ret r ansmi ssi on Packet dr opped.

46.120.122.219 |Israel 147. 237. 72. 156 |anan. i df . i | drop SAMrule drop

46.19. 86. 176 I srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Inval i d AGK nunber aert

176.13. 249. 127 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or

213.57.15.150 |l srael 147.237.77. 216 |dover.idf.il  |Bad TCP sequence SYNRACK retransmt W th moni tor |4

di fferent w ndow scal e

109. 253. 194. 74 |Israel 147.237.72. 166 |aka.idf . il SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or

46.120. 122. 219 |(Israel 147.237.72. 166 |aka. i df il drop SAMrul e drop
Sreamng Engine: TCP Invalid i i ssi

157.55.39.196 |United Sates 147. 237.76. 200 |ei tan. aka. i f . i 9 =g Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.

214.14.214.69 |lhited Sates 147.237. 77. 176 |nat pash. i df .i | drop First packet isn't SYN drop 4

109. 253. 213. 106|I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 4

185. 24. 207. 101 |l srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACGK nunber nonitor |4

94. 230. 84. 64 | srael 147.237.72. 166 |aka. i df .i | drop First packet isn't SYN drop 4

87.197.164.92 [Jovakia 147.237.0.34 [tikshw.icf.il [Bad TCP sequence Invalid sequence nunber nonitor |4

46. 19. 86. 101 | srael 147.237.77. 176 [matpash.idf .il  |SYN Att ack SYN -> SYN-ACK -> Ti neout nmoni t or 3

80. 246. 139. 155 |[Israel 147.237.72. 167 |i shurimaka.idf.i |[SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 3

185. 3. 147. 187 |l srael 147.237.72. 166 |aka. i df . i | Bad TCP sequence Invalid ACK nunber monitor |3

37.26.147.169 |lsrael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Action ‘Count
84. 95. 208. 20 | srael 147.237.77.216 |dover. i df .i | Mil tipl e Uhaut horized URL Access from 84. 95. 208. 20 B ock 74
109. 253. 132. 212/l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
84. 95. 208. 20 I srael 147.237.77. 216 |dover.idf . il PHP Att enpt B ock
77.138.14.213  |France 147.237.72. 166 |aka. i df . i | Wnautt hor i zed et hod PCST T or . B ock 3
viw aka. i df . i | / mai n/ sachar/ vi ewpaysl i p. aspx
62. 82. 98. 250 Spai n 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None
79.183.39. 16 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 79.183.39. 16 |B ock
77.138.131. 44 |France 147. 237. 76. 147 |chi nuch. aka. i df . i | Uhaut hori zed URL Access to waw chi nuch. aka. i df . il/404. htm Bl ock
: . . D stributed Uhaut hori zed Method for Known URL on
58. 11. 68. 185 Thai | and 147.237.72.166|aka. i df . i | wan aka. i df . i |/ mai n/ hone/ def aul t . aspx B ock 1
) . . D stributed Waut hori zed Met hod for Known URL on
88. 15. 241. 70 Spai n 147.237.72. 166 [aka. i df . i | v aka. i df . i 1/ mai v home/ def aul t . aspx Bl ock 1
79.176.97.188 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
. . . Uhaut hori zed URL Access to
66. 249. 65. 12 I srael 147.237.77.243|nobi l e. i df . i | nobi | €. i o i |/ cat egoryt enpl at es/ | i st chi | ddocurent s/ 1765 B ock 1
wwwv. chanat z. aka. i df i
2.53.167.246  |Israel 147.237.77. 226" Wnaut hori zed LRL Access to Bl ock 1
il waw. chanat z. aka. i df . i1/t enpl at es/ honepage/ honepage. aspx
176.13. 22. 43 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ atal . aspx |Bl ock 1
83.215.180. 178 |Austria 147.237.72. 156 |anan. i df . i | Lhaut hori zed UR. Access to ww anan.idf.il/favicon.ico B ock 1
77.139. 70. 32 France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for www aka. i df.il/mai n/ sachar B ock 1
. . Uhaut hori zed Met hod PCBT for
95. 86. 111. 15 I srael 147.237.72. 166 |aka. i df . i | v aka, i df . i |/ nai n/ gi yus/ yahash2017/ | obby. aspx Bl ock 1
. . D stributed Uaut hori zed Method for Known URL on
79.183. 39. 16 | srael 147.237.72.166 |aka. i df . i | wiw aka. i df . i 1/ i v gi yus/ gener al . aspx B ock 1
. . Uhaut hori zed URL Access to
66.249.65. 135  Israel 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 994~ 9740- he/ r ef uah. aspx B ock 1
. . Unknown Paraneter asmin
5.29.197. 241 I srael 147.237.72. 166 [aka. i df . i | v aka. i df . i |/ nai n/ gi yus/ yahash2017/ | obby. aspx None 1
192.243.55.130 |Wited Sates |147.237.77.74 |lawidf.il Wnauthori zed URL Access to Bl ock 1
waw | aw i df . i |/ consol e/ core/ doc_ngr/ doc_ngr. asp
. . Unaut hori zed Met hod PCST for
77.139.104.93 |France 147.237.72. 166 [aka. i df . i | v aka. i df i 1/ mai n/ ni| Ui d about . aspx B ock 1
66.102. 9. 2 Wited Sates [147.237.72. 166 |aka. i df . i Wnaut hor i zed Method PCST for B ock 1
wan aka. i df . i |/ mai n/ gi yus/ pni ot answer . aspx
109. 67.244.34  |lIsrael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ r ef uah. aspx |B ock 1
. . S Uhtraceabl e Gonnection - Protocol violation
77.127.245. 147 |Israel 147.237.72. 156 |anan. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
46.19. 85. 140 I srael 147.237.72. 166 [aka. i df . i | Uhknown Paraneter _ M BEWin wwy aka. i df . i |/ mai n/ sachar/ None 1
] . . Unaut hori zed URL Access to
207.46.13.10 Uited Sates 147.237.76.31 [nakchal . idf.il v nakhal . i df . i |/tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
77.139.109.55 |France 147.237.72. 166 [aka.i df . i | Uhaut hori zed Method PCST for v aka. idf.il/kamar/ Bl ock 1
66.102.9.8 Lhited Sates [147.237.72.166|aka.idf.il Ml tipl e Unaut horized Method for Known URL from 66.102. 9.8 B ock 1
. . Unaut hori zed Met hod HEAD f or
79.183. 39. 16 | srael 147.237.72. 166 |aka. i df . i | www aka, i df i |/ nai 1V gi yus/ | ogi n. aspx B ock 1
46. 19. 85. 140 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
87.68.7.93 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka.idf.il/g B ock 1
79.71.153. 206 | ed 147.237.72. 166 |aka. i df . i | Distributed Lhauthori zed Method for Known LR on B ock 1
Ki ngdom wan aka. i df . i |/ mai n/ hone/ def aul t . aspx
66.102. 9. 22 Lhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed Method PCST for aka.idf.il/nai n/ hone/ defaul t.aspx |B ock 1
] . . S Uhtraceabl e Gonnection - Protocol violation
169.229.3.91  |[thited Sates |147.237.77.176|nat pash. i df .i | (SSL OONN CLI ENT HELLO) None 1
. . Unaut hori zed URL Access to
2.53.34.226 I srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 2341 i nages/ shar ed/ bul | et 1. g f Bl ock 1
82. 81. 224.50 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 1

10-01-2016-20:04:07 to 10-01-2016-21:04:07




