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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Signature Device Action Count
185.94.111. 1 Russi an Federation 147.237.76. 198 e.yohal an.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnat ure Devi ce Action |Count

23.91.70.94 Lhited Sates 147.237.77.233 atal .idf.il |5670. HTTP. SQ Injection (SELECT) B ock 6
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|Top Attackers In |D|

At acker

Target Address ountry Signature
46.120. 122. 219 [147. 237. 72. 166 || sr ael aka idf.il Xenu Link Seuth User Agent 1270
46.120. 122. 219 [147. 237. 77. 216 |I srael dover.idf.il Xenu Link Seuth User Agent 1121
46.120. 122. 219 |147. 237. 77. 176 || srael nat pash. i df . i Xenu Link S euth User Agent 454
46. 120. 122. 219 |147. 237. 76. 200 || srael eitan aka.idf.il Xenu Link Seuth User Agent 153
46. 120. 122. 219 |147. 237.76. 86 |l srael navy.idf.il Xenu Link Seuth User Agent 126
46.120. 122. 219 (147. 237. 76. 42 [ srael refuah.idf.il Xenu Link Seuth User Agent 93
46.120. 122. 219 (147.237.0.34 [Israel tikshuv.idf il Xenu Link Seuth User Agent 20
23.91.70.94 147.237.77.233|lhited Sates |atal.idf.il SQ Injection - Select From 14
46.120. 122. 219 (147. 237.76. 31 [Israel nakchal . i df .il Xenu Link Seuth User Agent 8
46.120. 122. 219 (147.237. 77. 74 (I srael lawidf.il Xenu Link Seuth User Agent 6
46. 120. 122. 219 |147. 237. 77. 233 |l srael aal.idf.il Xenu Link Seuth User Agent 6
46.120. 122. 219 [147.237.0.15  [Israel kosher-kravi .idf.il Xenu Link S euth User Agent 4
46.120. 122. 219 (147. 237. 77. 226 || sr ael wan chanat z. aka. i df il |[Xenu Link Seuth User Agent 2
14.152.59.11 |147.237.8.24 |China elifestyleidf.il ET SCAN NMAP -sS wi ndow 1024 1
183.60.48.25 |147.237.76.86 |China navy.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
183.60.48.25 [147.237.0.33 |China idf.il ET SCAN Potential WNC Scan 5900- 5920 1
163. 172. 129. 15 |147. 237. 76. 200 |Uni t ed Ki ngdom |ei tan. aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
125. 65.82. 44  |147.237.76.34 |China yohal an. i df .i| ET SCAN NVAP -sS w ndow 1024 1
211.149.222.5 |147.237.0.34 [China tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
89.248.163.3  |147.237.76. 199 |Net her | ands e. nakchal .idf .il ET SCAN Potential VNC Scan 5900- 5920 1
201. 114. 60. 162 |147.237.0.16  |Mexi co ny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
89.248.163.3 |147.237.76.38 |Netherlands e.enmeitav.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
41.215.36.46 [147.237.77. 212|Kenya e.dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
188. 225. 38. 173 |147. 237. 72. 166 E;j::;”ion aka idf.il ET SCAN NVAP -sS wi ndow 1024 1
66.249. 93. 217 |147. 237. 77. 176 |Eur ope mat pash. i df .i | ET SCAN NVAP -sA (2) 1
40.114.15.49 [147.237.76.199|hited Sates  [e. nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
183.60. 48.25 |147.237.76. 177 |Chi na ncore.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
64.233.172. 139 |147. 237. 77. 216 |Wited Sates  |[dover.idf.il ET SCAN NVAP -sA (2) 1
183.60. 48.25  |147. 237. 76. 147 |Chi na chi nuch. aka.i df . i1 ET SCAN Potential VWNC Scan 5900- 5920 1
183.60.48.25 |147.237.76.34 |China yohal an.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
183.60.48.25 |147.237.0.16 |China ny-kosher-kravi.idf.il  |[ET SCAN Potential VNC Scan 5900- 5920 1
163. 172. 129. 15 [147. 237. 76. 199 |Uni t ed Ki ngdom |e. nakchal .i df .i | ET SCAN NVAP -sS w ndow 1024 1
211.149.222.5 |147.237.0.35 |[China akaws. i df i | ET SCAN NMAP -sS wi ndow 1024 1
112 66.60. 114 1147, 237 77 121 |chi na o navy. i df. i1 ET SON\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force

201.114. 60. 162 |147.237.0.16  [Mexi co ny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 3072 1
89.248.163.3  [147.237. 76. 148 |Net her| ands gacenter. aka. i df . il ET SCAN Potential WNC Scan 5900- 5920 1
188. 225. 38. 173 |147. 237. 77. 74 :3;3}0n lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
89.248.163.3 |147.237.0.17 |Netherlands mny-kosher-kravi .idf.il1 |ET SCAN Potential VNC Scan 5900- 5920 1
41.215.36.46 |147.237.77.74 |Kenya lawidf.il ET SCAN NVAP -sS w ndow 1024 1
183.60.48.25 |147.237.76. 202 |Chi na e.halag.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
66.249.65.51  [147.237.77.216|lhited Sates  |dover.idf.il ET SCAN NVAP -sA (2) 1
40.114.15.49 |147.237.76.31 |lhited Sates  |nakchal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
183.60. 48.25  |147.237. 76. 176 |Chi na test.ncore.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
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|Top Attackers In FW |

Attacker Address [Attacker Gountry |Target Address ([Ste Signature
i S reaning Engi ne: TCP ' i ssi
2 53.2 130 s ael 147 237, 77. 226 | AW chamat z. aka. i df _ g Bng > Invalid segnent retransnission. drop 33
il Invalid Retransm ssi on Packet dr opped.
Sreamng Engi ne: TCP i i ssi
2.53.53.48 I'srael 147.237.77. 243 |robi L e. i df .i | mng Engine: 1 Invalid segnent retransmssion. |, 30
Inval i d Retransmi ssion Packet dr opped.
S reaning Engi ne: TCP i i ssi
213.8.204.36  |Israel 147. 237.77. 243 |nobil e. i f . | mng tngine. Invalid segnent retransmssion. f 30
Inval i d Retransnission Packet dropped.
Sreaning Engi ne: TCP i i ssi
46.120.122. 219 |Israel 147.237.76. 200 |ei tan. aka. i of . mng tngine. Invalid segnent retransmssion. | ., 20
Inval i d Retransmnission Packet dropped.
Sreaning Engi ne: TCP i i ssi
185.27.105.76 |Israel 147. 237.77. 243 |nobile. i f .| mng tngine: ! Invalid segnent retransmssion. | 18
Inval i d Retransnission Packet dropped.
37.26.148.254 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 14
Pal esti ni an . -
185.7.121. 20 Territory, CGeeupi ed 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 12
85. 64. 185. 173 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
S reaning Engi ne: TCP ' i ssi
2.53.190.169  |Israel 147.237.77. 243 |nobi le.i o . i1 mng tngine: 1 Invalid segnent retransmssion. |, 9
Inval i d Retransmission Packet dropped.
. . SYNretransmt wth different .
46.120. 122. 219 [l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence wi ndow scal e noni t or 8
37. 26. 148. 254 I srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout |nonitor 8
37.26. 148. 254 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
37.26.149.235 |Israel 147.237.77. 176 |nat pash. i df .i | SYN Attack SYN -> SYN-ACK -> RST monitor |7
31.10.155.190 |Swtzerland 147.237.77. 216 |dover. i df il SYN Attack SYN -> SYN-ACK -> RST monitor |7
141. 226.232. 17 |Israel 147.237.77. 216 |dover. i df .il SYN At t ack SYN -> SYN-ACK -> RST nonitor |7
. . SYNWAXK retransnmit with .
37.26.149.235 |Israel 147.237.77. 216 |dover.idf .il Bad TCP sequence different vi ndow scal e nonitor |7
S reaning Engi ne: TCP i i ssi
46.19.85.222  |israel 147. 237. 77. 243 |nubi 1 e.i df .i mng tngine: ! Invalid segnent retransmssion. | 6
Inval i d Retransnission Packet dropped.
77.139. 234. 223 |France 147.237.76.42 |refuah.idf.il Bad TCP sequence S retransmt with different oo
w ndow scal e
S reaning Engi ne: TCP i i ssi
176.13.8.175 | srael 147.237.77. 243 |nobi | e. i of .| mng tngine. Invalid segnent retransmssion. | ., 6
Inval i d Retransmnission Packet dropped.
46.120.122. 219 i srael 147.237.76.42 |refuah.idf.il Bad TCP sequence SWretransmt wth different o050 |
wi ndow scal e
. . SYNtAXK retransmt with .
37.26.149.235 |lsrael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence di fferent w ndow scal e noni t or 6
46. 19. 85. 164 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber alert 6
Pal estini an . . -
37.8.107.93 Territory, Creupied 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
46. 19. 85. 164 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Invalid ACK nunber nonitor |6
46.120.122. 219 | srael 147.237.76.31 |nakchal .idf il Bad TCP sequence SNretransmt wih different | onivor
w ndow scal e
. . SYNWAXK retransmit with .
46. 19. 86. 70 I srael 147.237.72. 166 |aka. i dof .i Bad TCP sequence different vi ndow scal e nonitor |6
46.120.122.219 |[israel 147. 237. 77. 176 |nat pash. i f . i Bad TCP sequence SNretransmt wth different oo |6
w ndow scal e
37.26.148.254 |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber aert 6
80. 246. 138. 69 | srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 5
46.19. 85. 172 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber alert 5
80.246.138.69 |[lIsrael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Tineout |[nonitor |5
46. 19. 85. 172 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber monitor |5
80.246.138.69 I srael 147. 237.72. 166 |aka. i f . Bad TCP sequence SINWAK retransmt with moni tor |5
di fferent w ndow scal e
37.26.149.235 |lsrael 147.237.77. 176 |nat pash. i df .i | dr op First packet isn't SYN drop 5
46.19. 86. 174 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber monitor |5
46.19. 85. 172 I srael 147.237.77. 176 |nat pash. i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |4
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
79.176. 97. 188 | srael 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 4
79.181.99.166 |Israel 147.237.72. 156 |anan. i df .i | Bad TCP sequence nonitor |4
e SN retransnmit wth different .
46.120.122.219 |Israel 147.237.76.86 [navy.idf.il Bad TCP sequence i ndow scal e monitor |4
46.120.122.219 |Israel 147.237.72. 166 |aka. i df .i drop SMrule drop 4
Pal esti ni an Do -
89. 46. 176. 172 Territory, Geoupi ed 147.237.77. 216 |dover. i df .il drop First packet isn't SWN drop 4
S reani ng Engi ne: TCP i i ssi
46.19. 86. 78 I srael 147. 237. 77. 243 |nubi 1 e.i df .i mng tngine: ! Invalid segnent retransmssion. | 3
Inval i d Retransnission Packet dropped.
141. 226. 218. 111|l srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d ACK nunber monitor |3
79.179.116. 222 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
79.181.99.166 |Israel 147.237.72. 156 |anan. i df i SYN Attack SYN -> SYN-ACK -> Tineout [monitor |3
185. 27. 105. 106 |l srael 147.237.72. 166 |aka. i df . i | SYN At tack SYN -> SYN-ACK -> Tineout |[monitor |3
185. 32, 179. 118 |l srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Tineout |[nonitor |3
85. 64. 185. 173 | srael 147.237.77.176 [nat pash.idf . il dr op Frst packet isn't SYN drop 3
Pal estini an . . -
130. 255. 69. 186 Territory, Creupied 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3




10-01-2016-19:04:08 to 10-01-2016-20:04:08

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
. . Mul tiple Whaut horized Method for Known URL from
46.120.122.219 |Israel 147.237.72. 166 |aka. i df . i | 46. 120. 122. 219 Bl ock 995
2.53.157. 234 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 144
176. 13. 13. 37 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode Bl ock 62
37.26.149.207 |lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 57
46.19. 86. 176 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 44
2.53.157. 234 I srael 147.237.0.19 |madimatal .idf.il Suspi ci ous Response Code Bl ock 14
37.26.149.135 |[lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 13
46.120.122. 219 |Israel 147.237.76.200(ei tan. aka. i df . il Ml tipl e Unaut horized URL Access from 46. 120. 122, 219 B ock 12
46. 120. 122. 219 |l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized URL Access from 46. 120. 122. 219 Bl ock 11
46.210.240.72 |[Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 9
2.55. 32,153 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 9
84. 95. 208. 20 I srael 147.237.77. 216 |dover.i df . il Ml tiple Unaut horized URL Access from 84. 95, 208. 20 B ock 6
84. 95. 208. 20 I srael 147.237.77. 216 |dover . i df . i | PHP At tenpt Bl ock 6
84. 95. 208. 20 I srael 147.237.77.233|atal .idf .il Ml tiple Unauthorized URL Access from 84. 95, 208. 20 B ock 5
84. 95. 208. 20 I srael 147.237.76.200(ei tan. aka. i df.il Ml tiple Unaut horized URL Access from 84. 95, 208. 20 B ock 5
46.120.122. 219 |Israel 147.237.77. 216 |dover.idf.i |l Ml tipl e Unauthorized URL Access from 46.120. 122. 219 B ock 5
www. chanmat z. aka. i d , ,
84.95. 208. 20 | srael 147.237.77. 226 £l Mil tiple Uhauthorized URL Access from 84. 95. 208. 20 Bl ock 4
46.117.187. 127 |lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
185.27.105.76 |l srael 147.237.77.243|nobi | e.i df . i | DO stributed Suspici ous Response Qode B ock 3
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | PHP At t enpt B ock 3
77.138.109. 213 |France 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
79.177.175.79  |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df . i |/ main/ B ock 2
. - . Dstributed Paraneter Type M ol ati on on
79.181.139.55 |l srael 147.237.77. 243 |nobi l e. i df . i | mobi | e. i df .| / sachar / changepassvior d par anet er NewPassvor d B ock 2
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unauthorized URL Access from 84. 95. 208. 20 Bl ock 2
2.55.159. 138 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
79.176.97.188 [Israel 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
. . Unaut hori zed URL Access to
66. 249. 64. 105 I srael 147.237.72.166 [aka. i df . i | ww aka. i df . i | / nobi | e/ nai n/ gi yus/ gener al . aspx Bl ock !
188. 120. 154. 189! srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method CPTIONS for waw aka. i df .il/mai n/ sachar/ B ock 1
41. 45.109. 247  |Egypt 147.237.77.216|dover. i df . il D stributed Unaut hori zed URL Access on v i df.il/894-ar B ock 1
. . Unaut hori zed Met hod PCBT for
77.138.121. 222 |France 147.237.72. 166 |aka. i df . i | voww aka, i o i 1/ i 1V gi yus/ ki osk/ print abl eki osk. aspx B ock 1
176.13.8. 175 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Qode Bl ock 1
. . Unaut hori zed URL Access to
84. 95. 208. 20 I srael 147.237.77.216|dover . i df . i1 vaw i df i 1/t enpl at s/ honepage/ pi wi k. php Bl ock 1
] . . Unaut hori zed Met hod HEAD for
23.250.3.10 Wited Sates [147.237.72.166|aka.idf.il voww aka. i o i |/ nai 1/ gi yus/ gener al . aspx B ock 1
- . Unaut hori zed URL Access to
66. 249. 65. 143 I srael 147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ shared/ cl i ent scri pt s/ j query. pl ugi ns/j query. charts.js Bl ock !
84. 95. 208. 20 I srael 147.237.77.233|atal .idf . il PHP At t enpt B ock 1
46.120.122.219 |israel 147. 237. 72. 166 |aka. i df . i | thaut hori zed LRL Access to B ock 1
wwy aka. i df . i |/ consol e/ core/ doc_ngr/ nul |
84. 95. 208. 20 I srael 147.237.77.74 [lawidf.il Ml tipl e Unauthorized URL Access from 84. 95, 208. 20 B ock 1
46.19.85.8 I srael 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
. . Unaut hori zed Met hod PCBT for
77.138.139. 237 |France 147.237.72. 166 |aka. i df . i | v aka, i of i 1/ i Y gi yus/ pri ot f ag, asp Bl ock 1
176.13. 8. 175 I srael 147.237.77.243|nobi l e.i df . il SSL Untraceabl e Connection - Qpen Mde None 1
68.180. 230. 186 |Wnited Sates |147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt Bl ock 1
. - Paraneter Read Qlly Molation in
84.229.65.131 |[Israel 147.237.72. 166 |aka. i df . i | vw aka i dff i |/ mai v sachar/ f or got passwor d. aspx None 1
. . Unaut hori zed Met hod HEAD f or
46.120.122.219 |Israel 147.237.76.42 [refuah.idf.il 147, 237. 76, 42/ 894- hel r ef uah. aspx Bl ock 1
84. 95. 208. 20 I srael 147.237.77.74 |lawidf .il PHP At t enpt B ock 1
46.19. 85. 117 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
77.139.11.127  |France 147. 237. 72. 166 |aka. i df . i | thaut hor i zed et hod POST f or B ock 1
wn aka. i df . i |/ mai n/ hone/ def aul t . aspx
] . - Unaut hori zed Met hod PCBT for
66.102.9.8 Lhited Sates [147.237.72.166|aka.idf.il vown aka. i df i |/ nai n/ gi yus/ pni of ansver . aspx Bl ock 1
46.120.122.219 |israel 147.237. 72. 166 |aka. i df . i | Distributed hauthori zed Method for Known LRL on B ock 1
aka.idf.il/mai n/ hone/ def aul t. aspx
www. chanmat z. aka. id
84. 95. 208. 20 | srael 147.237.77. 226 £l PHP At t enpt Bl ock 1
77.138. 69. 32 France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCBT for www aka. i df .il/sachar B ock 1
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