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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
134. 147. 203. 115 Ger nany 147.237. 76. 199 e. nakchal .idf.il B ack List drop 2
54.72.73. 168 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
52.16.5.197 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
185. 3. 147. 100 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
93. 174. 94. 235 Net her | ands 147.237.76. 39 nobi | e. nei tav.idf.il|B ack List drop 1
93. 174. 94. 235 Net her | ands 147.237.76. 177 ncore.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address tacker Gountry [Target Address |Site Devi ce Action |Oount |
69. 30. 198. 242 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HITP. naj estic bot Per mit 123
23.91.70. 43 Lhited Sates 147.237.72.166 |aka.idf.il 5670. HTTP. SQ Injection (SALECT) B ock 6

69. 30. 198. 242 Lhited Sates 147.237.77.176 |mat pash. i df.il |C1000074: HITP: ngjestic bot Per nit 6
137.117.9. 67 Lhited Sates 147.237.72.166 |aka.idf.il 5670: HITP. SQ Injection (SELECT) B ock 3
137.117.9. 67 Lhited Sates 147.237.72.166 |aka.idf.il 6134: HITP. SQ Injection Variabl e Decl arati on Bvasion B ock 3
104.223.91.234 |lhited Sates 147.237.72.156 |aman.idf.il 32390: HITP. Suspicious User-Agent (Mzilla) Bl ock 2
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Attacker Address ‘Target Addr ess Attacker Gountry |Ste |Signature

137.117. 9. 67 147.237.72.166 |Lhited Sates aka. idf.il SQ Injection - Select From 8
23.91.70.43 147.237.72.166 |lhited Sates aka idf.il QA Injection - Select From 8
109. 67. 239. 218  |147.237.77.216 |[Israel dover.idf.il Xenu Link Seuth Wser Agent 4
109. 67. 239. 218  [147.237.72.166 |[Israel aka. idf.il Xenu Link Seuth User Agent 3
179. 43.144. 21 147.237.76.197 |[Sntzerland e himsh.idf.il ET SCAN Potential SSH Scan 1
179. 43. 144. 21 147.237.0. 35 Shi tzerl and akavs. i df . i ET SCAN Potential SSH Scan 1
69. 65. 95. 155 147.237.72.166 |Lhited Sates aka.idf.il portscan: TCP D stributed Portscan 1
41. 215. 36. 46 147.237.72.156 |Kenya anan.idf.il ET SCAN NVAP -sS w ndow 1024 1
208. 100. 26. 228  |147.237.0.17 Lhited Sates m ny-kosher - kravi . i df il ET SCAN NVAP -sS wi ndow 1024 1
40.121.139. 43 147.237.0.17 Lhited Sates mny- kosher -kravi . i df.il ET SCAN NVAP -sS w ndow 1024 1
194.106.139.19  [147.237.77.227 |ireland e. hanaz. i df .i ET SCAN NVAP -sS wi ndow 3072 1
14.152.59. 11 147.237.0. 35 Chi na akavs. i df . i ET SCAN NMAP -sS wi ndow 1024 1
179. 43. 144. 21 147.237.76.199 |Sntzerland e. nakchal .idf.il ET SCAN Potential SSH Scan 1
179. 43.144. 21 147.237.76.148 |[Sntzerland gocent er. aka. i df .i | ET SCAN Potential SSH Scan 1
139. 167.28. 125 [147.237.77.216 |S ngapore dover.idf.il ET DRCP Spanmhaus DRCP Listed Traffic | nbound 1
122.72.53. 188 147.237.0.17 Chi na mny-kosher -kravi . i df.il ET SCAN Potential SSH Scan 1
46. 19. 85. 236 147.237.77.216 |Israel dover . idf.il portscan: TGP D stributed Portscan 1
40.121. 139. 43 147.237.0.19 Lhited Sates nadi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
194.106.139.19  [147.237.77.227 |ireland e. hanaz. i df .i | ET SCAN NMVAP -sS wi ndow 4096 1
192.169. 7. 91 147.237.77.235 |lhited Sates svivaidf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

dte

Signature

Sreaning Engi ne: TCP

Inval i d segnent retransnission.

176. 228. 165. 205|1 sr ael 147. 237.76. 200 |ei tan. aka. i df . il . . drop 52
Inval id Retransm ssion Packet dropped.
185. 120. 126. 22 |l srael 147.237.72.166 |aka.idf .il dr op Frst packet isn't SYN drop 13
S reaning Engi ne: TCP i i ssi
2.53.190. 17 I sr ael 147.237.77. 243 |nobi | e. i of .| mng tngine: ! Invalid segnent retransmssion drop 12
Inval i d Retransnission Packet dropped.
S reamng Engi ne: TCP i i ssi
109. 253. 158. 219)I srael 147.237.77. 243 |nubi 1 e.i df .i mng Ehgl ne. 7 Invalid segnent retransmssi on. drop 9
Inval id Retransm ssion Packet dropped.
79.177.202. 241 [Israel 147. 237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti neout monitor |9
Sreamng Engi ne: TCP i i ssi
80.246.137.5  |israel 147. 237. 77. 243 |nubi 1 e.i df .i mng engine. Invalid segnent retransmssion. drop 9
Inval id Retransm ssion Packet dropped.
S reamng Engi ne: TCP i i ssi
2.53.171.100  |israel 147.237.77. 243 |nobi l e.i df .i1 mng tngine. 1 Invalid segnent retransmssion. drop 9
Invalid Retransnission Packet dropped.
109. 64. 60. 92 I srael 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> Ti neout monitor |7
172.58.110.201 |Uited Sates 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or
46. 19. 85. 59 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert
Sreamng Engi ne: TCP i i ssi
109. 253. 207. 1751 sr ael 147. 237.77. 243 |mbi l e, i f . i mng engine. Invalid segnent retransmssion. drop 6
Inval id Retransm ssion Packet dropped.
Sreamng Engi ne: TCP i i ssi
176.13.11. 8 I'sr ael 147.237.77. 243 |nobi l e.i df .i1 mng tngine. 1 Invalid segnent retransmssion. drop 6
Invalid Retransnission Packet dropped.
46. 19. 85. 59 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber monitor |6
60.30.198.242 |lhited Sates  |147.237.77. 216 |dover.idf.i| Bad TCP sequence SINAK retransmt with different o000 g
wi ndow scal e
S reanming Engi ne: TCP i i ssi
84.95.208.20 | srael 147.237.77. 243 |nobi | e. i of .| mng thgine: 7 Invalid segnent retransmssi on. drop 6
Inval id Retransm ssion Packet dropped.
212.179.90. 106 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
56.11.68.185  |Thailand 147.237. 72. 166 [aka. i o .i Bad TCP sequence SINAK retransmt wih different o0 o |5
w ndow scal e
46.19. 86. 66 I'srael 147.237.77. 226 Wi"f"‘Cha”atz' aka.ldf |pad TOP sequence Inval i d AGK nunber moni tor  [5
46. 19. 85. 59 I srael 147.237.77. 216 |dover. i df .| Bad TCP sequence Invalid ACK nunber alert 5
. . SYNPAXK retransmt with different .
109. 64. 60. 92 | srael 147.237.72. 166 |aka. i df.il Bad TCP sequence wi ndow scal e monitor |5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop
46. 19. 85. 59 I srael 147. 237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or
S reamng Engi ne: TCP i i ssi
174.94.84.65 |canada 147. 237.77. 216 |dover i of . i mng Ehgl ne. 7 Invalid segnent retransmssion. drop 4
Inval id Retransm ssion Packet dropped.
46. 19. 85. 106 I srael 147. 237.72. 167 |i shuri maka. i df . i | SYN Attack SYN -> SYN-ACK -> RST monitor |4
66. 102. 9. 159 Lhited Sates 147.237.0.34 |tikshuv.idf.il drop First packet isn't SWN drop 4
46. 19. 86. 155 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber nonitor (4
46. 19. 86. 173 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4
52.16.5. 197 Irel and 147. 237.77. 216 |dover.idf.i| drop First packet isn't SWN drop 4
2.55. 152, 202 I srael 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout monitor |3
46.19.86.111  |israel 147.237. 77. 216 |dover . i of . i Bad TCP sequence SAK retransmt with different oo s
w ndow scal e
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
Pal esti ni an
46. 43. 74. 238 Territory, 147.237.77. 176 nat pash. i df .i | drop First packet isn't SN drop 3
Qccupi ed
46. 19. 85. 231 I srael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Invalid ACK nunber monitor 3
. . SYNPAXK retransmt with different .
2.55.152. 202 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence wi ndow scal e monitor |3
S reamng Engi ne: TCP i i ssi
84.95.208.20  |Israel 147. 237. 72. 166 |aka i of . i | mng tngine. 1 Invalid segnent retransmssion. drop 3
Inval i d Retransnission Packet dropped.
46. 19. 86. 27 | srael 147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SN drop 3
87.68. 4. 255 | srael 147.237.72.166 |aka.idf .il dr op Frst packet isn't SYN drop 3
185. 120. 126. 22 |l srael 147. 237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti neout monitor |3
141. 226.218. 49 |lsrael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber monitor |3
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 3
Sreamng Engi ne: TCP Invalid segnent retransnission
84. 95. 208. 20 I srael 147.237.76.86 |navy.idf.il . . : dro 3
W Inval i d Retransnission Packet dropped. P
S reani ng Engi ne: TCP SYN Dat a recei ved before SYN AXK was
52.16. 5.197 Ireland 147.237.77. 216 |dover.idf.il L. L acknow edged. Sripping all packet |drop 3
Modified Retransmssion .
109. 64. 60. 92 | srael 147.237.72. 166 |aka. i df .il dr op Frst packet isn't SYN drop 3
S reamng Engi ne: TCP i i ssi
46.19.85.175  |israel 147.237.77. 243 |nubi | e.i df .i mng Ehgi ne. 7 Invalid segnent retransmssion. drop 3
Inval id Retransm ssion Packet dropped.
46. 19. 85. 79 I srael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or
37.107. 3. 125 Saudi Arabi a 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
Pal esti ni an
5.43.204. 113 Territory, 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 2
Qccupi ed
Russi an S SYN+ACK retransmt wth different .
85.115.224.210 [_ = -0 147.237.77. 216 |dover. i df . i | Bad TCP sequence i ndow scal e monitor |2
84.108.16.146 |Israel 147. 237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber alert
37.26.147.227 |lIsrael 147.237.72. 166 |aka i df .i | Bad TCP sequence alert
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |Target Address |Site Sgnature Acti on ‘Count
176.13.13. 37 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 104
109. 253. 147. 38 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Code B ock 73
. . . Paraneter Type M ol ati on NewPassword in
176.13. 19. 58 I srael 147.237.77. 243 |nobi l e. i df . i | nobi | e, i df . | / sachar / changepassvor d B ock 4
2.53.190. 17 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock
77.138. 69. 32 France 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod PCST for www aka. i df.il/sachar B ock
2.53.171. 100 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response CGode Bl ock
; . . Unhaut hori zed URL Access to
69. 65. 95. 155 Lhited Sates 147.237.72. 166 |aka. i df . i | o aka, i df i1/ i v sachar/ undefi ned Bl ock 3
2.53.171. 100 I srael 147.237.0.19 [madi matal .idf.il Dstributed Suspici ous Response Code B ock
69. 65. 95. 155 Lhited Sates 147.237.72. 166 |aka. i df . i | Uhaut hor i zed Met hod PCST for waw aka. i df.il/matash/| ogi n/ Bl ock
109. 253. 158. 219|1 sr ael 147.237.77. 243 |nobi l e. i df . i | DO stributed Suspicious Response Code B ock
. . Unaut hori zed URL Access to
92.187.237.222 |Rance 147.237.77. 216 |dover. i df . il v df i1 /si p storagelfil es/ 2/ 4912. png B ock 2
46.19. 85. 125 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
109. 253. 207. 175]I srael 147.237.0.19 [madi matal .idf.il D stributed Suspicious Response Code B ock 2
180. 76. 15. 149  |Chi na 147.237.72. 156 [anan. i df . i | Uhaut hori zed LRL Access to list.ips.gov.il/list6. htm B ock 1
93.158.152. 34  |Russi an Federation|147. 237. 72. 156 |anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots. txt Bl ock 1
69.65.95.155  |Lnited Sates 147.237.72.166 |aka. i df . i | Wnknown Par ameter __VI EVBTATEENCRYPTED i n None |1
wan aka. i df . i |/ mai n/ sachar/ nai | box. aspx
46.116.77.197  |Israel 147.237.72. 166 |aka. i df . i | Wnknown Farameter _W BASTATEENCRYPTED | n None 1
ww aka. i df . i |/ mai n/ sachar/ decl ar at i onexpl anat i on. aspx
] . - Unaut hori zed URL Access to
173. 231. 185. 150|lhited Sates 147.237.77. 216 |dover. i df.i | 147 237 77 216/ adm n/ | 18n/ r eadme. t xt Bl ock 1
82. 166. 240. 205 |[lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
] . . Paranet er Type M ol ati on PageNumin
68.180.231.57 |lhited Sates 147.237.77. 216 |dover. i df . il v i i 1/ 1133- ar / dover . aspx Bl ock 1
. . DO stributed Unaut hori zed URL Access on
37.26.149.230 |Israel 147.237.77.234|hal ag. i df . il 147. 237. 77. 234] i nages! shar ed/ bul | et 1. gi f B ock 1
185. 120. 126. 22 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
109. 67. 239. 218 |l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Method HEAD for aka.idf.il/mai n/ hone/ def aul t. aspx |Bl ock
77.124.12.208 |lsrael 147.237.77.216|dover. i df . i | Uhaut hori zed URL Access to v idf.il/https:/wawnidf.il/ B ock
. - Unaut hori zed URL Access to
66.249. 65. 135 |l srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 9698- he/ r ef uah. aspx Bl ock 1
176.13.11.8 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code Bl ock
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il |Unhauthorized URL Access to wwu kosher-kravi.idf.il/defaul t.aspx |B ock
69. 65. 95. 155 Lhited Sates 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 69. 65. 95. 155 |Bl ock 1
. . DO stributed Unaut hori zed URL Access on
37.142.8.250 I sr ael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234] i nages/ shar ed/ bul | et 1. gi f B ock 1
] - - Unaut hori zed Met hod PCBT for
204.79.180.96 |[Wnited Sates 147.237.72.166 |aka. i df . i | aka.i i1/l Ui it enpl at es/i nner. asp B ock 1
66.249. 66. 142  [Israel 147.237.72. 156 [anan. i df . i | Lhaut hori zed URL Access to ww aran. idf.il/robots. txt B ock 1
84. 95. 208. 20 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
- . Unaut hori zed Met hod HEAD for
46.4.74. 42 Ger many 147.237.72. 166 |aka. i df . i | v aka, i df i1/ mai r/ snal i nd snal i m aspx Bl ock 1
79.177.194. 217 |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mde None 1
kosh K ) Il'l1egal Paraneter Encodi ng
m - Kosher - Kr avi . : | A
66.249.76.53  [Israel 147.237.0.17 |V al _; T AQe>{ CoP6@wx@x! d/ u58" 0 QN) { GDx1akZ. v{ MOZA2FdE_|\\ o 1
idf.il wWiL-@0)3ii;1lin
m ny- kosher -kravi . i df . i|/aj ax/ cr eat ecapt chai nage. aspx
Pal esti ni an
82.102. 236.235 |[Territory, 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to vww i df .il/894-ar B ock 1
Qcecupi ed
66. 249. 76. 57 I srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to aka.idf.il/giyus/hebrew htm/1 B ock 1
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