10-01-2016-17:04:02 to 10-01-2016-18:04:02

@
1"PT SwNn [ )

GOV

www.gov.il

IDF Under Attack

Daily Report

[Top Targets |

160+"

120-
804"
Number
a 404
At acks

5\. §\¢ K‘
AR A S > ° a
SHEEFCMERIC SR 4 & & &
& & &
&
Top Tar get

[Top Attackers |

M dover.idf.il

M refuah.idf.il

M nobi le.idf.il

M natpash. i df i |

W aka.idf.il

M hal ag.idf.il

[ aman. i df .il

M atal.idf.il
nadimatal .idf.i

Meitan aka. idf.il

Nunber

(6]
At acks

Top Attackers

MW 217.132.51. 228
46. 19. 86. 55

I 185. 6. 59. 12
176. 13. 251. 119

5. 22.134. 99

M 46. 19. 85. 138

I 46. 19. 85. 220

M 196. 53. 45. 165
141. 0. 12. 20

W 218. 87. 109. 253




10-01-2016-17:04:02 to 10-01-2016-18:04:02

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
89. 249. 221. 242 Lebanon 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 9
134. 147. 203. 115 Ger many 147.237.76. 86 navy.idf.il B ack List drop 2
196. 200. 16. 201 Kenya 147.237.77. 216 dover.idf.il Invalid TP H ags drop 1
41. 206. 63. 132 Kenya 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
196. 200. 16. 203 Kenya 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
41. 206. 63. 130 Kenya 147.237.77.176 nat pash.idf.il |Invalid TGP H ags drop 1
196. 200. 16. 202 Kenya 147.237.77.176 nat pash.idf.il |Invalid TGP H ags drop 1
41. 206. 63. 133 Kenya 147.237.77. 176 nat pash.idf.il |Invalid TGP H ags drop 1
198. 167. 138. 185 Lhited Sates 147.237.76. 199 e. nakchal .idf.il|B ack List drop 1
41. 206. 63. 131 Kenya 147.237.77.176 natpash.idf.il |Invalid TGP H ags drop 1
196. 200. 16. 202 Kenya 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
41. 206. 63. 133 Kenya 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
196. 200. 16. 201 Kenya 147.237.77.176 nat pash.idf.il |Invalid TGP H ags drop 1
41. 206. 63. 132 Kenya 147.237.77. 176 nat pash.idf.il |Invalid TGP H ags drop 1
196. 200. 16. 203 Kenya 147.237.77. 176 natpash.idf.il |Invalid TGP H ags drop 1
71.6.146. 185 Lhited Sates 147.237.76. 177 ncore.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
218.87.109. 253 [147.237.77. 243 |Chi na nobi | e.idf il ET SCAN Potential SSH Scan 1
208. 100. 26. 228 |147.237.76.31 |lhited Sates |nakchal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
218. 87.109. 253 [147.237. 77. 226 |Chi na waw chanat z. aka. i df . i | [ET SCAN Potential SSH Scan 1
192. 169. 7. 91 147.237.76. 44 |Wited Sates |erefuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
218.87.109. 253 [147.237.77.176|hi na nat pash. i df . i | ET SCAN Potential SSH Scan 1
185.32. 179. 143 |147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
218. 87.109. 253 |147. 237. 76. 202 |Chi na e halag.idf.il ET SCAN Potential SSH Scan 1
125. 65. 82. 44 147. 237. 77. 243 |Chi na nobi | e.idf.il ET SCAN NVAP -sS wi ndow 1024 1
218.87.109. 253 [147.237.76. 148 |hi na ggcenter. aka. i df . il ET SCAN Potential SSH Scan 1
117.21.248.87 |147.237.72.14 |China dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
218. 87.109. 253 |147.237.76.30 |China hi nush. i df . il ET SCAN Potential SSH Scan 1
94.102.48.194 [147.237. 72. 166 [Net her | ands aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
218.87.109. 253 [147.237.72. 166 |Chi na aka.idf.il ET SCAN Potential SSH Scan 1
40.121.139.43 |147.237.0.16 |[lhited Sates [ny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
218.87.109. 253 [147.237.8.14 |[China e.orchot.idf.il ET SCAN Potential SSH Scan 1
218.87.109. 253 |147.237.0.16 |China ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
218. 87.109. 253 |147.237.77. 235 |Chi na sviva.idf.il ET SCAN Potential SSH Scan 1
202. 65. 138. 2 147.237.77.121 |Indi a e navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
218. 87.109. 253 |147.237.77.178|China e.matpash.idf.il ET SCAN Potential SSH Scan 1
192.169.7.91 147.237.76.34 |Uhited Sates |yohalan.idf.il ET SCAN NMAP -sS wi ndow 1024 1
218. 87.109. 253 [147.237.77.74 |China lawidf.il ET SCAN Potential SSH Scan 1
184. 105. 247. 231(147. 237.8.27 |Wited Sates |e.nmadi matal .idf.il ET SGAN Behavi or al Unusuglly fast Termnal Server Traffic, 1
Potential Scan or Infection
218. 87.109. 253 [147.237. 76. 176 |Chi na test.ncore.idf.il ET SCAN Potential SSH Scan 1
117.21.248.87 |147.237.77.121|Chi na e navy.idf.il ET SCAN Potential SSH Scan 1
218.87.109. 253 |[147.237.76.42 |China refuah.idf.il ET SCAN Potential SSH Scan 1
117.21.248.87 |147.237.0.35 |China akavs. i df . i | ET SCAN Potential SSH Scan 1
218. 87.109. 253 [147.237. 72. 167 |Chi na i shurimaka.idf.il ET SCAN Potential SSH Scan 1
89,43 123 180|147, 237 77. 243 |Forani a obileidf | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
218.87.109. 253 [147.237.8.27 |[China e.madimatal .idf.il ET SCAN Potential SSH Scan 1
14.152.59. 11 147.237.8.14 |[China e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
218.87.109. 253 |147.237.0.35 |China akavs. i df il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Addr ess ‘Ste ‘Signature
217.132.51. 228 |Israel 147.237.76.42 |refuah.idh.il [Bad TOP sequence SWretransmt with different monitor |66
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
176.13. 251. 119 |israel 147.237. 77. 243 |robi | e. i df . i | 9 =g Inval id segnent retransmssion. |, 30
Ret r ansn ssi on Packet dr opped.
185. 6. 59. 12 Pal estini an Territory.ly 47 237.77. 216 |dover.icf.il  |drop Frst packet isn't SN drop 22
Cccupi ed
5.22.134.99 I srael 147.237.77.234|halag.idf.il |Bad TCP sequence I'nval i d ACK nunber monitor |21
Sreanming Engine: TCP Invalid i i SSi
46.19.85.138  |Israel 147.237.77. 243 |nobi | e. i of .| 9 =g Invalid segnent retransmssion. | o 21
Ret ransnm ssi on Packet dr opped.
141.0.12. 20 Nor way 147.237.77. 216 [dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST moni t or 19
196.53.45.165 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 17
46.19.86.55 |Israel 147.237.77. 216 |dover.if .11 [Bad TOP sequence SYMACK retransmt wth monitor |13
different w ndow scal e
141. 0. 15. 226 Nor way 147.237.77.216|dover.idf.il |SYN At tack SYN -> SYN-ACK -> RST moni t or 10
79.176.54.200 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop
46. 19. 86. 55 I srael 147.237.77.176 |matpash.idf .i1 |[SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or
. . SYNtACK retransmt wth .
46. 19. 86. 55 I srael 147.237.77. 176 [matpash.idf .il [Bad TCP sequence different v ndow scal e noni t or 8
46. 19. 86. 55 | srael 147.237.77. 176 |natpash.idf .il |dr op Frst packet isn't SN drop 8
s SYNretransmt wth different .
84.229.77.16 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence vi ndow scal e noni t or 8
37.26.147.198 |[lIsrael 147.237.72. 166 |aka. i df . i | SYN At tack SYN -> SYN-ACK -> RST noni t or
185. 3.147. 231  |lIsrael 147.237.77. 176 [matpash.idf .il [Bad TCP sequence Inval i d ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi
46.116.75.14  |Israel 147.237. 77. 243 |robi | e i df . i | 9 =g Inval id segnent retransmssion. |, 6
Ret ransni ssi on Packet dr opped.
Pal estinian Territory, . . -
185. 6. 59. 12 Qccupi ed 147.237.77. 176 |nat pash.i df . il [dr op First packet isn't SYN drop 5
5.22.134.99 I srael 147.237.77.234|halag.idf.il |Bad TCP sequence I'nval i d ACK nunber alert
41. 37.67.148 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop
Sreamng Engine: TCP Invalid ' i ssi
79.183.65.15  |Israel 147. 237. 76. 200 |ai tan. aka. i of . 9 =g Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dr opped.
176.13.234.44 |l srael 147.237.72.156 |anan.idf.il  |SYN Att ack SYN -> SYN-ACK -> RST noni t or
46. 19. 85. 220 I srael 147.237.77.216|dover.idf.il |SYN At tack SYN -> SYN-ACK -> Ti neout alert
Sreamng Engine: TCP Invalid i i ssi
79.181.106. 173 | srael 147. 237.77. 243 |nubi | e.i df .i 9 =g Inval i d segnent retransmssion. |y, 3
Ret ransnm ssi on Packet dr opped.
46. 19. 85. 220 I srael 147.237.77.216|dover.idf.il |SYN At tack SYN -> SYN-ACK -> Ti nmeout noni t or 3
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 3
46. 19. 85. 220 I srael 147.237.77.216|dover.idf.il |Bad TCP sequence I'nval i d ACK nunber alert 3
46. 19. 86. 225 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 3
185. 3.147. 231  |lIsrael 147.237.77. 216 |dover.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 3
46. 19. 85. 220 I srael 147.237.77.216|dover.idf.il |Bad TCP sequence I'nval i d ACK nunber monitor |3
Sreamng Engine: TCP Invalid i i Ssi
109.65.21.14  [israel 147.237.77. 243 |robi | e. i of .| 9 =g Invalid segnent retransmssion. | o 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
77.124.8.208  |Israel 147.237.77. 243 |nubi le.i o . i1 9 =g Invalid segnent retransmssion. |, 3
Ret ransnm ssi on Packet dr opped.
185.6.59. 12 g";'cisgi'géa” Territory.|147. 237. 77. 176 [natpash. i of . i1 |Bad TOP sequence monitor |3
46. 19. 85. 220 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d sequence nunber nonitor |3
185. 3. 147. 100 |l srael 147.237.72. 166 |aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 3
46. 19. 86. 219 I srael 147.237.77. 176 |mtpash.idf .il |Bad TCP sequence Inval i d ACK nunber moni t or 2
77.124.42.230 |lsrael 147.237.72. 156 [anan. i df . il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
185. 3. 147. 176 |l srael 147.237.72. 166 |aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 2
84.108.126.13 |[Israel 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t or 2
46. 19. 86. 225 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid AGK nunber aert 2
66. 249. 65. 21 Lhited Sates 147.237.76.42 |refuah.idf.il |Bad TCP sequence noni t or 2
46. 19. 85. 208 | srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 2
37.46.41. 46 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid AGK nunber nonitor |2
109. 253. 204. 215! srael 147.237.72.156 |anan.idf.il  |SYN Att ack SYN -> SYN-ACK -> RST noni t or 2
192.243.55. 136 |Lhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence noni t or 2
77.138.22.113  |France 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid AGK nunber nonitor |2
e SYNtACK retransmt wth .
46. 19. 85. 220 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence di fferent w ndow scal e monitor |2
46.19. 86. 164 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 2
185.6.59. 12 z'cf;i'géa” Territony, 147, 237. 77. 216 |dover. i df il |SYN At t ack SYN -> SYNACK -> Tineout  |monitor |2
176.13.224.14 |lIsrael 147. 237.72. 166 |aka. i df .i | drop First packet isn't SN drop 2
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|Top Attackers In V\AF|

Devi ce

‘Attacker Qount ry ‘Target Address |Site Sgnature Action ‘Count
46.19.85.138 |[Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 6
79.181. 106. 173 |I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
. . Unaut hori zed Met hod PCST for
77.138. 140. 248 |France 147.237.72. 166 |aka. i df . i | v aka. i df . i | / mai n/ sachar / vi ewpays! i p. aspx B ock 2
46.121.146. 67 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
2.53.2.159 I srael 147.237.77.216|dover.idf .il Unt raceabl e SSL Sessi ons: (pen Mode None 2
80. 246. 139. 120 |l srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Gode B ock 2
77.124.8.208 |Israel 147.237.0.19 |nmadimatal .idf.i|DOstributed Suspicious Response Gode B ock 2
. . . Unaut hori zed Met hod HEAD for
23.250. 3. 10 Lhited Sates 147.237.72. 166 |aka. i df . i | voww aka. i o i |/ nai v gi yus/ general . aspx B ock 2
188.37.209. 11 |Fortugal 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to wwidf.il/1283-en/ B ock 1
157.55.39. 161 |Lhited Sates 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ robots. t xt B ock 1
68.180.231.57 |Lhited Sates 147.237.77. 216 |dover.idf . il Paraneter Type Mol ati on PageNumin vww i df . i|/1379- he/ dover. aspx |B ock 1
46.116.75.14  |lsrael 147.237.77.243|mobi | e. i df . i | I11egal HITP \ersion Bl ock 1
169.229.3.91 |[Lnited Sates 147.237.76.200|ei tan. aka. i df.i | |Mitipl e Unknown HTTP Request Method from 169. 229. 3. 91 B ock 1
89.237.86.23 |France 147.237.77.233|atal .idf.il Lhaut hori zed URL Access to 147.237.77.233/ favi con.ico B ock 1
77.138. 183. 144 |France 147.237.72. 156 |anan. i df . i | Lhaut hori zed URL Access to wwu aman.idf.il/favicon.ico Bl ock 1
207.46.13.30 |Lhited Sates 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to 147.237.77.216/robot s. t xt Bl ock 1
Russi an . . Unaut hori zed Met hod PCST for
46.242.78.44 | o 147.237.72. 166 |aka. i df . i | vaw aka. i df i |/ nai r/ gi yus/ pni of ansver . aspx B ock 1
169.229.3.91 |United Sates 147.237.76.30 |hi nush.idf.il Mitiple Illegal Byte Gode Character in Mthod from169.229. 3. 91 B ock 1
. . Unaut hori zed URL Access to
5.22.134.99 I sr ael 147.237.77.234|hal ag. i df . il 147. 237. 77. 2341 i nages/ shar ed/ bul | et 1. gi f Bl ock 1
83.77.252.251 |Swtzerland 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1249- he/ at al . aspx Bl ock 1
46.116.75.14  |Israel 147.237.77.243|nobi l e. i df . i | Mal formed URL en-us B ock 1
169.229.3.91 [lhited Sates 147.237.76.200|ei tan. aka. i df . i | [NLLL Character in UR B ock 1
109. 66. 182. 141 |l srael 147.237.0.19 |madimatal .idf.i|SSL Untraceabl e Connection - Qpen Mde None 1
77.138.243.23 |France 147.237.72. 156 [anan. i df . i | D stributed Unaut hori zed URL Access on v anan.idf.il/favicon.ico |B ock 1
. . D stributed Unaut hori zed LRL Access on
217.132.51. 228 [l srael 147.237.76.42 |refuah.idf.il 147. 237. 76, 42/ styl ef shar ed) r eset . css Bl ock 1
) ] ] D stributed Whaut horized Met hod for Known URL on
66.102. 6. 30 Lhited Sates 147.237.72. 166 [aka. i df . i | v aka. i df i1/ sachar B ock 1
169.229.3.91 [nited Sates 147.237.76.30 |hi nush.idf.il Mil tiple NLLL Character in Mthod from 169.229. 3. 91 B ock 1
84.229.77.16 |lsrael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1134- he/ at al . aspx Bl ock 1
77.138.22.113 |Rrance 147.237.72. 166 |aka. i df . i | Unaut hori zed Method POST for ww aka. i df.il/main/sachar/klali.aspx |B ock 1
46.116.75.14 |Israel 147.237.77.243|nobi | e. i df . i | Mil tiple Abnormal |y Long Request from 46. 116. 75. 14 B ock 1
185. 32. 179. 164 |l srael 147.237.72.166 |aka. i df . i | Unhaut hori zed LRL Access to wwu aka. i df.il/mai n/sachar/undefi ned B ock 1
109. 66. 187. 222 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to ww aka.idf.il/giyud B ock 1
. . Unaut hori zed Met hod PCST for
77.139.241.56 |France 147.237.72. 166 |aka. i df . i | vaw aka. i df i |/ mai r/ r abanut / gener al . asp B ock 1
; ; Unaut hori zed URL Access to
66. 249. 65. 185 |l srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 8974- he/ r ef uah. aspx Bl ock 1
169.229.3.91 [lhited Sates 147.237.76.200|ei tan. aka. i df .i| [Mitiple Il1legal Byte Code Character in Method from 169.229. 3. 91 B ock 1
85.64.212.87 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 1
77.138. 139. 237 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Method POST for waw aka. i df.il/main/giyus/ pniot.aspx |B ock 1
46.116.75.14 |Israel 147.237.77.243|nobi | e. i df . i | Unknown HTTP Request Method Accept - Language: in URL en-us B ock 1
185. 120. 125. 11 |l srael 147.237.76.42 |refuah.idf.il Unhaut hori zed LRL Access to 147. 237. 76. 42/ styl e/ shared/ r eset . css B ock 1
; . . Unaut hori zed Met hod PCST for
119.76.78.71  |Thailand 147.237.72. 166 |aka. i df . i | vaww aka, i ff i |/ mai v snal i n sl | m aspx Bl ock 1
. - Uhaut hori zed URL Access to
66. 249. 65. 188 || srael 147.237.76.42 [refuah.idf.il 147. 237, 76. 42/ 994~ 8832- he/ r ef uah. aspx Bl ock 1
46.116.75.14  |lIsrael 147.237.77.243|nobi l e. i df . i | O stributed Suspici ous Response Code B ock
169.229.3.91 [thited Sates 147.237.76.200ei tan. aka. i df . il [Mitiple I1l1egal Byte Qode Character in URL from169. 229. 3. 91 B ock
. . D stributed Uhaut hori zed URL Access on
87.69.122.129 |Israel 147.237.76. 42 |refuah.idf.il 147. 237.76. 421 styl ef shar ed/ r eset . css B ock 1
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