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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
192. 115.83.5 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 45
192. 249. 66. 247 Lhited Sates 147.237.77.216 dover.idf.il SYN H ood out of context drop 5
2.53.139. 155 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 3
69. 30. 227. 221 Lhited Sates 147.237.76. 30 hi nush. i df .i | bl ock-sp-traf 1 forward 2
142.54. 180. 68 Lhited Sates 147.237.76. 31 nakchal .idf.il bl ock-sp-traf 1 forward 2
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page Fl ood Attack forward 2
185.94.111. 1 Russi an Federation 147.237.76. 197 e hinush.idf.il B ack List drop 1
192.187.118. 21 Lhited Sates 147.237.0. 34 tikshuv.idf.il bl ock-sp-traf 1 forward 1
173.208. 150. 117 Lhited Sates 147.237.0. 17 m ny- kosher -kravi .idf.il bl ock-sp-traf 1 forward 1
63. 141. 231. 211 Lhited Sates 147.237.72. 156 anan. i df.il bl ock-sp-traf 1 forward 1
119. 175. 236. 179 Japan 147. 237. 76. 196 e.svivaidf.il B ack List drop 1
173. 208. 198. 12 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il bl ock-sp-traf 1 forward 1
63. 141. 242. 196 Lhited Sates 147.237.77. 235 sviva.idf.il bl ock-sp-traf 1 forward 1
192. 187. 101. 234 Lhited Sates 147.237.72. 167 ishurimaka.idf.il bl ock-sp-traf 1 forward 1
204.12.217. 2 Lhited Sates 147.237.77. 74 lawidf.il bl ock-sp-traf 1 forward 1
185.94.111.1 Russi an Federation 147.237.76. 38 eeneitav.idf.il B ack List dr op 1
63. 141. 250. 154 Lhited Sates 147.237.77.170 naarachot . i df.il bl ock-sp-traf 1 forward 1
192.187. 101. 236 Lhited Sates 147.237.77. 226 WA chanat z. aka. i df . i | bl ock-sp-traf 1 forward 1
173. 208. 150. 114 Lhited Sates 147.237.76. 86 navy.idf.il bl ock-sp-traf 1 forward 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

77.127.51.23 147.237.77. 216 |I srael dover.idf.il Xenu Link Seuth User Agent 2
113.161. 146. 150(147. 237.8.45 |M etnam eeitanidf.il ET SCAN Behavi oral - Unusual Iy fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
66.249.93. 137  |147.237. 77. 233 |Eur ope aal.idf.il ET SCAN NVAP -sA (2) 1
66. 249. 69. 28 147.237.77.74 |Wited Sates lawidf.il ET SCAN NVAP -sA (2) 1
14.177. 180. 2 147. 237.76. 44 |M et nam e.refuah.idf.il ET SCAN Potential SSH Scan 1
14.177.180. 2 147. 237. 76. 34 |\ et nam yohal an.idf.il ET SCAN Potential SSH Scan 1
14.177.180. 2 147.237.0.19 |V etnam nedi matal .idf.il ET SCAN Potential SSH Scan 1
201.38.68.132 |[147.237.0.34 |Razil tikshuv.idf.il ET SCAN NMAP -sS w ndow 1024 1
14.169. 125. 159 [147.237.77.212 |V et nam e.dover.idf.il BT SOAN Behavi oral Lhusual Iy fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
183. 61. 244. 225 (147.237.76. 44 |China e.refuah.idf.il ET CRCP Dshiel d B ock Listed Source 1
2.50.129.147  |147.237.72. 166 g:aetdesNab aka i df il ET SCAN NVAP -sS wi ndow 4096 1
118. 238. 251. 215|147. 237. 76. 30 [Japan hi nush. i df .i | ET SCAN Potential SSH Scan 1
66.249.93. 135  [147.237. 77. 233 |Eur ope atal.idf.il ET SCAN NVAP -sA (2) 1
40. 114. 15. 49 147.237.0.19 |wnited Sates nadi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
14.177.180. 2 147.237.76.39 |V et nam nobi | . nei tav. i df il ET SCAN Potential SSH Scan 1
14.177.180. 2 147.237.8.24 [Metnam elifestyleidf.il ET SCAN Potential SSH Scan 1
208.100. 26. 228 [147.237.76.34 |[thited Sates yohal an.idf.il ET SCAN NMAP -sS wi ndow 1024 1
14.177.180. 2 147.237.0.17 |M et nam mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
201.7.214.2 147.237.77. 216 |Brazil dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
14.152.59. 11 147.237.76.86 |[China navy. i df.il ET SCAN NMAP -sS wi ndow 1024 1
163.172.129. 15 |147.237.76.30 |United Ki ngdom [hinush.idf.il ET SCAN NMAP -sS wi ndow 1024 1




10-01-2016-16:04:09 to 10-01-2016-17:04:09

|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
107. 167. 106. 158|nited Sates |147.237. 77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 49
Sreaning BEngine: TGP Invalid i i ssi
77.127.74.33  |israel 147.237.77. 243 |nobi 1 e.i o i 9 =9 nval i d segnent retransmssi on. drop 36
Ret r ansm ssi on Packet dr opped.
192.115.83.5 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 24
192.115.83.5 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 21
46.19.85.8 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 16
79.177.24.113  |[israel 147.237. 77. 216 |dover . i of . i1 Bad TCP sequence SIWAK retransmt with different | oo 14
W ndow scal e
46. 19. 85. 233 I srael 147.237.77. 216 |dover. i df . il Bad TCP sequence Invalid AGK nunber noni t or 14
Sreaning Engine: TQP Invalid i i sSi
46.19.85. 10 I'sr ael 147. 237.77. 243 |nobi le.i df . i1 9 =9 Invalid segrent retransmssion. drop 12
Ret r ansm ssi on Packet dropped.
46. 19. 85. 233 I srael 147.237.77. 176 |matpash.idf.il  [Bad TCP sequence Invalid ACK nunber noni t or 12
Sreaning Engine: TGP Invalid i i SSi
109. 253. 157. 229|i srael 147.237. 77. 243 |robi 1 e. i of . i 9 =g nval i d segnent retransmssi on. drop 12
Ret r ansmi ssi on Packet dr opped.
46. 19. 86. 254 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 11
192.115.83.5 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber aert 10
192.115.83.5 | srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 10
46.19.85.233  |Israel 147.237.77. 216 |dover.idf.il  |Bad TCP sequence SINAK retransmit with different oo vor
w ndow scal e
46.19.86. 73 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
46.19. 86. 81 I srael 147.237.72. 166 |aka. i of .| Bad TCP sequence SINWAK retransmt with different | oo |7
w ndow scal e
46. 19. 86. 94 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid AGK nunber noni t or 6
Sreaning Engine: TGP Invalid i i sSi
2.55. 26. 197 I'sr ael 147. 237.77. 243 |nobi le.i df . i1 9 =9 Invalid segent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
46.19. 86. 71 I srael 147.237.77. 176 |matpash.idf.il  |SYN At t ack SYN -> SYN-ACK -> Ti meout alert 6
46.19.86. 71 I srael 147.237.77. 176 |mat pash. i df .i | Bad TCP sequence noni t or 6
46.19.86. 71 I srael 147.237.77. 176 |matpash.idf.il  |SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 6
46. 19. 86. 94 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval id AGK nunber aert 6
46. 19. 86. 94 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber alert 5
46. 19. 85. 233 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 5
46.19. 86. 94 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
46. 19. 85. 233 | srael 147.237.77. 176 |nat pash. i df .i| Bad TCP sequence Inval i d ACK nunber alert 4
Sreaning BEngine: TGP Invalid i i ssi
46.120.23.127  |israel 147. 237. 76. 200 |ei tan. aka.i of . i1 9 =9 Inval i d segnent retransmssi on. drop 4
Ret r ansm ssi on Packet dr opped.
46.19. 86. 71 I srael 147.237.77. 176 [matpash.idf.il  [Bad TCP sequence Inval i d ACK nunber noni t or 4
Sreaning Engine: TQP Invalid i i ssi
85. 65. 19. 72 I'srael 147. 237. 77. 243 |nobi l e.i df . i1 9 =g Inval i d segnent retransmssi on. drop 4
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i SSi
79.179. 174. 237 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g nval i d segnent retransmssi on. drop 4
Ret r ansmi ssi on Packet dr opped.
46.19. 86. 71 I srael 147.237.77. 176 |mtpash.idf.il  [Bad TCP sequence Invalid AGK nunber alert
31.154.49.129 |lsrael 147.237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> RST noni t or
Sreaning Engine: TGP Invalid i i sSi
31.154.81.26  |israel 147. 237.77. 243 |nobi le.i df . i1 9 =9 Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
2.55.128. 221 I srael 147. 237.72. 167 |i shurimaka.idf.i|[SYN At t ack SYN -> SYN-ACK -> RST noni t or 3
Sreaning Engine: TCP Invalid i i SSi
87.68.15.242  |Israel 147. 237. 77. 243 |robi 1 e. i of . i | 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
5.102. 254. 84 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber noni t or
106. 38. 241. 106 |Chi na 147.237.72. 156 |anan. i df .i| dr op SAMrule drop
46.19.86.71 I srael 147.237. 77. 216 |dover . i f . i1 Bad TCP sequence SINHA retransmt with different oo |3
W ndow scal e
176.13. 226. 119 |Israel 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST noni t or
46.19. 86. 82 I srael 147. 237. 72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST noni t or
192.115.83.5 I srael 147. 237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout alert
. . SYNPAK retransmit with different .
46.19. 86. 71 I srael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence vi ndow scal e noni t or 3
Sreaning Engine: TGP Invalid i i sSi
79.181. 228. 163 |Israel 147. 237.77. 243 |robile. i f .| 9 =9 Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
. . SYNPAXK retransmit with different .
176.13. 8. 239 | srael 147.237.76. 31 |nakchal .idf.il Bad TCP sequence vi ndow scal e noni t or 3
46.19. 86. 71 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout alert 2
79.182.2.25 I srael 147.237.72. 156 |anan.i df .i| SYN Attack SYN -> SYN-ACK -> RST noni t or 2
109. 253. 211. 59 |l srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid AGK nunber noni t or 2
46.19. 85. 63 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout alert 2
46. 19. 86. 247 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
46. 19. 85. 125 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 35
80. 246. 139. 171 |[lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 13
185.32.179. 47  |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock

85. 65. 19. 72 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 6
68.106.94.240 |[Lnited Sates |147.237.72.166|aka. i df . il m;&:‘f;‘?iw%‘f :IO;CZE; Method for Known LRL on Bl ock 6
109. 253. 157. 229|1 sr ael 147.237.77.243|nobi l e.i df . i | Distributed Suspicious Response Qode B ock 4
157.55.39.103 |Uited Sates [147.237.0.19 |nadimatal .idf.i[|Wauthorized UR. Access to madimatal .idf.il/robots. txt B ock 4
77.138.127.208 |France 147.237.72. 166 [aka. i df . i | Lhaut hori zed Method PCST for waw aka. i df.il/giyus/ ganda/ defaul t.asp  |B ock 3
46. 19. 86. 235 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46.19. 85. 10 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
77.139. 66. 30 France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for wawu aka. i df . il/mai n/ sachar B ock 2
213.57.79.156 |[Israel 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 2
62.103.209.18 |Geece 147.237.72. 156 |anan. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mbde None 2
31.154. 81. 26 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspi ci ous Response Code B ock 1
169.229.3.91  [united Sates [147.237.76.147|chi nuch. aka. i df . i g}k”lj’\‘/"w“ egzﬁe}&ézsfﬂﬁﬂ‘??[ F11] " it B4 AVTU 0 LR Bl ock 1
89.138.191. 251 |l srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wwidf.il/https:/wwidf.il/ B ock
66.102.9.2 Lhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed Met hod POST for www aka. i df .il/nai n/ hone/ defaul t.aspx  |B ock

169. 229. 3. 91 Lhited Sates |147.237.0.19 |madimatal .idf.il[NUL Character in Mt hod B ock
79.177.140. 243 | srael 147.237.72. 166 |aka. i df . i | m“;kh: rii dff'l }\bn;ihs/dgiﬁ?kf o/l osk asix Bl ock 1
68.180.228.238 |lnited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1399- he/ at al . aspx B ock
169.229. 3. 91 Lhited Sates [147.237.77.176|nat pash. i df.il Illegal Byte Gode Character in Mthod B ock
89.237.76.212 |France 147.237.72. 166 |aka. i df . i | m;gult zf_ iLf]f‘r‘j;ihr‘]’/r;iZ;SS /'\f;:‘;’:hzfglrw'f”o%“&gxon Bl ock 1
77.138.246. 201 |France 147.237.72. 166 |aka. i df . i | Lhaut hori zed Met hod PCBT for www aka. i df . i | /sachar Bl ock 1
194. 242. 165. 184|France 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
66.249. 64. 153  [Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/ituri masp/iturinpages. asp B ock 1
169.229. 3. 91 Lhited Sates |147.237.76. 147 |chi nuch. aka. i df . i|Abnormal Iy Long Request net hod B ock 1
68.180.231.60 |[Lhited Sates [147.237.77.176 |nat pash. i df . i | m“;';’;t'_zied? .ﬁtgcn;fzfe;fshar e user cont 1ol s/ header upper Bl ock 1
169. 229. 3. 91 Uhited Sates [147.237.77.235|sviva.idf.il Abnormal Iy Long Request net hod B ock
66.249. 65. 182 |l srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237.76. 42/ robots. t xt B ock
169.229.3.91  |Wited Sates [147.237.76. 147 |chi nuch. aka. i df . | Lg}egfmaété?deﬂ&rﬁﬁ[”'ﬂ ,'\ft[:m]]"l it £ AT Bl ock 1
2.55.26. 197 | srael 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code B ock 1
169. 229. 3. 91 Lhited Sates |147.237.77.235|sviva.idf.il Mitiple Illegal Byte Code Character in Mthod from169. 229. 3. 91 B ock 1
77.139.96.184  |France 147.237.72. 166 |aka. i df . i | m;& :lftdef‘_jiwg.t :fsr;sﬁ; /'\\ﬁr\,‘\ggy;oir p_};”s(:)")‘(" R on Bl ock 1
66.249. 65. 185 |l srael 147.237.76.42 |refuah.idf.il Unaut hor i zed URL Access to 147. 237. 76. 42/ 994- 9696- he/ r ef uah. aspx  |B ock 1
2.55.145.240 [Israel 147. 237.77. 216 |dover . i df . i | e e e o/ dover . aspx Bl ock 1
169. 229. 3. 91 Lhited Sates |147.237.76. 147 |chi nuch. aka. i df .i|lllegal Byte Gde Character in URL B ock 1
85. 65. 19. 72 I srael 147.237.77.243|nobi l e. i df . i | Distributed Suspici ous Response Qode B ock 1
77.138.87.96  |France 147.237.72. 166 |aka. i df . i | m;:(gult sfd_ H“f#;ihr‘;réf;js /'\f;:::hzfglrﬁ”&“&%x°n B ock 1
169. 229. 3. 91 Lhited Sates [147.237.77.235|sviva.idf.il NULL Character in Method B ock 1
169. 229. 3. 91 Uhited Sates [147.237.0.19 |[nadimatal.idf.il|Mitiple Ill1egal Byte Qode Character in Mthod from 169. 229. 3. 91 B ock 1
79.177.140. 243 [Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unauthorized Method for Known URL from 79.177. 140. 243 B ock 1
66.249. 66.142 I srael 147. 237.72. 156 [anan. i df . i | chaut hor zed (FL Agcess 10, appl e sy si £ o associ st on Bl ock 1
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