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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action [Count|
198. 20. 99. 130 Net her | ands 147.237.76. 38 e.e.neitav.idf.i|B ack List drop 1
198. 167. 138. 185 Lhited Sates 147.237.76. 34 yohal an.idf.il |Back List drop 1
222.186. 21. 202 Chi na 147.237.77.179 e nazi.idf.il JLMPurple Gon Linit Tcp drop 1
2.55.19.211 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnat ure Devi ce Action

174. 47. 99. 30 Lhited Sates 147.237.77.233 |atal.idf.il |5670: HITP. SQ Injection (SELECT) B ock 6
72.167.131. 75 Lhited Sates 147.237.77. 74 lawidf.il 5670. HTTP. SQ Injection (SELECT) B ock 6
220.181. 125. 23 Chi na 147.237.77. 233 atal.idf.il [Cl000071: HTTP. User Agent Sogou+web+spi der Per it 4
192.187.104.235 |Lited Sates 147.237.72.156 |aman.idf.il |CL000074: HTTP. majestic bot Per mit 1




10-01-2016-14:04:07 to 10-01-2016-15:04:07

|Top Attackers In |D|

Attacker Address |Target Address Aotr;uiikre; Signature

46.120.122.219 [147.237.0.17 |[Israel mny-kosher-kravi.idf.il [Xenu Link S euth User Agent 31
72.167.131. 75 |147.237.77.74 |Wited Sates |[lawidf.il SQ Injection - Select Fom 8
174. 47.99. 30 147.237.77. 233 |Wnited Sates |atal.idf.il SQ Injection - Select From 8
79.181.248. 130 |147.237.76.86 |[Israel navy. i df.il ET SCAN NVAP -sA (2) 6
46.120.122. 219 |(147.237.77. 170l srael n@ar achot . i df . i | Xenu Link Seuth User Agent 5
46.120.122.219 |147.237.77. 74 |[Israel lawidf.il Xenu Link S euth User Agent 2
194. 224. 101. 170(147. 237. 76. 202 |Spai n e halag.idf.il ET SCAN Behavi or al Lhusugj ly fast Terninal Server Traffic, 1

Potential Scan or Infection

192.169.7.91 147.237.0.35 |[lhited Sates |akavs.idf.il ET SCAN NVAP -sS wi ndow 1024 1
180.213.5.205 [147.237.76.42 |China refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
144.0.1.12 147. 237. 76. 148 [Chi na gqcenter. aka. i df.il ET SCAN Potential SSH Scan 1
46.120.122. 219 |147.237.72. 166 I srael aka.idf.il Xenu Link S euth User Agent 1
2.55.137.0 147.237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
192.169.7.91 147.237.77. 176 |Wnited Sates |[natpash.idf.il ET SCAN NVAP -sS wi ndow 1024 1
180.213.5.205 [147.237.76.44 |China e.refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
144.0.1.12 147.237.76.30 |China hi nush. i df . i ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

dte

Signature

S reaning Engi ne: TCP

Inval i d segnent retransnission.

2.53.53.48 | srael 147.237.77. 243 |mobi le. i df . il . .. droj 30
Inval i d Retransmission Packet dropped. P
Sreamng Engi ne: TCP i i ssi
2.53.184.181 |israel 147.237.77. 243 |robi L e. i df .i | mng Engine: 1 Invalid segnent retransmssion. |, 24
Inval i d Retransmi ssion Packet dr opped.
S reaning Engi ne: TCP i i ssi
46.19.85.120  |Israel 147. 237.77. 243 |nobil e. i f . | mng tngine. Invalid segnent retransmssion. f 15
Inval i d Retransnission Packet dropped.
2.55.189.81 | srael 147.237.72.166 |aka.idf .il dr op First packet isn't SYN drop 10
109. 253. 210. 210]l srael 147.237.76. 42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> RST noni t or
46.19. 85. 92 I srael 147. 237.77. 216 |dover.idf.i| Bad TCP sequence Invali d ACK nunber alert
46. 19. 85. 92 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or
S reanm ng Engi ne: TCP i i ssi
110. 159. 12. 195 |Mi aysia 147. 237. 76. 200 |ei tan. aka.i of . i mng tngine: ! Invalid segnent retransmssion. | 8
Inval i d Retransnission Packet dropped.
79.178.100. 184 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
82. 80. 165. 7 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 8
185. 120. 124. 7 | srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 8
89. 237. 69. 75 France 147.237.72. 166 |aka. i df . i | SYN At tack SYN -> SYN-ACK -> Tineout |[monitor |7
. . SYNWAXK retransnmit with .
2.55.189. 81 I srael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence di fferent v ndow scal e monitor |7
2.55.189. 81 I srael 147. 237. 72. 166 |aka.i df . i1 SYN At tack SYN -> SYN-ACK -> Tineout [alert 7
46.19.85.187  |Israel 147.237.77. 226 | "} chanat z. aka. 1df 1pad TGP sequence Inval i d ACK number moni tor |7
2.55.189. 81 I srael 147. 237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Tineout [monitor |7
S reaning Engi ne: TCP ' i ssi
66.249.76.73  |United Qates 147.237.0.19  |nadi matal i cf.i| mng tngine: 1 Invalid segnent retransmssion. |, 6
Inval i d Retransmission Packet dropped.
46. 19. 85. 209 I srael 147. 237.77. 216 |dover. i of .i | Bad TCP sequence Invalid ACK nunber alert 6
46.19.86.158  |[israel 147.237.77. 226 [} chamatz.aka.idf oy TOP sequence Invalid ACK nurber moni tor |6
46.19. 86. 241 I srael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber alert
46. 19. 85. 209 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning Engi ne: TCP i i ssi
62.219. 116. 240 |Israel 147. 237. 77. 243 |nobi | e. i of . | mng gl e Invalid segnent retransmssion. |, 6
Inval i d Retransnission Packet dropped.
46. 19. 86. 241 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber nonitor |6
46. 19. 85. 209 I srael 147.237.77. 176 |nat pash. i df .i | Bad TCP sequence Invalid ACK nunber nonitor |5
85.130.249. 68 |[lIsrael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Tineout |[nonitor |5
109. 253. 147. 22 |l srael 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 5
197.49.67.218 |Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 5
46. 19. 85. 209 I srael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Invalid ACK nunber alert 5
S reaning Engi ne: TCP i i ssi
212. 179. 222. 212|i srael 147. 237. 76. 200 |ei tan. aka.i of .| mng tngine: ! Invalid segnent retransmssion. | 4
Inval i d Retransnission Packet dropped.
185. 137. 19. 159 147. 237.77. 216 |dover.idf.il drop First packet isn't SWN drop 4
46. 19. 86. 28 I 'srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> RST monitor |4
37.26.147.173 |Israel 147. 237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST monitor |4
188. 120. 154. 41 |l srael 147.237.72. 166 |aka. i df.il Bad TCP sequence Inval i d ACK nunber noni t or 4
46. 19. 85. 101 I 'srael 147.237.77. 216 [dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |[nonitor |4
s SYN+tACXK retransnmt wth .
46. 19. 85. 101 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence different vi ndow scal & monitor |4
46.19. 85. 214 I srael 147. 237.77. 216 |dover.idf il Bad TCP sequence Invali d ACK nunber alert 4
46. 19. 85. 214 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval i d ACK nunber nonitor |3
94.43.106.105 |Georgia 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
Sreamng Engi ne: TCP i i ssi
79.178.75.223 |israel 147.237.77. 243 |robi L e. i df .i | mng Engine: 1 Invalid segnent retransmssion. |, 3
Inval i d Retransmi ssion Packet dr opped.
71.87.230.210 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
e SYN+tACXK retransnmt wth .
85.130. 249. 68 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence different vindow scal & monitor |3
220.247.247.74 |Si Lanka 147. 237.72. 166 |aka. i df .i | drop First packet isn't SWN drop
2.53. 62. 202 I 'srael 147.237.72. 166 |aka.i df . il SYN Attack SYN -> SYN-ACK -> RST moni t or
213. 208. 155. 112|Austria 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or
Pal esti ni an . -
89. 46. 176. 192 Territory, Ceeupi ed 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
46. 19. 85. 172 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
79.176.51. 163 |[lIsrael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> RST monitor |2
46. 19. 85. 101 I srael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Inval i d ACK nunber nonitor |2
31.154. 81. 63 | srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout |nonitor 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Acti on ‘Count
84. 95. 208. 20 | srael 147.237.77.216|dover. i df .i | Mil tipl e Uhaut horized URL Access from 84. 95. 208. 20 B ock 151
84.94. 58. 214 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 44
46.121.203.29 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 35
46. 19. 86. 22 I srael 147.237.77.243|nobi | e. i df . j|  |FXameter Type Molation QurrentPassvord in B ock 16
nobi | e.i df . i |/ sachar/ changepassword
84. 95. 208. 20 I srael 147.237.77. 216 |dover.idf .i | Dstributed PHP Attenpt B ock 10
2.53.57.225 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 10
2.53.184.181 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response CGode B ock 6
46.19. 85. 120 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 5
2.53.184. 181 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 3
176.13.230.23 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 2
79.181.99.166 |[Israel 147.237.72. 156 [anan. i df . i | Unt raceabl e SSL Sessi ons: Cpen Mde None 2
169. 229. 3. 91 Lhited Sates |147.237.76.86 |navy.idf.il Mitiple Illegal Byte Qode Character in Mthod from169. 229, 3. 91 B ock 1
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il D stributed Unhaut hori zed URL Access on 147. 237.77. 233/ robot s. t xt B ock 1
. . Uhaut hori zed URL Access to
66. 249. 65. 188 |l srael 147.237.76.42 |refuah.idf.il 147. 237, 76. 42/ si p st oragel {1 | es/ 0/ 3400. | pg Bl ock 1
. . D stributed Uhauthori zed URL Access on
31. 154. 81. 49 I srael 147.237.76.42 |refuah.idf.il ww refua atal i df i |/ xnhr pe. php Bl ock 1
220.181.125.23 [China 147.237.77.233|atal .idf .il Mil tipl e Unhaut horized LRL Access from 220. 181. 125. 23 B ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
89.138.82.170 |[Israel 147.237.72. 166 |aka. i df . i | v aka. i df .1 |/ mai v sachar / nai | box. asp None 1
62.219. 116. 240 |[Israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 1
68.180.231.60 |United Sates [147.237.77.176|matpash.idf.il |72 ameter Type Volation PageNimin Bl ock 1
wan cogat . i df . i | / 1038- he/ cogat . aspx
220.181.125.23 [China 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1446- he/ at al . aspx B ock
169. 229. 3. 91 Lhited Sates [147.237.0.34 |tikshuv.idf.il |Mitiplelllegal Byte Code Character in Method from169.229. 3. 91 B ock
84. 95. 208. 20 I srael 147.237.76.200(ei tan. aka. i df . i | [Miltipl e Whauthorized URL Access from 84.95. 208. 20 B ock 1
. . . Unaut hori zed URL Access to
66. 249. 65. 12 I srael 147.237.77.243|nobi | e.i df . i | nobi | e, i o i |/ cat egoryt enpl at es/ | i st chi | ddocurent s/ 1733 Bl ock 1
31.154.81.0 | srael 147.237.76.42 |refuah.idf.il Dstributed PHP At tenpt B ock 1
. . D stributed Uhauthori zed URL Access on
176. 13. 250. 114 |l srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 1
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il PHP Attenpt B ock 1
. . Unaut hori zed Met hod PCST for
77.138.238.180 |France 147.237.72. 166 |aka. i df . i | v aka i df i |/ i v har edi i gener al . aspx B ock 1
169. 229. 3. 91 Lhited Sates [147.237.0.34 [tikshuv.idf.il |NUL Character in Method B ock 1
66.249.65.182 |lIsrael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ 994- 8919- he/ r ef uah. aspx [B ock 1
. . D stributed Uhauthori zed URL Access on
31.154.81.0 I srael 147.237.76.42 |refuah.idf.il ww refua atal i df i |/ xnhr pe. php Bl ock 1
192. 187. 104. 235|Uhited Sates |147.237.72. 156 |anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
84.109. 90. 9 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ r ef uah. aspx B ock
. . Unaut hori zed Met hod HEAD for
79. 180. 12. 40 I srael 147.237.72. 166 [aka. i df . i | i aka. i df . i | / nai n/ sachar / vi ewpays! i p. aspx Bl ock 1
46.120. 122. 219 |[lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method HEAD for aka.idf.il/nain/giyus B ock 1
169. 229. 3. 91 Wited Sates |147.237.76.86 [navy.idf.il Abnormal |y Long Request et hod B ock 1
66.249. 65. 185 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 994- 8833- he/ r ef uah. aspx |B ock 1
31.154. 81. 49 | srael 147.237.76.42 |refuah.idf.il Dstributed PHP At tenpt B ock 1
] . . Unaut hori zed Met hod PCST for
204.79.180.48 |lWiited Sates [147.237.72.166aka.idf.il v aka i of i1/ ui it enpl at es/ hone. asp Bl ock 1
87.69.222.132 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 1
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