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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
50. 87. 144. 145 Lhited Sates 147.237.77. 216 dover.idf.il |[SYN Hood out of context drop 4
54.72.73. 168 Irel and 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 3
168. 235. 197. 149 Lhited Sates 147.237.77. 216 dover.idf.il [JLM Under Attack Con Htp drop 3
168. 235. 197. 149 Lhited Sates 147.237.77.216 dover.idf.il |TQP handshake viol ation, first packet not syn drop 2
85. 250. 214. 228 | srael 147.237.77. 216 dover.idf.il |SYNHood del ete reset drop 1
123. 151. 42. 61 Chi na 147.237.76. 201 e.atal.idf.il|Block Udp All Nets Con_Linit drop 1
185.94.111. 1 Russi an Federation 147.237. 76. 42 refuah.idf.il|B ack List drop 1
66. 240. 192. 138 Lhited Sates 147.237.76. 42 refuah.idf.il|B ack List drop 1
218. 93. 206. 21 Chi na 147.237.77. 234 halag.idf.il |[JLMPurple Gon Linmt Tcp drop 1
84. 95. 208. 20 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 1
168. 235. 197. 149 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgna1ure Devi ce Action |Oount |
220.181.125. 23 Chi na 147.237.77.233 |atal .idf.il Cl000071: HTTP: User Agent Sogou+web+spi der Per nit 9
108. 59. 8. 80 Lhited Sates 147.237.77.234 |hal ag.idf.il C1000074: HTTP: naj estic bot Pernit 2
5.9.111.70 Ger many 147.237.76.200 |eitan. aka.idf.il [ClL000074: HTTP. najestic bot Permit 2
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|Top Attackers In |D|

‘ Target Address

At acker
Gountry

Signature

202. 112. 38. 190 [147. 237. 76. 197 |Chi na e hinush.idf.il  |GPL SCAN nnap TCP 2
58, 214. 232 91 |147. 237 72. 156 |oni na avan i il ET SI:AN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 5
Potential Scan or Brute Force
46.120. 122. 219 |147. 237. 76. 200 || srael eitan.akaidf.il |Xenu Link S euth User Agent 2
146. 200. 148.0 [147.237.77. 216 E;ir:;cci]om dover.idf.il Tehila - Perl LWP wth fake user agent 2
62. 210. 243. 100 [147.237.0. 200 |France mu.idf.il ET SCAN NMAP -sS wi ndow 1024 1
58.220.2.5 147. 237. 76. 196 [Chi na esvivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
54.198.176.57 |[147.237.77.216|Uited Sates |[dover.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 1
217.23.1.12 147. 237. 76. 199 |Net her | ands e.nakchal .idf.il |ET SCAN NVAP -sS wi ndow 2048 1
217.23.1.12 147. 237. 76. 199 |Net her | ands e.nakchal .idf.il |ET SCAN NVAP -f -sS 1
209.95.50.84 |147.237.77.74 |Wnited Sates |lawidf.il ET SCAN Potential SSH Scan 1
113.23.48.64 [147.237.8.27 |Metnam e.nadimatal .idf.i [ET SCAN NVAP -sS wi ndow 4096 1
62. 210. 243. 100 [147.237.8.46 |Fance e.chinuch.idf.il [ET SCAN Potential SSH Scan 1
58.220.2.5 147.237.77.19 |China lanforumidf.il |ET SCAN NVAP -sS w ndow 1024 1
217.23.1.12 147. 237. 77. 205 |Net her | ands prisha.idf.il ET SCAN NVAP -sS w ndow 1024 1
217.23.1.12 147. 237. 76. 199 |Net her | ands e.nakchal .idf.il [ET SCAN NVAP -sS wi ndow 1024 1
217.23.1.12 147. 237. 76. 148 |Net her | ands gacenter. aka idf.i[ET SCAN NVAP -sS wi ndow 3072 1
208. 100. 26. 228 |147. 237. 76. 147 |Lhited Sates [chinuch.aka.idf.il [ET SCAN NMAP -sS wi ndow 1024 1
113.23.48.64 |147.237.8.27 [Mietnam enadimatal .idf.i[ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature

168. 235. 197. 149|lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 84

77.127.74.33  |israel 147.237.77. 243 |rmbit e ior i1 | ©2MNG Engine: TGP Invalid invalid segnent retransmssi on. drop 36
Ret ransmi ssi on Packet dr opped.

141. 0. 14. 217 Eur ope 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SYN drop 32

79.177.27.89 | srael 147.237.72. 167 |i shuri maka. i df . i |dr op Frst packet isn't SWN drop 16

46. 19. 86. 17 | srael 147.237.77. 176 |nat pash. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout aert 8

85.65.201.15  |Israel 147, 237.76. 200 |ei tan aka i or.i1 |2 SAM NG Engine: TP Invalid  Jinvalid segnent retransnission drop 8
Ret ransni ssi on Packet dr opped.

46. 19. 86. 17 | srael 147.237.77. 176 |nat pash. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 8

46.19. 86. 17 I srael 147.237.77. 176 |matpash.iof il [Bad TCP sequence m’cﬁsg ;ans”“ wthdifferent | o ior s

106. 38. 241. 106 |Chi na 147.237.77. 233 |atal .idf il drop SAMrul e drop

46. 19. 85. 187 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert

66.249. 79. 6 Lhited Sates [147.237.76.86 [navy.idf.il Streaning Engine: TCP Invalid  |imvalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dr opped.

46. 19. 85. 187 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6

132.66.235.87 | srael 147.237.77. 243 |mmbit i1 | S2MNG Engine: TP Invalid imvalid segnent retransmssi on. drop 6
Ret ransni ssi on Packet dropped.

106. 38. 241. 106 |Chi na 147.237.77. 170 |mearachot . i df .i1 |dr op SAMrul e drop 6

109. 253. 139. 182]I srael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber alert 5

168. 235. 197. 149|thited Sates |147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 5

46.19. 86. 190 | srael 147.237. 77. 176 |nat pash. i df . i1 dr op Frst packet isn't SWN drop 4

217.132.3.63 | srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 4

212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4

46.116.139.25 |Israel 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 4

213.57.97.233 |Israel 147.237.76.31 |nakchal .idf.il [SYN Attack SYN -> SYN-ACK -> RST noni t or 4

84.95. 33. 244 | srael 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SYN drop 4

46.19.86.17  |Israel 147.237.77. 216 |dover.idf.i1  |Bad TCP sequence Smweaerel reansm wehdifferent | onitor |3

46. 19. 85. 214 I 'srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3

84.95.208.20  |Israel 147. 237, 76. 200 |ei tan aka i i1 || SN NG Engine: TP Invalid —invalid segnent retransmssi on drop 3
Ret ransni ssi on Packet dr opped.

66.249.65.10  |United Sares |147.237. 7. 243 |mbiteiar i1 |2 S@M NG Engine: TP Invalid invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.

213.8.204.64  |israel 147.237.77. 23 |mmbite i1 | M NG Engine: TP Invalid —invalid segnent retransmssi on drop 3
Ret ransni ssi on Packet dr opped.

46. 19. 85. 18 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber noni t or 3

213.57.140. 216 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 3

109. 253. 139. 182|I srael 147. 237. 72. 166 |aka.i df . | SYN At t ack SYN -> SYN-ACK -> RST alert 3

46.19. 85. 32 I srael 147.237. 77, 243|obi e i or 11 | €M NG Engine: TCP Invalid  imvalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.

31.154. 49. 81 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3

77.126.14.141 |israel 147.237.77. 243 |rmbit e ior i1 | ©2MNG Bngine: TP Invalid invalid segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.

46. 19. 86. 17 | srael 147.237.77. 176 |nat pash. i df . i Bad TCP sequence Inval id ACK nunber noni t or 3

41.46.177.177  |Egypt 147. 237. 77. 216 |dover. i df .i | drop First packet isn't SWN drop 2

176.13. 247. 130 |l srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 2

37.26.147.173 |Israel 147. 237. 72. 166 |aka.i df . | SYN At t ack SYN -> SYN-ACK -> RST noni t or 2

80. 246. 139. 175 |l srael 147. 237. 72. 166 |aka.i df . i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 2

85. 64.199.220 |Israel 147.237.76.86 |navy.idf.il Streaning Engine: TCP Invalid invalid segnent retransmssi on drop 2
Ret r ansni ssi on Packet dr opped.

84. 95. 208. 20 I srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop

109. 253. 139. 182|I srael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SN drop

87.68.243.174 |israel 147.237.76.42 |refuah.idfi.il  |Bad TOP sequence V?':J;ﬁﬁj”lt wth different monitor |2

176. 13. 242. 217 |israel 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 2

2.55.18. 111 I sr ael 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 2

27.34.84.89 Nepal 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 2

46. 19. 86. 76 I sr ael 147. 237. 72. 156 |anan. i df . i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 2

54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2

46. 19. 85. 123 I sr ael 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 2

46.19.86.125  |israel 147. 237. 77. 216 | dover. i of . i1 Streaning Engine: TCP Invalid finvalid segnent retransmssi on drop 2
Ret ransni ssi on Packet dr opped.

77.138.237.88 |France 147.237.77. 243 |noti 1 e, i1 |27 €M NG Engine: TQP Invalid linvalid segnent retransnissi on drop 2

Ret r ansm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

ount ry Target Address |Site Sgnature Acti on ‘Count
84.94.58.214 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 39
. . . Uhaut hori zed URL Access to
46.117.161.48 [Israel 147.237.77.243|mobi | e. i df . i | nobi | e.i o . i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1071 Bl ock 7
84.95.208.20 |lsrael 147.237.76.200|ei tan. aka. i df . i | Ml tiple Unaut horized URL Access from 84.95. 208. 20 B ock 4
wwv. chamat z. aka. i df _ .
84. 95. 208. 20 | srael 147.237.77. 226 i Mil tiple Uhauthorized URL Access from 84. 95. 208. 20 B ock 4
84.95.208.20 |lsrael 147.237.77.216|dover.idf . il Dstributed PHP At tenpt B ock 4
84.95.208.20 |Israel 147.237.77.216|dover. i df . i | Mil tiple Unaut hori zed URL Access from 84. 95. 208. 20 B ock 4
84.95.208.20 |[lIsrael 147.237.72. 166 |aka. i df . i | D stributed PHP Attenpt B ock 3
46.19.85.172 [Israel 147.237.0.19 |madi matal .idf.il O stributed Suspicious Response Code B ock 3
104. 145. 239. 82 |Canada 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for v aka. idf.il/main/snalin Bl ock 2
84.95.208.20 |[lIsrael 147.237.77.233|atal .idf.il Mil ti pl e Unaut horized URL Access from 84. 95. 208. 20 B ock 2
109. 64. 51. 160 |l srael 147.237.0.19 |madi matal .idf.il O stributed Suspicious Response Code B ock 2
84.95.208.20 |Israel 147.237.72. 166 |aka. i df . i | Mil tiple Unaut hori zed URL Access from 84. 95. 208. 20 B ock 2
. . . D stributed Whaut horized Met hod for Known URL on
189. 236. 218. 53 [Mexi co 147.237.72. 166 |aka. i df . i | vow aka. i dff i 1/ mai n/ hone/ def aul t . aspx Bl ock 2
213.8.204.41 |[lIsrael 147.237.0.19 |nadi matal .idf.il D stributed Suspici ous Response Qode B ock 2
. . Unhaut hori zed Met hod PCST for
89.237.69.75 |France 147.237.72. 166 |aka. i df . i | v aka. | df i |/ mai v i yus/ bookl et s. asp Bl ock 2
213.8.204. 64 |lIsrael 147.237.0.19 |madi matal .idf.il O stributed Suspicious Response Code B ock 2
. . Uhaut hori zed Met hod PCST for
77.139.75. 232 |France 147.237.72. 166 |aka. i df . i | vow aka. i dff i 1/ mai v smal i i snal | m asp Bl ock 1
169.229.3.91 |[thited Sates [147.237.0.15 |kosher-kravi.idf.il Ml tipl e Unknown HTTP Request Met hod from 169. 229. 3. 91 B ock 1
5.22.134.156 |Israel 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod HEAD for ww aka. i df.i|/mai n/rabanut/ B ock 1
204.79.180.217 |Uited Sates |[147.237.72.166|aka.idf.il Uhaut hori zed Met hod PCST for ww aka. i df .il/ishuriminai n/ B ock 1
169.229.3.91 [lhited Sates |[147.237.77.234|hal ag.idf.il Ml tiple Abnormal Iy Long Request from 169.229. 3. 91 B ock 1
169.229.3.91 |wnited Sates |147.237.76.42 |refuah.idf.il Dstributed Ml formed UR Bl ock 1
46. 120. 113. 100 [l srael 147.237.72. 156 |anan. i df . i | Lhaut hori zed LRL Access to waw aman. i df.il/robots. txt B ock 1
220. 181. 125. 23 [Chi na 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
169.229.3.91 |thited Sates [147.237.0.15 |kosher-kravi.idf.il Ml tiple Abnormal Iy Long Request from 169.229. 3. 91 B ock 1
169.229.3.91 |thited Sates |[147.237.77.234|hal ag.idf.il NULL Character in Method GJ[#0]]ewdi §) O[[#16]] £2*y3kB B ock 1
87.69. 40. 21 I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
84.95.208.20 |Israel 147.237.77. 216 |dover . i df . i | tnauthori zed UR. Access to B ock 1
waw i df . i | /tenpl at es/ honepage/ pi w k. php
169.229.3.91 |lhited Sates [147.237.77.233|atal .idf.il Mil ti pl e Abnormal |y Long Request from 169.229. 3. 91 B ock 1
77.237.138. 202 gp‘zf)ric 147.237.77.234|hal ag. i df . i | Uhaut hori zed LRL Access to / B ock 1
169.229.3.91 |Lhited Sates [147.237.72.167|i shurimaka.idf.il Abnormal |y Long Request net hod B ock 1
31.154.81.63 |lsrael 147.237.76. 42 |refuah.idf.il Dstributed PHP At tenpt B ock 1
207.46.13.11 |lhited Sates |147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to 147.237. 76. 86/ robot s. t xt Bl ock 1
160.220.3.91 |Uhited Sates |147.237.77.234|hal ag. i df .i | Mitiple Illegal Byte Gode Character in Header Nane from B ock 1
169. 229. 3. 91
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
84.108.122. 44 |Israel 147.237.72. 166 |aka. i df . i | vown aka. i df . |/ nai v sachar / nar ki veysachar . aspx None 1
169.229.3.91 |Lhited Sates [147.237.76.42 |refuah.idf.il D stributed Lhknown HTTP Request Met hod B ock 1
. . . Unaut hori zed Met hod HEAD f or
46.120. 122. 219 [l srael 147.237.76.200|ei tan. aka. i df . i | vuww ei tan. aka. i o i 1/ 894- hel i t an. aspx None 1
160.229.3.91 |United Sates [147.237.0.15 |kosher-kravi.idf.il [MitiPielllega Byte Gode Character in Header hane from B ock 1
169. 229. 3. 91
87.69.222.132 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
wwv. chamat z. aka. i df | .
84. 95. 208. 20 | srael 147.237.77. 226 i Distributed PH? At enpt B ock 1
169.229.3.91 |lhited Sates [147.237.77.233|atal .idf.il Mitiple Illegal Byte Gode Character in Mthod from169.229.3.91 B ock 1
. . . . . Il1egal Byte Gode Character in Mt hod
169.229.3.91 [Lnited Sates |147.237.72.167|i shuri maka.idf.il P [ [#6] ]+ (EH > ~CKUECE sOMI/ O,V B ock 1
79. 180. 116. 132 |I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to v aka. i df.il/mai n/gi yus/nul | B ock 1
109. 66. 105. 19 |Israel 147.237.72.167|i shuri maka. i df . il Unt raceabl e SSL Sessi ons: (pen Mbde None 1
31.154.81.63 |lIsrael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to waww refua. atal .idf.il/xnrpc. php B ock 1
169.229.3.91 |lnited Sates |147.237.77.234|hal ag.idf.il Mitiple Illegal Byte Qode Character in Mthod from169.229.3.91 [B ock 1
84.108.127.51 |lsrael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/1135-he/ atal . aspx  |Bl ock 1
169.229.3.91 |lhited Sates [147.237.76.42 |refuah.idf.il Illegal Byte Qode Character in Header Nane B ock 1
) . ] O stributed Uhaut hori zed URL Access on
68.180. 228. 238 [Lhited Sates [147.237.77.233|atal .idf.il 147. 237 77. 233/ robot s. £ xt Bl ock 1
169.229.3.91 |[thited Sates [147.237.0.15 |kosher-kravi.idf.il Mitiple Illegal Byte Code Character in Mthod from169.229.3.91 [B ock 1
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