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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

| site

|Signature |Device Action |Count |
89. 248. 172. 16 Net her | ands 147.237.76. 38 eeneitav.idf.il |Back List drop 1
173. 133. 186. 60 Lhited Sates 147.237.76. 34 yohal an. i df .i | L4 Source or Dest Port Zero drop 1
173.231. 185. 150 Lhited Sates 147.237.76. 31 nakchal .idf.il JLMPurple Con Linit Tcp drop 1
173. 231. 185. 150 Lhited Sates 147. 237. 76. 201 e.atal.idf.il JLMPurple Gon Linit Htps drop 1




10-01-2016-12:04:04 to 10-01-2016-13:04:04

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Oount
46.4.123.172 Ger many 147.237.77. 74 lawidf.il C1000074: HITP. naj estic bot Per nit 17
46.4.123.172 Ger many 147.237.77. 216 dover.idf.il C1000074: HITP. maj estic bot Per nirt 10

46.4.123.172 Ger many 147.237.72. 166 aka.idf.il C1000074: HTTP. naj estic bot Permt 2
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
66. 249. 65. 21 147.237.76.42 |Wited Sates |refuah.idf.il ET SCAN NVAP -sA (2) 155
162. 248. 76. 109 [147.237.72.217 |thited Sates [e.idf.il ET SCAN NVAP -sS wi ndow 2048 1
14.177. 180. 2 147. 237. 77. 170 |M et nam nmaar achot . i df . i | ET SCAN Potential SSH Scan 1
125. 65. 82. 44 147.237.0.35 [China akavs. i df i | ET SCAN NMAP -sS wi ndow 1024 1
14.177.180.2 147. 237. 76. 148 |M et nam gacenter. aka. i df . il ET SCAN Potential SSH Scan 1
125. 65. 82. 44 147.237.0.15 |China kosher -kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
14.177.180. 2 147. 237. 72. 217 [M et nam eidf.il ET SCAN Potential SSH Scan 1
104. 214. 108. 211|147. 237. 77. 205 |Lhited Sates |prisha.idf.il ET SCAN NMAP -sS wi ndow 1024 1
14.177. 180. 2 147.237.8.14 |V etnam e.orchot.idf.il ET SCAN Potential SSH Scan 1
14.177.180. 2 147.237.0.35 [MVietnam akaws. i df .i | ET SCAN Potential SSH Scan 1
50.84.213.146 |147.237.8.14 |lhited Sates |e.orchot.idf.il ET SCAN NVAP -sS wi ndow 2048 1
194. 224. 101. 170(147. 237. 77. 121 |Spai n e.navy.idf.il ET SDAN Behavi or al Lhusu'al ly fast Termnal Server Traffic, 1
Potential Scan or Infection
14.152.59. 11 147.237.8.45 |China eeitanidf.il ET SCAN NMAP -sS wi ndow 1024 1
45 118.216. 162 |147 237 0.16 |india ny- kosher-kravi i df il ET SDAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
187. 11. 196. 145 |147.237. 77. 243 |Rrazi | nobi | e.idf.il ET SCAN NVAP -sS wi ndow 4096 1
14.177. 180. 2 147. 237. 77. 235 |M et nam sviva idf.il ET SCAN Potential SSH Scan 1
163. 172. 169. 150(147. 237. 77. 178 E?i;;gom e. mat pash. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
14.177.180. 2 147. 237. 77. 205 |M et nam prishaidf.il ET SCAN Potential SSH Scan 1
162. 248. 76. 109 |147.237.72.217 |Uhited Sates |e.idf.il ET SCAN NVAP -f -sS 1
14.177. 180. 2 147.237.77. 61 [M et nam e.cogat.idf.il ET SCAN Potential SSH Scan 1
125. 65. 82. 44 147.237.0.34 |China tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
14.177. 180. 2 147.237.76. 38 |M et nam eeneitav.idf.il ET SCAN Potential SSH Scan 1
115. 75. 152. 33 |147. 237. 76. 148 |M et nam gacenter. aka. i df .i | ET SCAN Behavi oral Lhusually fast inbound Telnet Connect i ons, 1
Potential Scan or Brute Force
14.177.180. 2 147.237.72.14 [M et nam dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
66.249.69. 235 [147.237.77.176|Whited Sates |[matpash.idf.il ET SCAN NVAP -sA (2) 1
14.177. 180. 2 147.237.0.200 [M et nam . i df i | ET SCAN Potential SSH Scan 1
50.84.213.146 |147.237.8.14 |lhited Sates |e.orchot.idf.il ET SCAN NVAP -sS wi ndow 3072 1
194. 224. 101. 170|147. 237. 77. 170 [Spai n nmaar achot . i df . i | ET SCAN NVAP -sS w ndow 1024 1
14.177. 180. 2 147.237.0.15 [V etnam kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
50.84.213.146 |147.237.8.14 |lLhited Sates |e.orchot.idf.il ET SCAN NVAP -f -sS 1
5. 255. 90. 133 147. 237. 77. 205 |Net her | ands prisha.idf.il ET SCAN NVAP -sS w ndow 1024 1
192. 169. 7. 91 147.237.77.212|Wnited Sates |e.dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
23.91.75.231 147.237.0.19 [lhited Sates |nedimatal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
187.11. 196. 145 |147.237.77. 243 | azi nobi | e.idf.il ET SCAN NVAP -sS w ndow 1024 1
14.177. 180. 2 147. 237. 77. 216 [M et nam dover.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address
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different w ndow scal e

176. 228. 144. 37 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence wi ndow scal moni tor  [152
109. 65. 149. 210 | srael 147, 237.76. 200 |eitan aka i i1 [ @M NG Engine: TCP Invalid |invalid segnent retransmssion drop 124
Ret r ansmi ssi on Packet dr opped.
182. 160. 110. 50 |Bangl adesh 147. 237. 77. 216 |dover . i df .i | SYN Att ack SYN -> SYN-ACK -> RST moni tor |11
46. 19. 86. 43 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Invalid ACK nunber monitor |9
182.160. 110. 50 |Bangl adesh 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 8
87.71.54. 216 I srael 147. 237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST monitor |8
46. 19. 86. 43 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Invalid ACK nunber alert 8
79.179.169.50 | srael 147.237.76. 200 [ei tan aka i o1 |/ €3M NG Engine: TCP Inval id imvalid segnent retransmssion drop 8
Ret ransni ssi on Packet dr opped.
182. 160. 110. 50 |Bangl adesh 147. 237. 77. 216 |dover i df .i | SYN Att ack SYN -> SYN-ACK -> Tineout |nonitor
84.111.132. 38 | srael 147.237.72. 166 |aka.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or
212.179.90. 106 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
2.53.12. 201 I'srael 147.237.77. 203 |owbi e i1 | €AM NG Engine: TCP Invalid invalid segnent retransmssion. |y 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 187 I 'srael 147.237.77. 216 [dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
37.26.148.131 |Israel 147. 237. 77. 216 |dover . i df .i | SYN Att ack SYN -> SYN-ACK -> RST monitor |6
185.120.124.7 |Israel 147.237.72. 166 |aka. i df . i drop Frst packet isn't SN drop 6
109. 253. 139. 182]l srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
79.181.99.166 |l srael 147. 237. 72. 156 |anan. i df .i SYN Att ack SYN -> SYN-ACK -> Tinmeout |[nonitor |5
109. 253. 139. 182|l sr ael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid sequence nunber mnitor |5
176.13. 235. 121 |lIsrael 147.237.72. 167 |i shurimaka.i df . i [SYN At t ack SYN -> SYN-ACK -> RST monitor |5
182. 160. 110. 50 |Bangl adesh 147. 237. 77. 216 |dover i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 5
77.138.52.97 France 147.237.77. 216 |dover.idf .il drop Frst packet isn't SYN drop 4
77.138.105. 124 |France 147. 237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> Tinmeout |[nonitor |4
46.120.160.73 |Israel 147.237.77. 243 |moti e ich. i1 | €M NG Engine: TGP Invalid finvalid segnent retransmssion |y 4
Ret r ansmi ssi on Packet dr opped.
46. 19. 85. 187 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert
176.13.10. 134 |Israel 147. 237. 72. 166 |aka.i df .i | drop First packet isn't SWN drop
84.95.208.20  |Israel 147.237.76.86 |navy.idf.il Streaning Engine: TCP Invalid |invalid segnent retransmssion drop 3
Ret r ansmi ssi on Packet dr opped.
46.19. 86. 199 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 3
188.120.154.8 |Israel 147.237.77. 243 |moti e ich. i1 | €M NG Engine: TGP Invalid finvalid segnent retransmssion |y 3
Ret r ansmi ssi on Packet dr opped.
79.181.99.166 | srael 147. 237.72. 156 |anan.i of .| Bad TCP sequence cﬂ\:ﬁr\%;sx?c;gm monitor (3
109. 253. 139. 182|I srael 147.237.72. 166 |aka.idf il SYN Attack SYN -> SYN-ACK -> RST noni t or 3
46. 19. 86. 83 I 'srael 147.237.77. 216 [dover.idf il Bad TCP sequence Invalid ACK nunber alert 2
37.26.146.212 |Israel 147.237.76. 42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST monitor |2
46. 19. 86. 83 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Invalid ACK nunber monitor |2
37.142.107.42 |Israel 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> Tinmeout [nonitor |2
87.64.181.173 |Bel gium 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 2
2.53. 26. 146 | srael 147.237.72. 166 |aka.idf il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
46.19. 85. 221 I 'srael 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
84.108. 227. 123 |Israel 147.237.72. 166 |aka.idf. il Bad TCP sequence Invalid ACK nunber noni t or 2
37.142.107.42 |[Israel 147.237.72. 166 |aka. i of .i | Bad TCP sequence monitor |2
79.178.236. 157 |Israel 147. 237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST monitor |2
46. 19. 86. 83 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 2
176. 13.230.66 |Israel 147.237.72. 166 |aka.idf il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
141. 226. 217. 223l srael 147.237.72. 166 |aka. i df. il Bad TCP sequence Invalid ACK nunber noni t or 2
182. 160. 110. 50 |Bangl adesh 147. 237. 77. 216 |dover . i f .i | Bad TCP sequence I'nval i d ACK nunber alert 2
46. 19. 86. 220 | srael 147.237.72. 166 |aka.idf il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
37.142.107. 42 |lsrael 147.237.72. 166 |aka. i df .i | drop Frst packet isn't SYN drop 2
37.8.43.19 glcisgii:;a” Territoyls 47 237.77. 176 |natpash.icf.i1 - [SYN At t ack SYN -> SYN-ACK -> Tinmeout [nonitor |2
46.19. 86. 83 I'srael 147. 237. 77. 216 |dover . i df .i Bad TCP sequence ﬁ;ﬂ;ﬁ;j&;gt‘ﬂgth monitor  [2
85. 64. 16. 82 I'srael 147.237.72. 166 |aka. i df .| Bad TCP sequence SYNACK retransmt with moni tor  [2
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A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Action ‘Count
109. 253. 208. 125|I srael 147.237.0.19 |nadimatal .idf.i| |[Dstributed Suspicious Response Code B ock 153
109. 65. 149. 210 |l srael 147. 237.76. 200 |ei t an. aka. i df . i | m“g'to;fzsaﬁf .Aflcffzngloat es/ honepage homepage. aspx Bl ock 7
176. 13. 2. 60 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 6
176.13.1.127 I srael 147.237.0.19 |nadimatal .idf.i| |[Dstributed Suspicious Response Code B ock 3
84.229. 18. 27 I srael 147.237.76.31 |nakchal .idf.il Unaut hor i zed HTTP Met hod B ock 2
36. 88. 60. 160 I ndonesi a 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx B ock 2
5.102.242.224 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 2
213. 8. 204. 64 I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock 2
77.127.71.196  |Israel 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 2
36. 88. 60. 160 I ndonesi a 147.237.77. 216 |dover.i df .i | Paraneter Type Mol ation SearchText in wwidf.il/1065-en/ dover.aspx B ock 2
169. 229. 3. 91 Uhited Sates|147.237.77.74 |lawidf.il Abnormal |y Long Request net hod B ock 1
2.53.12. 201 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 1
204.79.180. 176 |Wited Sates|147.237.72.166|aka.idf.il Uhaut hori zed Met hod POST for wwy aka. i df . i |/ nai n/ hone/ def aul t. aspx B ock 1
77.139.177.246 |France 147.237.72. 166 [aka. i df . i | Uhaut hor i zed Method POST for waw aka. i df.il/mluinitenpl ates/inner.asp B ock 1
169. 229. 3. 91 Uhited Sates|147.237.77. 216 |dover.i df . i | Mitiple Illegal Byte Qode Character in Mthod from169. 229, 3. 91 B ock 1
113.67.175. 120 |China 147.237.77.216|dover. i df .i | Unhaut hori zed LRL Access to ww i df.il/wp-1ogin. php B ock 1
Unknown Parangeter catld in
80. 246. 136. 254 |l srael 147.237.72. 166 |aka. i df . i | ww aka. i df . i |/ mai n/ gi yus/ mai n/ gi yus/ resour ces/ i nages/ mast er/ f avi con. gi [None 1
f
66.249. 65. 188 [l srael 147.237.76. 42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ si p_storage/ fil es/ 2/ 2312.j pg |B ock 1
176. 228. 191. 143|I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
169. 229. 3. 91 Lhited Sates|147.237.77.74 |lawidf.il Illegal Byte Gode Character in Header Name B ock 1
5.22.134.75 I stael 147.237.72. 166 |aka. i df . i | mnsg iZ?T ?Ff;;rnlg\:hiﬁﬁﬁmisipz None 1
84.229.18. 27 | srael 147.237.76.31 |nakchal .idf.il Unaut hori zed LRL Access to waw nakhal .idf.il/sip_storage/files/2/ B ock 1
207.46.13.108 |lnited Sates|147.237.72.166|aka.idf.il Distributed Unaut hori zed URL Access on 147.237. 72. 166/ B ock
77.139. 223,105 |France 147.237.72. 166 |aka. i df . i | m;;(:ult gfl ilf“f;‘;ihr?/réf;fs /'\f;::gh;g{w}f”:b"& 'L;;XO” B ock 1
46. 19. 86. 225 I srael 147.237.72. 166 |aka. i df . i | Paraneter Read Qily Molation in wwaka idf.il/tizmoret/fag/ default.asp [None 1
169. 229. 3. 91 Uhited Sates|147.237.76.31 |nakchal .idf.il Il1egal Byte Gode Character in URL B ock 1
82.81.172.96 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
66. 249. 76. 77 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
183. 129. 160. 229|Chi na 147.237.0.34 |tikshuv.idf.il Distributed Ml forned URL B ock 1
Illegal Byte de Character in Mt hod
169. 229. 3. 91 Lhited Sates|147.237.77.74 |lawidf.il [[#15]]1j S[[#4]]&-"" 0! gdl «~quC: * " P [ [#31] ] Qe6i <IbQ [ [#30] ] % ¢* 52[ [ #1 Bl ock 1
1]] Ap. 2d[ [ #19] ] K{ “ #AR&
79.178.19.65  |israel 147.237.76.42 |refuah.idf.il ﬂ?ftzggf;éégzgpﬁfjf;géfﬂ | es/ 711 2610001 3397, | pg Bl ock 1
66.249.65.24 [ Israel 147.237. 77. 216 |dover . i df . i | e o e e ot dover. aspx Hock |1
169. 229. 3. 91 Lhited Sates|147.237.76.31 |nakchal .idf.il Mitiple Illegal Byte Qode Character in Method from169.229. 3. 91 B ock 1
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi . i df . i|Wauthori zed URL Access to vwwu kosher-kravi . idf.il/defaul t.aspx B ock 1
183. 129. 160. 229|Chi na 147.237.0.34 |tikshuv.idf.il D stributed Whknown HTTP Request Met hod B ock 1
169. 229. 3. 91 Lhited Sates|147.237.77.74 |lawidf.il Mal f ormed URL Bl ock 1
31.154. 81. 42 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to wwwu aka. i df.il/main/giyus/ wan navy. i df.il B ock 1
79.178.92. 21 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66.249. 65. 182 |l srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76.42/ sip_storage/files/1/2351. pg |B ock 1
176. 228. 144. 37 |Israel 147.237.77.216|dover. i df . i | Uhaut hori zed URL Access to www i df.il/hi mush B ock 1
169. 229. 3. 91 Lhited Sates|147.237.76.31 |nakchal .idf.il Unknown HTTP Request Method xk in URL B ock 1
84.229.18. 27 I srael 147.237.76.31 |nakchal .idf.il Mil tipl e Lhaut horized URL Access from 84.229. 18. 27 B ock 1
183. 129. 160. 229|Chi na 147.237.0.34 |tikshuv.idf.il Ml formed HTTP Header Line 1 B ock 1
77.138.9.212  |France 147.237.72. 166 |aka. i df . i | m“:k“; IZ??'I“/EL;F Ncéggﬁiit;aggff‘;ZfisgfcphsaChar$°t'41 n None 1
Unknown HTTP Request Met hod
169. 229. 3. 91 Uited Sates|147.237.77.74 |lawidf.il [[#15]]1) S[[#4]]a-"" 6! g8l «~quC: " P [ [#31]] Qe6i <Ib( [[#30]] % ¢*5Z[ [ #1 Bl ock 1
111 Ap. 2d[ [ #19] ] K{“#ARB i n UR
113. 67. 175. 120 |Chi na 147.237.77. 216 |dover.idf .il PHP At t enpt B ock 1
79.181.99.166 |[Israel 147.237.72. 156 [anan. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
66.249. 65. 185 |l srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76.42/ sip_storage/ fil es/ 5/ 3385. pg |B ock 1
176. 228. 144. 37 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
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